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Wel com ing Remarks

Gen eral George A. Joulwan1

I
t is a plea sure to be with you once again at the 21st Inter na tional Work shop on Global Secu rity—and par -
tic u larly in Berlin. Berlin is a spe cial place for me. I first came here as a young Sec ond Lieu ten ant in
1962 as the Berlin Wall was being built and wit nessed the des per a tion of  peo ple will ing to sac ri fice

their lives to live in free dom. What a joy it was to return in 1989 when the Berlin Wall and Iron Cur tain
were torn down. Again in 1994 when the occu pa tion of  Berlin ended—and troops in the east ern part of
Ger many came under NATO and SACEUR oper a tional con trol.

There is no better place to be when the world is in cri sis than in Berlin. It was here that we dem on -
strated Alli ance sol i dar ity and mutual trust and con fi dence. It was here that the Cold War threat was most
vis i ble and the trans at lan tic link between Europe and the United States best dem on strated. And we pre -
vailed—as an Alli ance, as one team with one mis sion. 

Today the threat is dif fer ent but equally dan ger ous. Again, we must meet the threats not alone but
together. We must not for get the unity and sol i dar ity dem on strated by our Alli ance dur ing the forty years
of  the Cold War, a unity that we witnessed more recently in Bosnia and the Bal kans, and how effec tive
like-minded nations can be in the defense of  free dom.One nation did not do it alone—but we did so as
an Alli ance: Then at 16 nations, now at 26. 

While mil i tary capa bil ity is impor tant as we trans form the Alli ance, it is equally impor tant to retain the
shared val ues and ide als, the mutual trust and con fi dence and the friend ship between our peo ples and our 
mil i tar ies. Today—as in the past—this great Alli ance must dem on strate its sol i dar ity, its cohe sion and its
com pe tence to meet today’s chal lenges. My hope is that this work shop will pro vide a venue to rein force
those attrib utes.

1
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Open ing Address

 Mr. Rainer Hertrich1

F
or the last sev eral years, it has been almost unthink able to have the Berlin Air Show with out the
Inter na tional Work shop on Global Secu rity pre ced ing it. This Work shop pro vides us with a highly wel -
come and much needed oppor tu nity to meet and reflect on the secu rity envi ron ment in which we

oper ate; it is a cru cial occa sion for dis cuss ing where we as pol i ti cians, mem bers of  the armed forces, and
indus try lead ers want to go–and how we want to get there. In a word, the Work shop pro vides Berlin, the
city that has played such a unique role in his tory, with the con fer ence on secu rity it needs and deserves.

With the enlarge ment of  NATO and the Euro pean Union, we are lay ing the foun da tions on which we
can build a broader con cept of  secu rity—an inclu sive con cept of  coop er a tion, both on the Euro pean
and the trans at lan tic lev els. Expe ri ence has proven that alter na tives such as “Europe ver sus the United
States” or “the old ver sus the new Europe” are get ting us nowhere. Instead, we must under stand that
only joint Euro pean and trans at lan tic efforts on all lev els—eco nomic, dip lo matic, and defense—will
open up the nec es sary per spec tive for global stability and security. 

Hence the first tasks we should ded i cate our selves to are to ensure that the enlarged Euro pean Union
fully accepts its role as a global secu rity actor and to do every thing to sup port a strong NATO in which
Europe teams up with the United States. Only if  we achieve these goals will we be able to meet the chal -
lenges we are fac ing. 

In my brief  remarks I would like to focus on what both pol i tics and indus try can con trib ute to bring ing 
to life a broader con cept of  secu rity. 

EUROPEAN CON TRI BU TIONS

With the shock ing ter ror ist attacks in Madrid, Euro pe ans learned that we are not immune to inter na -
tional ter ror ism. It took a long time, but I think we can say that Europe has finally got ten the mes sage.
Our nations now know that we must cre ate a joint secu rity frame work—a frame work for a world that has
both unmatched free dom and increased insta bil ity and new threats. 

The new Euro pean secu rity strat egy, worked out by Javier Solana, for mu lates such a frame work. It
clearly lays out Europe’s role as a global secu rity actor and the need to enhance Euro pean defense capa -
bil i ties. While the momen tum for this trans for ma tion does not com pare with that in the U.S., armed
forces across Europe are already shift ing towards world wide deployability and net work-centric
operations.

1
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How ever, Euro pean defense bud gets are still flat or almost flat, per haps with the excep tions of  those
of  the U.K. and France, which have seen two years of  dou ble-digit invest ment increases. As long as
Europe lags behind in eco nomic growth, defense resources will not increase enough to meet global
needs. 

There fore, it is essen tial that we cre ate Euro pean struc tures that allow us to sig nif i cantly enhance the
effi ciency of  our secu rity efforts. Better tech nol ogy and fewer troops are essen tial for improv ing Euro -
pean defense. It is also cru cial to increase our defense bud gets, though this will come about only with true
eco nomic recovery. 

One of  the core Euro pean struc tures in this work will be the Euro pean Defense Agency, which will be
set up in Brussels. How ever, the first draft for the oper a tion of  this agency was dis ap point ing, show ing it
to be weak, with no bud get, and more an advi sory insti tu tion than an insti tu tion that could cre ate a Euro -
pean defense identity. Still, the war is not lost, not even the bat tle, because the many peo ple who sup port a 
strong agency still aim to turn things around.

It is my belief  that it is imper a tive to attrib ute real polit i cal weight and real deci sion-mak ing power to
this agency. That is because: 

• Through the agency, Europe will be able to define com mon capa bil ity require ments so that we can
assure interoperability and over come the frag mented approach of  the past. 

• We need to coor di nate and fund joint secu rity research and tech nol ogy. 

• The agency must have a bud get of  its own so that it can func tion as a full-fledged pro cure ment
author ity and take care of  all com mon Euro pean pro cure ment pro grams. This does imply a shift of
sov er eign power to the agency, but the suc cess of  the Euro has shown that such a shift is pos si -
ble–and advan ta geous for every one. 

• Only an agency with pro cur ing pow ers will fos ter an open Euro pean defense mar ket and free com -
pe ti tion for defense pro grams. 

What we need, in a word, is a com mon Euro pean defense mar ket, because only with such a mar ket will
we cre ate a truly Euro pean defense indus try across all sec tors—not just aero space, but land and naval
sys tems as well.

A defense agency with this pro file—and the cor re spond ing fund ing—would help over come the
national bound aries that in the past have ham pered con sol i dated defense pro grams, larger pro duc tion
runs, and faster deci sion pro cesses. Thus it will rep re sent a great leap for ward for Euro pean defense. 

TRANS AT LAN TIC CON TRI BU TIONS 

While Euro pe ans must work together, trans at lan tic coop er a tion is also impor tant, and will remain so
for the fore see able future. MEADS, the joint mis sile defense sys tem, and Euro Hawk are out stand ing
exam ples of  trans at lan tic coop er a tion. The Euro Hawk, which is based on the Global Hawk plat form by
Northrop Grumman and equipped with Euro pean sen sors, is part of  NATO’s new Air borne Ground
Sur veil lance and a par a digm of  what indus try ini tia tive can achieve. These “eyes in the sky” were
achieved by NATO choos ing a trans at lan tic con sor tium in which EADS and Northrop Grumman
played crucial roles. 

While expe ri ence shows that tech nol ogy trans fer works at the indus try level, indus try needs the back -
ing of  long-term and robust gov ern ment-to-gov ern ment coop er a tion. To engen der that coop er a tion,
trust, at least to a cer tain extent, is needed. And to estab lish that trust, we need ongo ing dia logue and
exchanges of  views on all political levels. 
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This means, with regard to the U.S., trans par ency in tech nol ogy trans fer mat ters as well as the prom -
ised relief  in export con trol. Both of  these are essen tial if  we want to make pro grams like MEADS a suc -
cess— which is our objec tive. What’s more, trans par ency is also essen tial for prom is ing new pro jects on
the horizon. 

In Ger many, for instance, there is broad sup port from all polit i cal groups for a new heavy trans port
heli cop ter since heli cop ters are crit i cal pieces of  equip ment espe cially in out-of-area peacekeep ing and
peace-enforc ing mis sions. The planned heavy trans port heli cop ter will be able to carry more pas sen gers
and a higher pay load than all pre de ces sors, and will replace the age ing fleet of  CH-47s and CH-53s. The
new heli cop ter is sched uled to enter service in 2015.

But why not make this work a trans at lan tic pro ject between EADS and Sikorsky or Boe ing? Such a
joint ven ture would greatly con trib ute to interoperability, reduce devel op ment costs, and cre ate sub stan -
tial econ o mies of  scale. Imag ine the boost to trans at lan tic coop er a tion that would be gen er ated by an
agree ment between the gov ern ments of  the U.S., Ger many, and France! (Of  course, the doors are open
for any other gov ern ment that wishes to join.) And imag ine the incred i ble ben e fit to tax pay ers on both
sides of  the Atlan tic. This type of  coop er a tion would make secu rity more afford able and facil i tate coali -
tion war fighting within the NATO framework. 

NATO’S ROLE

To my mind, NATO is and will remain the indis pens able link between our two con ti nents, and it will
be strength ened in the future. No other insti tu tion will play as piv otal a role as NATO when it comes to
respond ing glob ally to the global threats we face. I believe this will be true because NATO has proven its
strengths. It was suc cess ful against the old threats and has mas tered new chal lenges, as in the Bal kans.
More over, it is a plat form of  joint inter ests and ongo ing dialogue. 

How ever, I do not assume that NATO is an exclu sive tool—other coali tions will prob a bly exist in par -
al lel. But as indus try lead ers and as pol i ti cians, we should do every thing we can to strengthen NATO and
to fos ter the trans for ma tion of  NATO forces. I am abso lutely con vinced that both the United States and
Europe should com mit them selves to open mar kets and free com pe ti tion, and that deci sions regard ing
this goal need to be made in the near future. How ever, I do not believe that Europe should accept con tin -
ued unequal con di tions for mar ket access and unequal conditions for competition.

CON CLUD ING REMARKS

I would like to sum up by say ing we must remove the obsta cles we are still fac ing in the area of  defense
coop er a tion. We must also build a level trans at lan tic play ing field, a pre req ui site for tak ing full advan tage
of  what indus try can con trib ute to a broader con cept of  global secu rity. I am sure our dis cus sions will be
fruit ful and help us to even better under stand what our chal lenges are—and how we are to respond to
them. 
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Invita tion to the Berlin Air Show 

Mr. Hans-Joachim Gante1

A
s a part ner of  the Inter na tional Work shop and an orga nizer of  the ILA2004 Berlin Air Show, I
would like to cor dially invite you to visit our aero space exhi bi tion, which will be for mally opened
on May 10 by Chan cel lor Gerhard Schröder.

I am cer tain that once again this year’s ILA will be an exhi bi tion of  super la tives. The mood at the 2004
Berlin Air Show will be shaped by Euro pean inte gra tion. It is a very mov ing expe ri ence to wit ness the cul -
mi na tion of  a pro cess that became unstop pa ble when the Berlin Wall came down four teen-and-a-half
years ago. 

Speak ing as a Ger man with a sense of  his tory, I am well aware that the only cor rect response of  all
Ger man gov ern ments since 1989 was to view Ger man unity sim ply as an interim stage on the road to the
more impor tant Euro pean uni fi ca tion. For polit i cal rea sons and because we feel enor mous grat i tude to
our neigh bors, we Ger mans had to act as the driv ing force behind the expan sion of  the old EU. The Ger -
man gov ern ment’s activ i ties in this respect were firmly backed up by the Ger man busi ness sec tor, includ -
ing the Ger man aero space indus try.

Let me now turn from the his tor i cal dimen sion of  this Berlin Air Show to the con crete chal lenges fac -
ing our two alli ances, NATO and the EU:

Over the next few years, we Euro pe ans will have to be ready to shoul der a greater respon si bil ity for
global secu rity. This means that we must work closer together so that, for exam ple, our resources can be
used more effi ciently in mil i tary research and future weap ons pro jects. The 2004 Berlin Air Show will be
showcasing many exam ples of  suc cess ful Euro pean devel op ments, which in the mil i tary sec tor include
the Eurofighter along with the Tiger and NH90 heli cop ters, as well as the joint guided mis sile pro grams.

I believe that one espe cially impor tant task, fol low ing the expan sion of  the EU and NATO, is to
strengthen part ner ship with the new mem ber states and, above all, with Rus sia. Through our coop er a tion 
with Rus sian com pa nies and insti tu tions, we in the aero space indus try intend to act as eco nomic and
tech no log i cal lynchpins. In our sec tor, some 20 joint activ i ties large and small are cur rently under way—
and the Berlin Air Show is one of  the most impor tant plat forms for this.

In the other direc tion across the Atlan tic, the friend ship between Europe and the United States must
be more inten sively cul ti vated again. We are united by the West ern com mu nity of  val ues, which the U.S.
has always staunchly upheld, espe cially in Europe. The United States also helped us in our own region in
Yugo sla via, and even shoul dered the main bur den. More over, trans at lan tic coop er a tion pro jects such as
the Euro Hawk UAV pro gram and the MEADS air defense sys tem will be major ele ments of  the 2004
Berlin Air Show.

1
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We can coun ter the new asym met ri cal threat now fac ing many states with a range of  skills offered by
our aero space indus try. We have the right exper tise in recon nais sance and com mu ni ca tion, in pin point ing 
tar gets and reac tion, as well as the means of  trans port needed for rapid troop deployment—as you will be 
shown at the 2004 Berlin Air Show.

Over the past three days we have dis cussed many aspects of  secu rity in great depth. I can hence heart -
ily rec om mend you to visit the Berlin Air Show tomor row to take in the fas ci na tion of  aero space. Fly ing
is some thing that cap ti vates man kind on a very emo tional level.

You’ll be able to see more than 300 air craft and heli cop ters on a large static dis play. More over, a whole
range of  air craft can be observed in the air dur ing a flight dis play. Almost all the major play ers in the aero -
space indus try are rep re sented.

I hope very much to be able to wel come you all at the Berlin Air Show—the aero space indus try’s inter -
na tional exhi bi tion. 
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Preface

Dr. Roger Weissinger-Baylon

T
he 21st Inter na tional Work shop on Global Secu rity was pre sented in Berlin, Ger many on 7-10 May
2004 in order to address the theme of  “Global Secu rity: A Broader Con cept for the Twenty-first
Cen tury.” Given the grav ity of  the cur rent secu rity chal lenges, this year's Work shop offered a

much-needed oppor tu nity for senior gov ern ment lead ers, mil i tary com mand ers, indus try offi cials, and
aca demic experts to con sider, frankly and openly, the full range of  the global threats and the best ways for
the trans at lan tic com mu nity to respond. 

We are there fore for tu nate that the Work shop was invited this year to Berlin, for the third time, by
BDLI (Ger man Aero space Indus tries Asso ci a tion) with the coop er a tion of  the Ger man Min is try of
Defense. We were also pleased to pres ent the Work shop once again in con junc tion with the pres ti gious
ILA Berlin Air Show, which Ger man Fed eral Chan cel lor Gerhard Schroeder opened at the con clu sion of  
the Work shop. 

Key note address, panel of  min is ters, and prin ci pal speak ers. Ger man Defense Min is ter Dr. Peter Struck, MdB,
pre sented the key note address. A spe cial panel on Secu rity in the Black Sea Region was brought together
and chaired by Roma nian Defense Min is ter Ioan Mircea Pascu, with the par tic i pa tion of  Bul gar ian
Defense Min is ter Nikolai Svinarov, Geor gian Defense Min is ter Gela Bejuashvili, Turk ish Defense Min -
is ter Vecdi Gonul, Ukrai nian Ambas sa dor to NATO Volodymyr Khandogiy, and Dep uty Chief  of  the
Rus sian Gen eral Staff  Col o nel General Aleksandr Skvortsov.

Other prin ci pal speak ers included Lith u a nian Defense Min is ter Linas Linkevicius; U.S. Ambas sa dor
to NATO Nich o las Burns; NATO Mil i tary Com mit tee Chair man Gen eral Harald Kujat; NATO
Supreme Allied Com mander Europe, Gen eral James L. Jones; Ital ian Chief  of  Defense Admi ral
Giampaolo Di Paola; Esto nian Chief  of  Defense Vice-Admi ral Tarmo Kouts; The Hon or able Michael
W. Wynne, U.S. Under Sec re tary of  Defense for Acqui si tion, Tech nol ogy, and Logis tics; The Hon or able
Dale Klein, Assis tant to the U.S. Sec re tary of  Defense for Nuclear, Chem i cal and Bio log i cal Defense
Pro grams; Mr. Marc Perrin de Brichambaut, Direc tor for Stra te gic Affairs of  the French Min is try of
Defense; Dr. Lin ton Wells II, U.S. Assis tant Sec re tary of  Defense for Net works and Infor ma tion Inte -
gra tion; Bruce George, MP, Chair man of  the Select Com mit tee on Defense of  the Brit ish House of
Com mons; and Dr. Ing. Bacharuddin Jusuf  Habibie, former President of  Indonesia. 

Principal Sponsors of  the Twenty-first International Workshop on Global Security

Prin ci pal spon sors. The prin ci pal spon sors of  the Twenty-first Inter na tional Work shop were:

• BDLI (The Ger man Aero space Indus tries Asso ci a tion) includ ing BDLI mem bers Rolls-Royce Deutsch -
land Ltd & Co. KG; Liebherr Aero space Lindenberg GmbH; Airbus Deutsch land GmbH; Mil i tary
Air craft, EADS Deutsch land GmbH; and the ILA Berlin Airshow; 

• Northrop Grumman Cor po ra tion;



• U.S. Depart ment of  Defense (Under Sec re tary of  Defense for Acqui si tion, Tech nol ogy, and Logis tics;
Assis tant Sec re tary of  Defense for Net works and Infor ma tion Inte gra tion; the Office of  the Direc -
tor of  Net Assess ment in the Office of  the Sec re tary of  Defense; the Defense Threat Reduc tion
Agency; and the National Defense Uni ver sity);

• Cen ter for Stra te gic Deci sion Research, which founded the Work shop series and has pre sented the Work -
shops annu ally for twenty-one years. 

BDLI (The Ger man Aero space Indus tries Asso ci a tion). In his tri ple role as Pres i dent of  BDLI, co-CEO of
EADS (Euro pean Aero nau tic Defense and Space Com pany), and Hon or ary Chair man of  the Twenty-first
Inter na tional Work shop on Global Secu rity, Rainer Hertrich pre sented the Work shop open ing address. At
BDLI, Mr. Hans-Joachim Gante, Man ag ing Direc tor, together with Mirja Schueller, Dr. Ekkehard
Muenzing, Alexandra Friedhoff, and Gaby Haun, were tre men dous part ners in plan ning both Work shop
and related events. At EADS, we much appre ci ated the encour age ment and sup port of  co-CEO Rainer
Hertrich and other senior exec u tives includ ing Thomas End ers, Aloysius Rauen, Wolf-Peter Denker,
Joerg Liester, and Stefan Zoller. We would also like to acknowl edge all those who worked with us in
arrang ing the post-Work shop visit to the ILA Berlin Air Show, includ ing ILA Mar ket ing and Sales Direc -
tor Zoltan Ivan.

Northrop Grumman Cor po ra tion. After many years as a lead ing spon sor of  the inter na tional Work shops,
Northrop Grumman became a Prin ci pal Spon sor for the first time this year. Under the lead er ship of
David Stafford, as well as K.C. Brown, Michael Landrum, Harry Pearce (who has since retired), and
James Moseman, Northrop Grumman encour aged the devel op ment of  the Work shop in many impor -
tant ways: It helped broaden and strengthen the Work shop senior mil i tary dimen sion and its empha sis on 
Alli ance trans for ma tion, espe cially for Net work-centric oper a tions. We also appre ci ate the par tic i pa tion
of  Northrop Grumman Infor ma tion Tech nol ogy, includ ing the very active par tic i pa tion of  Kent
Schnei der, Tom Baker, and Vince Roske (who was a Work shop par tic i pant and sup porter for many years
as a senior executive at the U.S. Joint Chiefs of  Staff).

Under Sec re tary of  Defense for Acqui si tion, Tech nol ogy, and Logis tics. In the Office of  the Under Sec re tary of
Defense, we are grate ful for the advice and sup port of  Under Sec re tary Michael Wynne (act ing), Cap tain
Wil liam Por ter, Alfred Volkman—who devel oped and chaired the pan els on inter na tional coop er a tion
over the last sev eral years, Rob ert Bruce, Roger Golden, Seth Wil son, Colonel Rodney Schmidt, and
Karen Kay. We also appre ci ated the effi cient assis tance of  Rita Bidlack.

Assis tant Sec re tary of  Defense (Net works and Infor ma tion Inte gra tion). Thanks to Act ing Assis tant Sec re tary
Lin ton Wells II, Rob ert Lentz, Sal Manno (now retired), and Tim Bloechl, Net work-centric oper a tions
have become a key com po nent of  the inter na tion als work shops. We also appre ci ate the help ful admin is -
tra tive sup port of  Lieu ten ant Col o nel Rich ard Palermo and Cecilia Jones. 

Defense Threat Reduc tion Agency. We appre ci ate the con sid er able and very active sup port of  DTRA
Direc tor Dr. Ste phen Youn ger (until his return to Los Alamos Lab o ra to ries ear lier this year), DTRA Act -
ing Direc tor Major Gen eral Trudy H. Clark, Mr. Doug Englund, and Lieu ten ant Gen eral Rob ert
Chelberg. At every oppor tu nity, Col o nel (ret) Rob ert Dickey facil i tated our efforts on this project.

Office of  the Direc tor of  Net Assess ment. Over the last twenty years, Direc tor of  Net Assess ment Andrew
Mar shall has been one of  our most stim u lat ing spon sors. For this pro ject, Ms. Rebecca Bash has been a
very effec tive admin is tra tor who arranged for the review of  this report prior to pub li ca tion.

National Defense Uni ver sity. At the National Defense Uni ver sity (NDU), we appre ci ate the encour age -
ment of  the NDU Foun da tion as well as Dr. Hans Binnendijk, Direc tor, Cen ter for Tech nol ogy and
National Secu rity Pol icy; Mr. C. Stan ley Romes, Chief  of  Staff, Joint Forces Staff  Col lege; Frank
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Eversole of  the NDU Foun da tion; and, espe cially, NDU for mer Pres i dent Lieu ten ant General Paul
Cerjan.

Major Workshop Sponsors

Alenia Aeronautica S.p.A. We greatly appre ci ate Alenia Aeronautica's con tin ued spon sor ship sup port,
this year's Work shop address by Chair man and CEO Ing. Dr. Giorgio Zappa, and the long-term inter est
and encour age ment of  Riccardo Rovere and Carmelo Cosentino.

Boe ing Com pany. In addi tion to his con tri bu tion to Al Volkman's inter na tional coop er a tion panel,
Eugene Cunningham (Regional Direc tor-Europe, Inter na tional Busi ness Devel op ment, Boe ing Mil i -
tary Air craft and Mis sile Sys tems) led a strong Boe ing del e ga tion com pris ing Fred Spivey, Kees
Blekxtoon, as well as Viktor Kucera of  the Boe ing Com pany's Czech part ner Aero Vodochody. We also
appre ci ate the admin is tra tive sup port of  spe cial assis tant Kim King, and the con tin ued inter est and
encour age ment of  Senior Vice President Thomas Pickering.

Gen eral Dynam ics Cor po ra tion. From Gen eral Dynam ics Cor po ra tion, Tom Leris, Direc tor of  Inter na -
tional Mar ket ing for Europe, and Gen eral George Joulwan, Mem ber of  the Gen eral Dynam ics Board of  
Direc tors and for mer Supreme Allied Com mander Europe, were espe cially val ued con tri bu tors. As
NATO's Supreme Allied Com mander Europe, Gen eral Joulwan encour aged the Work shop to advance
his vision—now a real ity—of  open ing the Alli ance to the coun tries of  Cen tral Europe, the Bal tic
Region, Ukraine, and Rus sia. Over the last decade, in fact, Gen eral Joulwan has played a vital role of
Work shop lead er ship.  We appre ci ate the con tin ued inter est of  exec u tives Fred Axelgard and Vice Pres i -
dent Wil liam Schmieder.

MITRE Cor po ra tion. We appre ci ate MITRE's two decades of  sup port for the inter na tional work shops 
on global secu rity, the con tri bu tions over most of  this period by John Quilty (now retired) and the enthu -
si asm of  his suc ces sor Ray mond Haller, Vice Pres i dent at the Wash ing ton C3 Center.

SGI. Again this year, Sil i con Graphics, Inc (SGI) dem on strated its visu al iza tion super com puter sys -
tem. Senior Vice Pres i dent Steve Coggins, SGI Direc tor for Gov ern ment Affairs-North Amer ica Benn
Stratton, Air Vice Mar shal (ret) Mike Jack son, and Vasiliy Suvorov of  IBS/Luxoft (Mos cow) led the
plan ning and pre sen ta tion of  SGI tech nol ogy.

Irid ium Sat el lite LLC. From Irid ium Sat el lite, a Work shop asso ci ate spon sor, Chair man and CEO
Carmen Lloyd, as well as Vice Pres i dent Rear Admi ral (ret) Denny Wisely con trib uted actively to Work -
shop orga ni za tion and planning.

Spon sor ing Gov ern ments. With spe cial thanks this year to the Fed eral Repub lic of  Ger many, we would
like to acknowl edge the gov ern ments which, over two decades, con trib uted to the work shop series:
Czech Repub lic, King dom of  Den mark, Fed eral Repub lic of  Ger many, Repub lic of  Greece, Repub lic
of  Hun gary, King dom of  the Neth er lands, King dom of  Nor way, Repub lic of  Poland, Repub lic of  Por -
tu gal, Min is try of  Defense of  Aus tria, Min is try of  Defense of  Italy, and the Canadian Armed Forces.

Workshop Patrons, Advisors, and Participants

Work shop Patrons and Hon or ary Chair men. We are grate ful for the encour age ment and sup port of  the
Work shop Hon or ary Chair man, Mr. Rainer Hertrich, Co-CEO of  EADS (Euro pean Aero nau tic
Defense and Space Com pany) as well as the con tri bu tions of  past Patrons and Hon or ary Chair men:

His Excel lency Aleksander Kwasniewski, Pres i dent of  the Repub lic of  Poland; 

His Excel lency Vaclav Havel, For mer Pres i dent of  the Czech Repub lic;

His Excel lency Dr. Werner Fasslabend, Mem ber of  the Aus trian Par lia ment and for mer Min is ter of  Defense; 
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His Excel lency Rudolf  Scharping, For mer Min is ter of  Defense of  Ger many; 

His Excel lency Jan Troejborg, For mer Min is ter of  Defense of  Den mark; 

His Excel lency Arpad Goencz, For mer Pres i dent of  Hun gary; 

His Excel lency Volker Ruehe, For mer Min is ter of  Defense of  Ger many;

Gen eral George Joulwan, For mer Supreme Allied Com mander Europe and Hon or ary Gen eral Chair man; 

General Jack Merritt, For mer Work shop Hon or ary Gen eral Chair man. 

Advi sory Board. For their many con tri bu tions in devel op ing and struc tur ing the agenda, themes, and
other dimen sions of  the Work shop over the years, we would like to warmly thank the Work shop's Advi -
sory Board: 

His Excel lency Valdas Adamkus, Pres i dent of Lith u a nia
His Excel lency Dr. Valdis Birkavs, Mem ber of the Par lia ment of Lat via, for mer Prime Min is ter
Dr. Hans E. Birke, Deut sche Bahn AG
Dr. Manfred Bis choff, Mem ber of the Board of Direc tors, EADS
Lieu ten ant Gen eral Paul Cerjan (Ret.), For mer Pres i dent, National Defense Uni ver sity
Ambas sa dor Javier Conde de Saro, Ambas sa dor of Spain to Japan
Mr. Eugene Cunningham, Gen eral Man ager, Inter na tional, Boe ing Mil i tary Air craft and Mis sile Sys tems
His Excel lency Mikulas Dzurinda, Prime Min is ter of Slovakia
Dr. Thomas End ers, Exec u tive Vice Pres i dent, EADS
The Hon or able Gordon Eng land, Sec re tary of the U.S. Navy
His Excel lency Dr. Werner Fasslabend, Mem ber of the Aus trian Par lia ment and for mer Min is ter of Defense
Mr. Hans-Joachim Gante, Pres i dent, BDLI (Ger man Aero space Indus tries Asso ci a tion)
Dr. Rob ert Hermann, For mer U.S. Assis tant Sec re tary of the Air Force
Mr. Rainer Hertrich, Co-CEO of EADS (Euro pean Aero nau tic Defense and Space Com pany)
Gen eral George A. Joulwan (Ret.), For mer Supreme Allied Com mander, Europe
Ambas sa dor Karel Kovanda, Czech Per ma nent Rep re sen ta tive on the North Atlan tic Coun cil
Admi ral Jacques Lanxade (Ret.), For mer Chief of Defense of France
His Excel lency Linas Linkevicius, Min is ter of Defense of Lith u a nia
Gen eral Jack N. Merritt (Ret.), Pres i dent Emer i tus, Asso ci a tion of the United States Army
Gen eral Klaus Naumann, For mer Chair man of NATO Mil i tary Com mit tee
Ambas sa dor Jaromir Novotny, Czech Ambas sa dor to India
Dr. Andrey Piontkovskiy, Direc tor, Stra te gic Stud ies Cen ter, Mos cow
Mr. Harry Pearce, Retired Vice Pres i dent, Northrop-Grumman Inter na tional
Mr. John S. Quilty, Retired Senior Vice Pres i dent, MITRE Cor po ra tion
Ambas sa dor Jean de Ruyt, Ambas sa dor of Bel gium to Italy
Gen eral John Shalikashvili (Ret.), For mer Chair man of the Joint Chiefs of Staff
Gen eral of the Armed Forces Jirí Sedivy (Ret.), For mer Chief of Defense of the Czech Repub lic
Lieu ten ant Gen eral Joern Soeder, ISAS Institut fur Strategische Analysen
Mr. David F. Stafford, Sec tor Vice Pres i dent, Busi ness and Strat egy Devel op ment, Northrop Grumman
His Excel lency Borys Tarasyuk, For mer For eign Min is ter of Ukraine
Ambas sa dor Alexandr Vondra, For mer Dep uty For eign Min is ter of the Czech Repub lic
Mr. John Weston, Chair man, Spirent PLC
Ing. Dr. Giorgio Zappa, Chair man and CEO, Alenia Aeronautica S.p.A.

Work shop par tic i pants. The Work shop pre sen ta tions and dis cus sions bene fited from the active par tic i -
pa tion of  the fol low ing: 

Mr. Axel J. Arendt, Chair man, Rolls-Royce Deutsch land; 
Mr. Jozsef Bali, Hun gar ian Dep uty State Sec re tary for Defense Pol icy; 
His Excel lency Gela Bezhuashvili, Min is ter of Defense of Geor gia; 
Rear Admi ral Luigi Binelli Mantelli, Chief of the Gen eral Office, Defense Gen eral Staff of Italy; 
Dr. Hans Binnendijk, Direc tor, Cen ter for Tech nol ogy and National Secu rity Pol icy, National Defense Uni ver sity; 
Dr. Hans Birke, Head of Polit i cal Affairs, Deut sche Bahn AG; 
Mr. Kees Blekxtoon, The Boe ing Com pany;
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Mr. Franz H. U. Borkenhagen, Direc tor of the Pol icy Plan ning Staff, Ger man Min is try of Defense;
Colonel (ret.) Adolf Bruegemann, Ger man Forum for Dis cus sion on Intel li gence: 
Mr. Gabor Brodi, Dep uty State Sec re tary, Hun gar ian Min is try of For eign Affairs; 
Mr. K. C. Brown, Direc tor, Northrop Grumman Cor po ra tion; 
Ambas sa dor Nich o las Burns, U.S. Permanent Rep re sen ta tive on the North Atlan tic Coun cil; 
Ambas sa dor Franz Cede, Aus trian Ambas sa dor to NATO;
Mr. Satish Chandra, Indian Dep uty National Secu rity Advi sor; 
Lieu ten ant Gen eral Rob ert Chelberg, Direc tor of the Euro pean Field Office, Defense Threat Reduc tion Agency; 
Mr. Steve Coggins, Senior Vice-Pres i dent, Sil i con Graphics;
Mr. Eugene Cunningham, Regional Direc tor, Busi ness Devel op ment, Boe ing Mil i tary Air craft and Mis sile Sys tems; 
Mr. Wolf-Peter Denker, Senior Vice Pres i dent, Gov ern men tal and Polit i cal Affairs, EADS;
Ambas sa dor Jean De Ruyt, Bel gian Ambas sa dor to Italy;
Major Gen eral Leandro De Vincenti, Ital ian Mis sion to Ger many;
Col o nel (Ret.) Rob ert Dickey, Senior Stra te gic Plan ner, Defense Threat Reduc tion Agency;
Admi ral Giampaolo Di Paola, Chief of Defense of Italy;
Mr. Werner Dornish, Board Mem ber, Diehl Stiftung;
Mr. Doug Englund, Direc tor, On-site Inspec tion, Defense Threat Reduc tion Agency; 
Dr. Werner Fasslabend, Mem ber of the Aus trian National Assem bly and For mer Min is ter of Defense of Aus tria;
Lieu ten ant Gen eral Jan Folmer, Neth er lands Advi sory Coun cil on Inter na tional Affairs;
Mr. Hans Joachim Gante, Man ag ing Direc tor, BDLI;
Mr. Jean-Louis Gergorin, Exec u tive Vice-Pres i dent, Stra te gic Coor di na tion, EADS;
His Excel lency Vecdi Gonul, Min is ter of Defense of Tur key;
His Excel lency Dr. Ing. Bacharuddin Jusuf Habibie, For mer Pres i dent of Indo ne sia;
Mr. Ray mond Haller, Vice Pres i dent, The MITRE Cor po ra tion;
Mr. Rainer Hertrich, Co-Chief Exec u tive Offi cer, Euro pean Aero nau tic Defense and Space Com pany (EADS);
Ambas sa dor Eric Hochleitner, Direc tor, Aus trian Insti tute for Euro pean Secu rity Pol icy; 
Dr. Edward Ifft, U.S. Depart ment of State; 
Air Vice-Mar shal (ret) Mike Jack son, Rep re sent ing Sil i con Graphics (SGI);
Mr. Pauli Jarvenpaa, Direc tor Gen eral, Depart ment of Defense Pol icy, Min is try of Defense of Fin land;
Gen eral James L. Jones, Supreme Allied Com mander Europe and Com mander, United States Euro pean Com mand; 
Gen eral George Joulwan (Ret.), For mer Supreme Allied Com mander Europe; 
Ambas sa dor Volodymyr Khandogiy, Ukrai nian Ambas sa dor to NATO;
Lieu ten ant Gen eral Johan Kihl, For mer Chief of Defense Staff of Swe den;
The Hon or able Dale Klein, Assis tant to the Sec re tary of Defense for Nuclear, Chem i cal and Bio log i cal Pro grams; 
Ms. Anna Konarzewska, Office of the National Secu rity Adviser of Poland;
Vice-Admi ral Tarmo Kouts, Com mander of the Defense Forces of Esto nia;
Mr. Viktor Kucera, Vice Pres i dent, Aero Vodochody;
Gen eral Harald Kujat, Chair man of the NATO Mil i tary Com mit tee; 
Mr. Michael Landrum, Direc tor, Advanced Capa bil i ties Devel op ment Sec tor, Northrop Grumman Cor po ra tion;
Mr. Joerg Leister, Vice Pres i dent, Polit i cal Affairs Ger many, EADS;
Mr. Rob ert Lentz, Direc tor of Infor ma tion Assur ance, Office of the Assis tant Sec re tary of Defense for NII; 
Mr. Tom Leris, Direc tor of Inter na tional Mar ket ing, Europe, Gen eral Dynam ics;
His Excel lency Linas Linkevicius, Lith u a nian Min is ter of Defense;
Mr. Carmen Lloyd, Chair man and CEO, Irid ium Sat el lite LLC;
Mr. Jean-Pierre Maulny, Dep uty Direc tor, IRIS (Institut de Rela tions Internationales et Stratégiques);
Ambas sa dor Rob ert Mayor, Swiss Ambas sa dor to NATO;
Mr. David Mchedlidze, Chief of Bureau of the Min is ter of Defense of Geor gia;
Mr. Markus Meckel, MdB, Deutscher Bundestag, for mer For eign Min is ter of Ger man Dem o cratic Repub lic (GDR); 
Gen eral Ashok K Mehta, AVSM, FRGS Con sult ing Edi tor, Indian Defence Review;
First Cap tain A.V. Milanov, Rus sian Navy;
Mr. James Moseman, Direc tor, Europe and NATO, Northrop Grumman;
Prof. Jaan Murumets, Pol icy Adviser to the Com mander of the Defense Forces of Esto nia;
Gen eral Klaus Naumann, For mer Chief of Defense, Ger many and for mer Chair man of NATO Mil i tary Com mit tee;
Cap tain Rickard Nordenberg, UAV and Space Sys tems, FMV (Swed ish Defence Materiel Admin is tra tion);
Ambas sa dor Jaromir Novotny, Ambas sa dor of the Czech Repub lic to India;
Rear Admi ral Ulrich Otto, Chief of German Naval Office, Rostock;
His Excel lency Prof. Ioan Mircea Pascu, Min is ter of National Defense of Roma nia;
Mr. Marc Perrin de Brichambaut, Direc tor for Stra te gic Affairs, Min is try of Defense of France; 
Lieu ten ant Gen eral Jean-Paul Perruche, Direc tor Gen eral, Euro pean Union Mil i tary Staff; 
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Dr. Andrei Piontkovskiy, Direc tor, Stra te gic Stud ies Cen ter, Mos cow; 
Cap tain Michael Por ter, USN, Office of the Under Sec re tary of Defense, Acqui si tion, Tech nol ogy, and Logis tics; 
Mr. Ahmad Watik Pratiknya, Direc tor, The Habibie Cen ter (Indo ne sia); 
Mr. John Quilty, Senior Vice Pres i dent and Direc tor, MITRE Cor po ra tion; 
Ing. Gen. de l’Armement Rob ert Ranquet, Dep uty Direc tor of Stra te gic Affairs, French Min is try of Defense; 
Mr. C. Stan ley Romes, Chief of Staff, Joint Forces Staff Col lege, National Defense Uni ver sity; 
Mr. Vin cent Roske, Senior Direc tor, Mod el ing Sim u la tion and Anal y sis Divi sion, Northrop Grumman; 
Bri ga dier Gen eral Peter Schelzig, Assis tant Chief of Staff, Con cepts and Oper a tions, Ger man Air Force;
Mr. Juergen Schnappertz, Dep uty Head of the Plan ning Staff, Ger man Min is try of Defense; 
Mr. Kent Schnei der, Pres i dent, Defense Enter prise Solu tions, Northrop Grumman Infor ma tion Tech nol ogy; 
Gen eral of the Armed Forces Jiri Sedivy, For mer Chief of the Czech Gen eral Staff; 
Col o nel Michael Shepard, Defense Threat Reduc tion Agency; 
Col o nel Gen eral Aleksandr Skvorzov, Dep uty Chief of Gen eral Staff, Rus sian Fed er a tion Armed Forces; 
Mr. Fred Spivey, Direc tor, Inter na tional Busi ness Devel op ment, The Boe ing Inter na tional Cor po ra tion;
Mr. David F. Stafford, Sec tor Vice Pres i dent, Busi ness and Strat egy Development, Northrop Grumman Inte grated Sys tems;
Mr. Benn Stratton, Direc tor, Gov ern ment Affairs, SGI North Amer ica; 
His Excel lency Peter Struck, MdB, Min is ter of Defense of Ger many; 
Mr. Vasily Suvorov, Chief Tech nol ogy Offi cer, IBS/Luxoft (Mos cow); 
His Excel lency Nikolai Svinarov, Bul gar ian Min is ter of Defense; 
Mr. Eric Utembayer, Dep uty Direc tor of the Secu rity Coun cil of the Kazakh Repub lic; 
Major Gen eral Ruud Van Dam, Assis tant Chief of Staff for C4I, Supreme Allied Com mand Trans for ma tion; 
Mr. Alfred Volkman, Direc tor for Inter na tional Coop er a tion, Under Sec re tary of Defense, Acqui si tion and Tech nol ogy;
Dr. Hans-Hein rich Weise, Dep uty Direc tor Gen eral of Arma ments of Ger many; 
Dr. Roger Weissinger-Baylon, Work shop Chair man and Founder, and Direc tor, Cen ter for Stra te gic Deci sion Research; 
Dr. Lin ton Wells II, Act ing Assis tant Sec re tary of Defense, Net works and Infor ma tion Inte gra tion;
Ambas sa dor Dr. Philippe Welti, Direc tor for Secu rity Pol icy, Swiss Min is try of Defense; 
Mr. Frank Wiemann, Vice Pres i dent, Euro pean Region, Northrop Grumman Inter na tional; 
Mr. Seth Wil son, Office of the Under Sec re tary of Defense, Acqui si tion, Tech nol ogy, and Logis tics; 
Rear Admi ral Denny Wisely (Ret.), Irid ium Sat el lite LLC; 
Gen eral Rich ard Wolsztynski, Chief of Staff of the French Air Force; 
The Hon or able Michael Wynne, U.S. Under Sec re tary of Defense, Acqui si tion, Tech nol ogy, and Logis tics (act ing); 
Ing. Dr. Giorgio Zappa, Chair man and Chief Exec u tive Offi cer, Alenia Aeronautica S.p.A;
Mr. Stefan Zoller, EADS Defense and Com mu ni ca tions Sys tems.

Acknowl edge ments: Schloss Charlottenburg, Hotel Pal ace, Work shop Inter na tional Staff

Charlottenburg Pal ace. We are grate ful to Berlin and Brandenburg for per mit ting the Work shop to pres -
ent a spe cial din ner in one of  their great mon u ments: The baroque pal ace of  Charlottenburg. Dur ing a
walk ing tour of  the Royal Apart ments, Eichengalerie, Pal ace Cha pel, Great Oak Gal lery, and the Por ce -
lain Room, the Taffanel Wood wind Quin tet pre sented a baroque music con cert. We warmly thank Dirk
Ueberhorst at Schloss Charlottenburg for help ing arrange a truly mem o ra ble evening for the Work shop.

Hotel Pal ace Berlin. The Hotel Pal ace Berlin, cho sen for the third time as the Work shop venue, brought
impres sive facil i ties to this year's Work shop and a splen did new con fer ence room wing. We received fine
sup port from the entire staff  includ ing Kathrin Philipp, Kati Koschig, Marietta Hermann, and espe cially
Gen eral Man ager Kurt Lehrke.

Work shop Inter na tional Staff. As Dep uty Direc tor of  the Cen ter for Stra te gic Deci sion Research, Anne
Baylon was respon si ble for devel op ing, plan ning, and coor di nat ing the Twenty-first Berlin Work shop, as
well as edit ing this vol ume and pre par ing it for pub li ca tion. Mrs. Kerstin Schelhorn-Piontek guided a
truly unique pro gram for Work shop spouses. For the past six years, Dr. Lin-Hua Wu has served with
excel lence as the Work shop direc tor.  The Work shop would not be the same with out her.. Much of  the
Work shop's suc cess is the result of  the ded i ca tion and hard work of  the Work shop staff: Eugene
Whitlock, Jean Lee (graphics and pho tog ra phy), Britta Schultheis, Jens Domberg, Shishir Verma,
Annette Birke, Caro line Baylon, Nicoletta Schaefer, and Carol Whiteley. 

Menlo Park, Cal i for nia and Paris, France                                         Octo ber 2004
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Overview
Per spec tives on Global Secu rity

Dr. Roger Weissinger-Baylon

If the assas si na tion of Franz Ferdinand, Arch duke of Aus tria, in Sarajevo in June 1914 was the imme di ate cause of World War I
and the Pearl Har bor attack of 1941 pre cip i tated the entry of the United States into World War II, the ter ror ist attack at the Twin
Tow ers on the 11th of Sep tem ber 2001 in New York could be con sid ered as the begin ning of the Global War against Ter ror ism. 
Pro fes sor Dr. Ing. Bacharuddin Jusuf Habibie, for mer Pres i dent of Indo ne sia

S
ep tem ber 11Like Sarajevo in 1914? September 11 has had such pro found polit i cal effects that the
attacks on the World Trade Cen ter and Pen ta gon have been lik ened to Pearl Har bor. Per haps the
more apt com par i son, how ever, might be Sarajevo in 1914 (Binnendijk). Like Sarajevo, the Sep -

tem ber 11 attacks have set in motion a chain of  unpre dict able, pow er ful forces which have already
sparked two wars: Afghan i stan and Iraq. Since Sep tem ber 11, seri ous ter ror ist attacks have struck Saudi
Ara bia, Morocco, Russia-Chechnya, India-Paki stan, and Indo ne sia, while the secu rity sit u a tion is dete ri o -
rat ing in the Phil ip pines and other areas. West ern Europe is by no means a safe haven, since the Madrid
train bomb ing went “way beyond what Euro pean coun tries have expe ri enced in con tem po rary times
short of  total war” (Gen. Kujat, Hertrich). South ern Euro pean coun tries, in par tic u lar, feel espe cially
exposed (Adm. Di Paola). If  the Iraq War or other con flicts con tinue to polar ize Arab and Islamic soci et -
ies against the West, the vio lence could get worse (Fasslabend). 

A poten tial threat to civ i li za tion. Com pared to the fires sparked by Sarajevo, how ever, those of  Sep tem ber
11 may be spread ing in decep tively slow motions, so the dan ger will con tinue for many years. We know
nei ther where nor when ter ror ists will strike or if there will be another attack like Sep tem ber 11 (or a worse
one). And com pared to 1914, the cur rent dan ger could be graver: Al-Qaeda is a threat, the men ace of  a
clan des tine nuclear attack is “seri ous and pres ent now” (Klein), and a large-scale ter ror ist attack, some -
where on the globe, is vir tu ally inev i ta ble (Chandra, George). Given this nuclear risk and other seri ous
dan gers, for mer SACEUR Gen eral George Joulwan warns that hyper-ter ror ism poten tially threat ens our 
civilization.

A call for a joint response. Address ing these threats requires a joint response by the U.S., Europe, and the
rest of  the globe. Yet, devel op ing the vitally needed inter na tional sup port and resources is an ongo ing
chal lenge as there is a seri ous and “grow ing gap between mem ber-nations' stated polit i cal ambi tions and
their will ing ness to pro vide proper resources for the oper a tions” (SACEUR Gen. Jones). Pres i dent
Bush's recent deci sion to with draw 70,000 to 100,000 troops from Europe and Asia will serve per haps as
a help ful “wake-up call” and encour age ment to these regions to assume greater respon si bil ity for their
own secu rity.



NEW KINDS OF GLOBAL STRA TE GIC THREATS

Osama Bin-Laden and Al-Qaeda. It would be a grave mis take to for get that the tragic attacks of  Sep tem -
ber 11 were planned and exe cuted by Osama Bin-Laden and Al-Qaeda. The Al-Qaeda men ace con tin ues
to be a threat. In recent decades, more over, much of  the Islamic soci ety has been awak ened by (a) the Ira -
nian rev o lu tion (b) oil wealth in Mid dle East Arab states, c) the suc cess of  Islamic fight ers includ ing the
Taliban in forc ing Rus sia out of  Afghan i stan, (d) and the per cep tion of  grossly unfair behav ior toward
Pal es tine. In such an envi ron ment, Al-Qaeda's vision “to coor di nate, con trol and com mand the world
Islamic soci ety through a Global Caliph ate and, maybe later, through the West ern-inspired sys tem of
nation-states” con tin ues its appeal (Pres i dent Habibie).

WMDs, reli gious or eth nic hatred, rogue states, asym met ric threats. Al-Qaeda is by no means the only threat,
how ever. We are fac ing a very broad range of  seri ous global dan gers of  a new kind. Of  these, the grav est
appears to be weap ons of  mass destruc tion espe cially at the hand of  ter ror ists liv ing in envi ron ments of
reli gious or eth nic hatred, or their pos si ble use by rogue states (Min. Bezhuashvili, Amb. Burns, Chandra,
Adm. Di Paola, George, Gergorin, Gen. Joulwan, Klein, Min. Linkevicius, Min. Struck). 

Asym met ric threats are no lon ger lim ited to ter ror ists or rogue states. In the post-Sep tem ber 11 world, asym met -
ric threats could become the norm. In fact, both the “pro lif er a tion of  WMDs and the grow ing capa bil i -
ties gap between actors are caus ing a shift toward asym met ric threats” (Gen. Kujat). Since WMDs are so
effec tive a means for small coun tries to pro ject power and achieve influ ence, Gen eral Kujat argues that
“no devel op ing nation will want to com pete mil i tarily with devel oped coun tries in the tra di tional way
when WMDs are inex pen sive force equal iz ers.” The Iraq War, for exam ple, is a strik ing dem on stra tion of  
the effec tive ness of  asym met ric attack (Gen. Wolsztynski). And even areas such as the Black Sea are vul -
ner a ble to asym met ric threats with cargo or pas sen ger ves sels as pos si ble tar gets (Amb. Khandogiy). 

Broader views of  the global threats. Ger man Defense Min is ter Peter Struck, for his part, describes a far
broader men ace that may arise “when ever reli gious hatred, weap ons of  mass destruc tion, and ter ror ist-
related fanat i cism blend with pov erty, eth nic antag o nism, and faults in social struc tures.” Other experts
and lead ers also describe an extremely wide range of  threats: 

• “smug gling of  drugs and weap ons; human traf fick ing; ille gal migra tion” (Min. Bezhuashvili);

• “failed states; small but fanat i cal ter ror ist groups; weap ons of  mass destruc tion; the huge increase in
inter na tional crime; nar cot ics flows; traf fick ing in human beings; global cli mate change; AIDS”
(Amb. Burns); 

• “ter ror ism and pro lif er a tion of  weap ons of  mass destruc tion fos tered by rogue states or failed
states; reli gious fanat i cism and orga nized crim i nal groups; ille gal traf fick ing of  weap ons, drugs, and
human beings; uncon trolled move ments of  peo ples which, in some cases, become mass migra tions;
eth nic and reli gious con flicts; fights for nat u ral resources con trol” (Adm. Di Paola);

• “ter ror ism and the pro lif er a tion of  WMD; eth nic blood shed; rogue regimes; fail ing states; reli gious
hatred; frozen con flicts; eco nomic depri va tion; water and food short ages; orga nized crime; cor rup -
tion of  state bureau cra cies” (Min. Linkevicius);

• “Global con fron ta tions of  reli gious fun da men tal ism with the ongo ing prog ress and mod ern iza -
tion-pro cesses of  the world” (Pres i dent Habibie).

The broad con cerns expressed by these gov ern ment, dip lo matic, and mil i tary lead ers, empha size pov -
erty, eco nomic inequal ity, global warm ing and other cli ma tic changes, spread of  dis eases includ ing Avian
Flu (Chandra); nat u ral disas ters, scar city of  water, food, and nat u ral resources (Gen. Sedivy); orga nized
crime, human and drug traf fick ing (Gen. Kujat); cyber attacks on infra struc tures and other tar gets
(Lentz, Wells); con flict between reli gious fun da men tal ism and prog ress, and the per cep tion of  injus tice
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toward Pal es tine (Pres i dent Habibie). Some of  these dan gers such as those aris ing recently from reli gious 
or eth nic con flicts in Kosovo can be exac er bated by short ages of  intel li gence on the emerging threats
(SACEUR Gen. Jones). 

RESPOND ING TO THE NEW DAN GERS

Con front ing the global secu rity par a dox. Fac ing these broad and grave dan gers leads to the global secu rity par a -
dox: An increas ingly inter de pen dent world must come together to address a com mon secu rity threat,
when “dif fer ences and inequal i ties between our soci et ies are grow ing rather than dimin ish ing” (Amb. de
Ruyt), and national views on how to address secu rity are actu ally diverg ing.

For tu nately, most coun tries do agree on the need for a joint response. In the words of  Min is ter Struck,
“joint risks require joint responses” and Gen eral Joulwan empha sizes that it is “equally impor tant that we
meet today's threats not alone but together.” There is also agree ment on the need for broad and effec tive
coop er a tion at all lev els, region ally (Gen. Wolsztynski) and with each of  the prin ci pal inter na tional
organizations: The UN, NATO, the EU (Min. Linkevicius, Amb. Burns), the OSCE and G-8. 

Why the U.S. tends to pre fer mil i tary force. Since Sep tem ber 11, the U.S., the U.K., and other allies have pre -
ferred to fight ter ror ism with mil i tary power (includ ing com ple men tary approaches such as cut ting the
flow of  funds to ter ror ist groups, or tight en ing con trols on the move ments of  peo ple and goods). When
cri ses arise on short notice, mil i tary force is often the most effec tive option avail able or even the only one
(Perrin de Brichambaut, Amb. de Ruyt). More over, since the “abil ity to engage in armed con flict is the
ulti mate instru ment of  state power” (Gen. Kujat), it should be no sur prise that the U.S., as the sole super -
power, might have a bias in favor of  mil i tary force. 

Since high-tech nol ogy is expen sive, how ever, the U.S high-tech forces are less-suit able for long-term
sta bi li za tion and sus tained peace keep ing efforts (Adm. Betermier). In an ideal sce nario, U.S. forces would 
take the lead in high-inten sity war fare and allies would back them up with peace keep ing and sta bi li za tion
forces (Wynne). In order for the U.S. to be fully effec tive, there fore, it needs Allies to play the nec es sary
com ple men tary roles which may imply long-term peace keep ing com mit ments in coun tries such as
Afghan i stan, Kosovo, and Iraq.

The Mar shall Plan or Harmel Report as mod els—why some coun tries pre fer them. Ger many, France, pos si bly
Italy, and some other Euro pean nations strongly believe in com bat ing ter ror ism with a broad com bi na -
tion of  polit i cal, eco nomic, and mil i tary means. They cite the suc cess of  this approach by the United
States at the end of  WWII: As a mil i tary response to the Soviet threat, the U.S. worked with its Allies to
estab lish NATO; as a polit i cal and eco nomic means of  reduc ing sup port for Com mu nism in West ern
Europe, the U.S. estab lished the Mar shall Plan (Gergorin). Admi ral Di Paola sug gests a some what sim i lar 
model, the Harmel Report, which inspired NATO to develop a strong defense against the Soviet bloc
while seek ing coop er a tion and dia logue. Gen eral Naumann advo cates a vari ant on Harmel: “Con flict
pre ven tion through dia logue and coop er a tion and secu rity…[and] through, if  unavoid able, armed inter -
ven tion and post con flict sta bi li za tion oper a tions” in order to pro mote and develop “human rights, civil
lib er ties, and mar ket reforms.” Euro pean coun tries, includ ing some of  the larger ones, also pre fer
non-mil i tary solu tions for the prac ti cal rea son that their mil i tary capa bil i ties are lim ited (Maulny).
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How coun tries actu ally make deci sions: An orga ni za tional deci sion-mak ing per spec tive. Accord ing to the o ret i cal
views devel oped by some observ ers of  gov ern ment deci sion mak ing (Cohen, March and Olsen1), lead ers 
fac ing “con di tions of  ambi gu ity” sim i lar to those that arose unex pect edly after Sept 11 will not always
search for, develop, and imple ment a so-called opti mal strat egy. More typ i cally, gov ern ment deci sion mak -
ers would respond to such a major ter ror ist threat by match ing the new “prob lem” to a set of  already
exist ing “solu tions” that were pre vi ously devel oped for unre lated sit u a tions but con tin ued to be advo -
cated within the bureau cracy (March and Weissinger-Baylon2). Under such con di tions of  ambi gu ity, the
deci sion pro cess is some times highly non-opti mal and matches of  “prob lems and solu tions” can be
extremely imper fect. Thus, the Iraq War, which was strongly advo cated by neo-con ser va tives for many
years, was matched as the “solu tion” to the hyper-ter ror ist prob lem even though there was no obvi ous
con nec tion between Sep tem ber 11 and Saddam Hussein. Once the Iraq War was matched as a “solu tion”
to the Sep tem ber 11 prob lem, most coun tries only had the lim ited choice of  either (a) sup port ing the war
or (b) not sup port ing it. 

Given the recent dra matic changes in the inter na tional secu rity sit u a tion, it is not sur pris ing that deci -
sion-mak ing reform, at stra te gic and tac ti cal lev els, is one of  the Alli ance's chal lenges. Accord ing to
SACEUR Gen eral James Jones, it may be espe cially use ful “to re-exam ine the way [the Alli ance] makes
deci sions in light of  the NATO Response Force’s (NRF) expe di tion ary capa bil ity.”

Cre at ing new capa bil i ties: A NATO Sta bi li za tion and Recon struc tion Force. While the NRF can help to win
wars, the con flicts in Afghan i stan and Iraq have made clear that new capa bil i ties are needed to “win the
peace.” Con se quently, NATO should estab lish sta bi li za tion and recon struc tion units that train together
in advance so that they can be pre pared to deploy on rel a tively short notice (Binnendijk).

THE NEAR-TERM: KOSOVO, AFGHANISTAN, AND IRAQ

Since joint approaches will become increas ingly vital in respond ing to the vast range of  threats, it is
impor tant to learn from the expe ri ences of  the U.S. and its allies in the most recent con flicts: Kosovo,
Afghan i stan, and above all Iraq. After ini tial efforts to seek polit i cal solu tions in each of  these coun tries,
the U.S. and its allies inter vened with force, and achieved quick mil i tary suc cesses. Sub se quent sta bi li za -
tion and peace keep ing efforts, how ever, have proven to be a con sid er able chal lenge, while ade quate
funds for rebuild ing the coun tries have been hard to come by. 

Kosovo and Afghanistan

Kosovo: The Need to Block Orga nized Crime. At some con sid er able cost in lives and suf fer ing (and rela tions
with Rus sia), mil i tary efforts by the U.S. and its NATO Allies suc cess fully blocked Slobodan Milosevic on 
his vio lent path, even tu ally brought him and other war crim i nals to trial at The Hague, and ended the atro -
cious eth nic cleans ing in the region. Once again, bor ders in the Bal kan region are sta ble and Ser bia no
lon ger threat ens its neigh bors. Yet recent bloody dem on stra tions in Kosovo sug gest that the sit u a tion is
still not under con trol there or in any of  the Bal kan coun tries in which NATO or the UN inter vened mil i -
tarily. With the pos si ble excep tion of  Mac e do nia, all of  these coun tries are expe ri enc ing per va sive polit i -
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cal and eco nomic cor rup tion (Amb. Novotny). In Kosovo, for exam ple, the sit u a tion is so severe that
“orga nized crime is tak ing over the coun try and peo ple fam ily by fam ily” (Adm. Kouts).

 To avoid a repeat of  the Kosovo dem on stra tions, SACEUR Gen. Jones has called atten tion for greatly 
improved oper a tional intel li gence in the coun try as well as a reduc tion in national “cave ats” that limit the
effec tive employ ment of  NATO forces there. It is vital that his requests be heeded.

Afghan i stan: The Need for Sta bi li za tion and Assis tance in Rebuild ing. In Afghan i stan, the ini tial oper a tions by
the U.S. and its allies in response to Sep tem ber 11 quickly defeated the Taliban as a sig nif i cant mil i tary
force and enjoyed broad inter na tional sup port. Al-Qaeda train ing camps no lon ger export ter ror ism with 
impu nity. These ini tial suc cesses were impres sive. A con sid er able chal lenge remains, how ever, since
armed resis tance con tin ues out side of  Kabul, and large parts of  the coun try lie in the hands of  war lords.
The coun try needs to be made safer so that NGOs can oper ate there (Doc tors With out Bor ders was
recently forced to leave). And inter na tional assis tance for rebuild ing Afghan i stan must be increased.

Oper a tions by the U.S. and NATO. In this dif fi cult con text, U.S. oper a tion Endur ing Free dom con tin ues
high-inten sity fight ing in the coun try, while search ing for Osama Bin Laden and other Al-Qaeda and
Taliban lead ers. For NATO's ISAF, a major chal lenge is to help expand the “author ity of  the Afghan
Cen tral Gov ern ment beyond the envi rons of  Kabul alone, with out which it is dif fi cult to see how they
will gov ern” (CINC Allied Forces North Gen. Back). Ini tially, ISAF plans to move north and, at some
point might wish to fuse with Oper a tion Endur ing Free dom. (Min. Linkevicius and oth ers have praised
efforts to com bine secu rity oper a tions with recon struc tion, but many NGOs strongly object to the con -
cept which increases their risks by blend ing the dif fer ence between secu rity and recon struc tion.) In the
near-term, a major task is to sup port the dem o cratic pro cess lead ing up to the Octo ber elec tions, which
Gen. Kujat has called stra te gi cally vital. 

One tell ing exam ple: Afghan i stan's increas ing opium pro duc tion. The dan ger ous con di tions in Afghan i stan and 
the insuf fi cient inter na tional sup port for rebuild ing are lead ing to unfor tu nate side effects. For exam ple,
farm ers are return ing to opium poppy pro duc tion, which is reach ing record lev els and is the source of
nearly all U.K. her oin. Afghan i stan's poppy cul ti va tion pro vides finan cial sup port to both war lords and
ter ror ist-like groups, con trib ut ing to a vicious cycle whereby it becomes still harder to make the coun try
safe or bring in more inter na tional aid. Accord ing to General Kujat (and oth ers as well), more over, this
drug smug gling is a major security threat in its own right. 

Iraq: Learn ing from the War

A cri sis of  con fi dence for the Alli ance. Unlike the Afghan i stan war against the Taliban and Al-Qaeda, the
Iraq war was not a direct response to the Sep tem ber 11 attacks on the World Trade Cen ter and the Pen ta -
gon. In fact, the war “plunged the Alli ance into a cri sis of  con fi dence and dis unity” (Amb. Burns) and the
U.S. found it hard to assem ble a suf fi ciently broad inter na tional coali tion for the Iraq invasion. Dis putes
over the Iraq War could even be a decid ing fac tor in the U.S. Pres i den tial elec tion.

An impres sive tac ti cal suc cess. The ini tial phase of  the Iraq war seems to have been a bril liant tac ti cal suc -
cess, since the U.S.-led coali tion defeated Iraqi forces quickly and deci sively with rel a tively lim ited casu al -
ties among its own sol diers. As the first net work-centric war (Stafford), more over, the Iraq con flict
con firmed the poten tial of  Global Hawk and other new Com mand and Con trol tech nol o gies. There
were also use ful les sons: The war showed that forces that have not yet been mod ern ized and trans formed 
also need con nec tiv ity and sit u a tional aware ness (Gen. Joulwan, Asst. Sec. Wells).

Some stra te gic impli ca tions. From a stra te gic point of  view, the war cost the U.S. and its allies enor mous
inter na tional good will. The Iraq War may even have increased the dan ger of  global ter ror ism by facil i tat -
ing recruit ing by Al-Qaeda and other inter na tional ter ror ist groups (Gen. Mehta, Gergorin). Since April
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2004, reports of  mis treat ment of  Iraqi war pris on ers have added to the ill-will against the coali tion.
Accord ing to Dr. Werner Fasslabend, the inter na tional reac tion to the mis treat ment is so strong that the
U.S. could even tu ally lose its global dom i nance if  it does not address these issues effectively.

Learn ing from the war. In Iraq, the coali tion lost price less oppor tu ni ties for good will by being too slow in 
pro vid ing the much-prom ised democ racy, restor ing pub lic ser vices, re-estab lish ing a func tion ing econ -
omy, and offer ing suf fi cient secu rity to per mit ordi nary Iraqis to go about their daily lives with out fear.
Some of  these oppor tu ni ties were lost through over con fi dence: The U.S.-led coali tion expected an enthu si -
as tic wel come by an Iraqi pop u la tion over joyed to see the end of  Saddam Hussein's bru tal dic ta tor ship.
The coali tion also antic i pated and planned on quick vic tory with a small, highly-equipped and
well-trained force, but which was not large enough to pro vide sta bil ity and peacekeeping following
Saddam Hussein's defeat. 

Oppor tu ni ties for better rela tions with the Iraqi peo ple. While some oppor tu ni ties have been lost irre triev ably
(it is too late to guard already-plun dered muse ums or pro tect weap ons dumps), there are still many
oppor tu ni ties for improved rela tions with the Iraqi people:

• Coali tion polit i cal and mil i tary lead ers must show under stand ing and con cern for the Iraqi peo ple,
lan guage, cul ture, and reli gion as well as their lives, prop erty, self-respect, and well-being. 

• Iraq should be treated as a respected mem ber (or future mem ber) of  the inter na tional com mu nity
and not as a “semi-occu pied” coun try. As Min is ter Struck notes, it would be hard “for a quasi-occu -
pant to bring peace to the coun try and to con duct nation build ing suc cess fully.” 

• Iraq should receive ade quate and timely finan cial sup port for rebuild ing (as of  June 2004, most con -
tracts were awarded from Iraq's own petro leum income, often to U.S. firms and at much higher costs
than those typ i cally charged by Iraqi companies.)

• Pre cious mosques, muse ums, his toric sites, arti facts, and doc u ments must be pro tected;

• The rebuild ing of  the Iraqi army must con tinue. (Its ear lier dis band ing led to the unem ploy ment of
large num bers of  mil i tarily-trained young men with access to weap ons.)

• For mer Baath party mem bers should have access to posi tions of  influ ence since their pro fes sional
skills may be help ful (or even vital).

• The UN, NGOs, and key inter na tional orga ni za tions need a secure envi ron ment so they can safely
return to Iraq. 

Over stretched forces: Reduc ing the risks. The Iraq War has led to require ments for more troops. In the U.S.,
for exam ple, a large frac tion of  ground forces is either com mit ted to Iraq already, deployed to other areas
of  cri sis or poten tial cri sis, or in the pro cess of  recov er ing from or train ing for deploy ment. Since few
Euro pean coun tries, or other allies, are both will ing and able to send large num bers of  troops to Iraq,
resource ful solu tions are being pro posed:

• With drawal of  U.S. troops from Europe and Asia. Pres i dent Bush has announced that troops will be with -
drawn from Europe and Asia. These with draw als would poten tially per mit the U.S. to repo si tion
forces in Bul garia, Roma nia, in the Cau ca sus region, or per haps in Iraq. 

• Pro posed NATO mis sion in Iraq. The U.S. has pro posed “turning the Pol ish-led divi sion in Iraq into a
NATO oper a tion” (Amb. Burns).

• Using the Response Force out side the NATO struc ture. The NATO Response Force could be sent as a
non-NATO mis sion, out side the NATO struc ture, and under the com mand of  a Brit ish gen eral
with a Brit ish bri gade in rein force ment. (How ever, SACEUR Gen eral James Jones has noted that the 
NATO force should only be used for rel a tively short mis sions.)
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• Euro pean train ing of  Iraqi troops. France, Ger many, and other Euro pean coun tries may be able to train
Iraqi troops even if  they are unwill ing to com mit com bat forces.

Such mea sures would help the U.S. and its Allies retain the nec es sary mil i tary capa bil i ties to respond if
an impor tant friend, such as Saudi Ara bia, were to call for assis tance or if  Iran were to race for ward
toward devel op ing a nuclear weapon. 

THE LON GER TERM: THE MID DLE EAST, RUS SIA, THE BLACK SEA
AND CAU CA SUS REGION, UKRAINE, AND CHINA

In the future, secu rity issues will become increas ingly impor tant in the Mid dle East, Rus sia, the Black
Sea and Cau ca sus, Ukraine, and espe cially China. Given the high cost of  recent con flicts in the Bal kans,
Afghan i stan, and Iraq, the devel op ment of  suc cess ful rela tions with such regions is vital, because the
stakes are even higher.

The Mid dle East: The Need to Resolve the Israel-Pal es tine Con flict 

The Israel-Pal es tine con flict as the cen tral issue. The Israel-Pal es tine con flict is the cen tral prob lem in the Mid -
dle East (Adm. Di Paola) with wide effects through out the entire Mus lim world. In the assess ment of
Ger man Defense Min is ter Peter Struck, “it is an illu sion to think that gen u ine prog ress is pos si ble any -
where in the region with out solv ing this core prob lem.” In Iraq, the Mid dle East, or any where else in the
Mus lim world, the U.S. and its var i ous part ners can only suc ceed if  the Israel-Pal es tine con flict is
resolved. A mea sure of  grav ity of  the Israel-Pal es tine con flict is the growth in sui cide-bomb ing which,
accord ing to Pres i dent B. J. Habibie, “should not be con sid ered as an Islamic act of  con fron ta tion or war
but more as a reac tion to the injus tice in solv ing the Pal es tine prob lem.” 

Why the U.S. is not trusted to bro ker a solu tion. A solu tion to the Israel-Pal es tine con flict will require a road
map, two states, and land for peace. But while the U.S. alone has the nec es sary super power sta tus to
impose a solu tion on the Israe lis and Pal es tin ians, the U.S. is not cur rently per ceived as an “hon est bro -
ker” in nego ti at ing peace between the two par ties because it is locked into a posi tion of  sup port for the
pol i cies of  Israeli Prime Min is ter Ariel Sharon (Gen. Naumann, George, Fasslabend). In order to move
for ward, the U.S. needs to dem on strate that it can be a neu tral medi a tor between both sides.

Rus sia: Putting Past Rival ries Behind

The need for a closer rela tion ship. Rela tions with Rus sia are key to Euro pean secu rity. With its vast polit i cal,
geo graphic, and his tor i cal influ ence, Rus sia has impor tant con tri bu tions to make (Min. Struck) and no
lon ger rep re sents a dan ger to the West (George). As Ambas sa dor Burns pro poses, we should “set our
sights on a closer rela tion ship that will put our past rivalry behind us for ever.” 

Pros pects for coop er a tion with the U.S., EU and NATO. In order to mod ern ize Rus sia, Pres i dent Putin
wants to develop coop er a tion with the U.S. and the EU. The events of  Sep tem ber 11 gave him an oppor -
tu nity to do so by join ing the global war on ter ror ism (Meckel). In accept ing the enlarge ment of  the EU
and NATO, Pres i dent Putin is show ing impres sive prag ma tism, espe cially since the coun try's mil i tary
lead ers con tinue to see NATO as directed against Rus sia. Rus sia and NATO are mak ing prog ress
through a large and suc cess ful pro gram of  joint exer cises (Stafford) and on plan ning for TMD coop er a -
tion (Gen. Kujat). NATO needs to help Rus sia deal with its out dated stra te gic con cept, based on the Cold 
War (Meckel), and “the deploy ment of  huge armies and mas sive mil i tary hard ware” (Amb. Cede). Min is -
ter Linkevicius offers addi tional pro pos als:A Rus sian peace keep ing bri gade under NATO, or a
NATO/Rus sia train ing pro gram in Kaliningrad.
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 Chechnya. As a result of  the harsh meth ods employed by the Rus sian armed forces, most of  Chechnya
has turned against Rus sia just as many Iraqis have turned against the coali tion troops. Ter ror ism is typ i -
cally a means to “pres sure polit i cal lead ers toward a spe cific polit i cal end” (Pres i dent Habibie,
Piontkovskiy). In Chechnya, how ever, the goals of  ter ror ists seem to have evolved from the goals of
auton omy or inde pend ence to destroy ing Rus sia itself. Rus sia must end the abuses by its armed forces
and nego ti ate with any respon si ble lead ers within Chechnya pro vided that they are will ing to forgo ter -
ror ism (Piontkovskiy). 

The Black Sea Region and the Cau ca sus Strategic Cor ri dor

Stra te gic impor tance of  the Black Sea. The Black Sea region, which includes such stra te gi cally impor tant
coun tries as Bul garia, Geor gia, Roma nia, Rus sia, Tur key and Ukraine, is vital as a tran sit cor ri dor for oil
and gas from the Cas pian Sea. For most coun tries in the region (Rus sia and Tur key are the only excep -
tions), the Black Sea offers the only mar i time access to the Mediterranean.

BLACKSEAFOR, the Black Sea Eco nomic Forum, the EU, and NATO. To achieve secu rity and pros per ity, 
the states of  the Black Sea Region are pool ing their efforts leading to the BLACKSEAFOR and the Black 
Sea Eco nomic Coop er a tion orga ni za tion (BSEC). Based on the suc cess of  BLACKSEAFOR, Ukraine
has pro posed giv ing it a per ma nent com mand cen ter. As to Bul garia, it has recently hosted a first tac ti cal
con fi dence build ing annual naval exer cise, GALATHEA 2004 (Khandogiy). Bilat eral and other mul ti na -
tional forms of  coop er a tion are nec es sary, too. In fact, Black Sea coun tries are NATO mem bers or part -
ners (Min is ter Gonul). With the mem ber ship of  Bul garia and Roma nia in NATO, the Black Sea has
become a new fron tier for the Alli ance. More over, Geor gia (and cer tainly other coun tries in the region)
aspire to EU and NATO inte gra tion (Min is ter Bezhuashvili). GUAAM also has an important role to play
in the area (Amb. Khandogiy).

In Rus sia's view, the BLACKSEAFOR, which can oper ate under UN Secu rity Coun cil or OSCE man -
date, is one exam ple of  suc cess ful regional coop er a tion. Rus sia calls for respect of  the 1936 Montreux
Con ven tion on the Regime of  the Straits which lim its the pres ence of  war ships of  non-Black Sea coun tries. The 
Rus sian navy is keen not to become “sec ond fid dle” to the U.S. in this vital region (Col. Gen. Skvortsov).

Ukraine. The NATO Alli ance has an impor tant part ner ship with Ukraine, but domes tic reforms are
needed (Amb. Burns).

China's Key Role in Future Secu rity

A resur gent China will play a key role in future secu rity (George). Given China's rap idly grow ing
impor tance, NATO has rec og nized the neces sity of  enhanc ing its stra te gic rela tion ships beyond those
with its tra di tional partners (Gen. Kujat). In the future, Tai wan is an espe cially likely cri sis point, since it
lies within the inter sec tion of  the inter ests of  two of  the great est future pow ers: China and the United
States. In the future, East ern Sibe ria is likely to become a trou ble spot, since a weak bor der sep a rates a rel -
a tively small Rus sian pop u la tion from China's grow ing masses and its vast energy needs (Fasslabend).

THE WAY AHEAD—A FEW SUGGESTIONS

 “Joint risks require joint responses” (Min. Struck). Given the breadth and grav ity of  the pres ent dan gers,
we must “meet today's threats not alone but together” (Gen. Joulwan). This will require broad coop er a -
tion among coun tries at all inter na tional lev els (regional orga ni za tions, the EU, NATO, G-8, and the UN
(Amb. Burns, Gen. Wolsztynski, Min. Linkevicius). To be effec tive, coun tries must com mu ni cate more
openly and agree on the equi ta ble shar ing of  risks and rewards. This should make it pos si ble for coun tries 
to work together in “addressing the new chal lenges of  global secu rity…using a broad array of  instru -
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ments including…military power as a last resort, but involv ing as well social, eco nomic, and polit i cal
reforms in the coun tries of  con cern” (Amb.Cede).

New sce nar ios require new ways of  think ing (Adm. Di Paola). Since the impli ca tions of  Sep tem ber 11 are
play ing out slowly, there is still time to develop more effec tive response strat e gies that will actu ally lower
the ter ror ist threat. In the Mid dle-East, the core prob lem is the Israel-Pal es tine con flict: It must be
resolved in order to per mit prog ress any where else in the region (Min is ter Struck, George, Gen.
Naumann, Fasslabend). Deci sion mak ers must plan for future threats that may be very dif fer ent from
those that are cost ing lives today. Instead threats may arise in unex pected ways from short ages of  water or 
other resources, from global warm ing or other cli ma tic changes, or from the spread of  AIDS, Avian Flu,
or other dis eases. 

Repair trans-Atlan tic rela tions. We must con tinue to strengthen vital U.S.-Europe ties, which were
severely dam aged by the Iraq War, for the “European Allies need the U.S. and the United States also needs 
Europe ”(Amb. Burns). In case there was ever a doubt, recent events have dem on strated that nei ther the
U.S. nor Europe has the resources to fight global ter ror ism on its own. By the same token, the U.K.'s plan
to reduce its com bat forces in Iraq by one-third—even though it may even tu ally increase its Afghan i stan
pres ence—under scores the dan ger for the U.S. of  depend ing too much on just one or two allies in a given
the ater.

Arma ments coop er a tion will strengthen ties. “Arma ments coop er a tion is not only desir able, but…imper a -
tive.” Pro grams such as “the Joint Strike Fighter…NATO Alli ance Ground Sur veil lance, Eurohawk”
(Wynne) are strength en ing inter na tional ties, while also con trib ut ing to econ o mies of  scale (Volkman).
More such joint pro jects are needed: EADS sug gests a new heavy trans port heli cop ter as a ven ture with
Boe ing or Sikorsky (Hertrich). While export con trols may be needed, arma ments coop er a tion also
requires trust between allies for arms exports. Today, it is not really the case between the United States
and Euro pean coun tries except for the WMD ban (Maulny). In fact, the pro posed “Buy Amer i can Act”
act would actu ally harm U.S. inter ests, since the U.S. must allow imports if  it wishes to export (George). 

More respon si bil ity for Euro pean Coun tries. Coun tries must reduce the gap between “ambi tions and their
will ing ness to pro vide resources” (SACEUR Gen. Jones). Some coun tries are already acquir ing heavy
trans port and aerial refu el ing air craft, pre ci sion guided muni tions, and com mu ni ca tions capa bil i ties for
net work-centric oper a tions. Espe cially after the planned with drawal of  U.S. forces, Europe must assume
more lead er ship for its own defense.

A stron ger role for the Euro pean Union. Sec re tary Gen eral Javier Solana's new strat egy is a key con tri bu tion
(Gen. Perruche), together with the Euro pean Defense Agency, Joint Euro pean Bat tle Groups, and a
Euro pean Gen dar merie (Min. Alliot-Marie). While Europe's new Defense Agency is a nec es sary first
step in arma ments coop er a tion (Ing. Gen. Ranquet), it needs to become a full-fledged pro cure ment
agency (Hertrich). 

Trans for ma tion of  the NATO Alli ance. NATO forces must trans form from “static to being expe di tion -
ary, from hav ing a regional out look to being global, from…war fare based on masses to war fare based on
pre ci sion, from a force based on quan tity to one on qual ity” (SACEUR Gen. Jones). So that more than
just 3% of  forces can be deployed where they are needed, mem ber coun tries must acquire more heavy
trans port air craft, aerial refuelers, net work-centric com mand and con trol, and other capa bil i ties. The
Alli ance must better define mil i tary require ments—which would per mit smaller coun tries to develop
“essen tial niche capa bil i ties such as com mand and con trol; com mu ni ca tions; com bat ser vice sup port;
chem i cal, bio log i cal, radio log i cal, and nuclear defense; CIMIC; and spe cial forces.” Mem ber nations
most also close the gap between their “stated polit i cal ambi tions—as defined by oper a tions cur rently
under way or poised to com mence—and their will ing ness to pro vide proper resources for these oper a -
tions.” Coun tries must avoid national cave ats—“a can cer that eats away at our oper a tional capa bil -
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ity”—since they limit the effec tive ness of  NATO oper a tions. “Tooth-to-tail” ratios must be increased by
intro duc ing mod ern logis tics: up to 40% of  deployed forces are unavail able to the tac ti cal com mander
because they are act ing as national sup port ele ments (SACEUR Gen Jones). NATO forces in Kosovo
and else where need vastly improved oper a tional intel li gence and, accord ing to Gen eral Kujat, NATO
nations need to get better at shar ing intel li gence with each other and with NATO. Another future step in
NATO trans for ma tion may be the cre ation of  spe cial ized “Sta bi li za tion and Recon struc tion Forces” to
help “win the peace”(Binnendijk). Gen eral Jones rec om mends that “nations main tain a floor for defense
spend ing of  no less than 2% of  GDP.” 

Lever age tech nol ogy through net work-centric oper a tions. Net work-centric con cepts have proven their impor -
tance in oper a tions (Min is ter Struck, Gen. Kujat, Gen. Jones, Under Sec re tary Wynne, Wells, Stafford,
Maj Gen van Dam). These capa bil i ties lever age pow er ful com mer cial infor ma tion and com mu ni ca tion
tech nol o gies to sup port com bat and post-com bat sta bi li za tion. Dur ing sta bi li za tion oper a tions, plan ning 
should start in the pre-war period and imple men ta tion should begin within weeks after the end of  com -
bat. Such net works must be as broad as pos si ble (includ ing, for exam ple, law enforce ment or intel li gence
agen cies), and should share infor ma tion widely, which will require rules to encour age shar ing and to
assure secu rity. Effec tive net work-centric oper a tions require chang ing busi ness prac tices, not just tech -
nol ogy (Maj Gen van Dam). They also require close co-oper a tion between the U.S. and its Allies on spec -
trum use and other areas (Wells). 

Set aside past rival ries with Rus sia and China. If  we do not man age the rela tions with Rus sia and China suc -
cess fully, the con se quences could be much graver than Sep tem ber 11. Ambas sa dor Burns's sug ges tion
that we “set our sights…on a closer rela tion ship that will put our past rivalry behind us for ever” should
apply to both Rus sia and China.

Address the threat of  hyper-ter ror ism. With two-thirds of  Al-Qaeda's infra struc ture sup pos edly destroyed
by mil i tary actions, many believe that ter ror ism is “on the ropes.” Instead, the Iraq War may have played
into the hands of  ter ror ists by increas ing resent ment against the United States and its part ners.
Al-Qaeda-related groups con tinue not only to attack but to inno vate as shown by the use of  cell phones
to det o nate the Madrid bombs (Cunningham).

The grav est dan ger—WMDs in the hands of  ter ror ists. We must address the men ace of  a clan des tine nuclear
(or other WMD) attack which is “seri ous and pres ent now”(Klein). Such attacks truly rep re sent a poten -
tial dan ger to our civ i li za tion (Gen. Joulwan).

FAC ING THE FUTURE TOGETHER

It is time to rise to the chal lenges by fac ing the future together —which means work ing with the Alli -
ance (and strength en ing its trans-Atlan tic dimen sion) and other inter na tional orga ni za tions such as the
EU, G-8, and UN. Our polit i cal lead ers must seek new ways of  think ing and deci sion mak ing if  we are to
under stand and resolve the under ly ing causes of  global ter ror ism and other secu rity threats.

Cer tainly, such efforts will require not only imag i na tion but vastly greater resources. As one illus tra tion 
of  the scale of  such require ments, con sider that the polit i cal lead ers of  sev eral coun tries have called for a
$50 bil lion annual “pov erty tax” on wealthy coun tries to assist devel op ing nations. While many will recoil
at the pros pect of  such large invest ments and oth ers will pre fer dif fer ent approaches, the pro posed
multi-bil lion dol lar pov erty tax sug gests the nec es sary scale of  responses to the cur rent chal lenges. It
would there fore be wise to heed the warn ings of  Ger man Defense Min is ter Peter Struck: “If  we fail to
invest today in devel op ment and sta bil ity out side NATO and the Euro pean Union, in the Near and Mid -
dle East, the Cas pian Region, South ern Asia, and parts of  Africa, it will bounce back on us as a secu rity
prob lem in Europe and the U.S.”

xlii Overview



Part One





Chapter 1

Keynote Address

His Excellency Dr. Peter Struck, MdB1

INTRODUCTION

T
he topic of  this year’s work shop, “A Broader Con cept of  Secu rity for the Twenty-first Cen tury,”
could not have been more aptly cho sen. No mat ter in which direc tion we look, be it at the Bal -
kans, the Greater Mid dle East, or cri sis-stricken Africa, one thing is for cer tain: Secu rity and sta -

bil ity at the begin ning of  the twenty-first cen tury require more than deter rence, defense, and secur ing
national bor ders. We can no lon ger define twenty-first cen tury secu rity in the tra di tional cat e go ries of  the
twen ti eth cen tury.

THE NEW WORLD ORDER

Con trary to what many of  us expected, the polit i cal world that fol lowed the end of  con fron ta tion
between the major blocs is now going through a phase of  dis or der, risks, cri ses, and new dan gers. The ter -
ror ist attacks in Madrid under scored a new soci etal vul ner a bil ity pre vi ously unheard of  in Europe. And
while no one ques tions that sweep ing changes and sub stan tial increases in secu rity have been achieved in
the Euro pean sta bil ity area through the enlarge ment of  NATO and the Euro pean Union, nev er the less
ter ror ism is part of  the new secu rity sit u a tion that is char ac ter ized by increas ing risk in the closer and far -
ther proximities of  Europe—in the Cau ca sus, the Mid dle East, and North Africa.

At a global level, the sit u a tion is marked by fur ther flashpoints and new types of  threats. These range
from the professionalization of  inter na tional ter ror ism and asym met ric war fare to the pro lif er a tion of
weap ons of  mass destruc tion to regional cri ses and the con se quences of  states decay ing or fail ing. It is
par tic u larly non-gov ern men tal actors who are play ing impor tant parts in current con flicts.

When ever reli gious hatred, weap ons of  mass destruc tion, and ter ror ist-related fanaticism blend with
pov erty, eth nic antag o nisms and faults in social struc tures, we are faced with a new kind of  stra te gic
threat. As a result of  these devel op ments and threat options, secu rity and defense have been stretched
both in their geo graphic appli ca bil ity and their content.
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A NEW APPROACH TO SECU RITY

A mod ern approach to secu rity must not be lim ited to pow er ful mil i tary forces. It must also have polit -
i cal, social, eco nomic, eco log i cal, and cul tural dimen sions that must be con cep tu ally and prac ti cally com -
bined. A more com plex secu rity envi ron ment requires these responses to coun ter the var i ous, fre quently
non-mil i tary causes for vio lence and insta bil ity. Fur ther more, it requires effec tive responses to match the
new spec trum of  risks and to help ward off  immi nent dan gers and defuse threats to our security on a
long-term basis. 

In this con text it seems obvi ous to me that: 

• This will never be achieved unless we are aware of  global con nec tions, inter na tional devel op ments,
and struc tures of  regional con flicts. 

• As long as there is no appre ci a tion of  for eign cul tures and reli gions, the effects of  one’s secu rity
com mit ment will at best be lim ited.

• As long as human rights, dem o cratic val ues, and social par tic i pa tion are not glob al ized, it will be
impos si ble to pre vent total i tar ian excesses such as those of  Jihad ter ror ism. 

Secu rity based on coop er a tion and inte gra tion and on prog ress and par tic i pa tion will be as impor tant
in the twenty-first cen tury as secu rity based on deter rence, defense, and pow er ful mil i tary forces. Peace
and sta bil ity are pre req ui sites for devel op ment and pros per ity. Con versely, the fight against pov erty and
for a last ing improve ment in liv ing con di tions con sti tutes a sub stan tial con tri bu tion toward avoid ing vio -
lence, con flicts, and wars. 

Such under stand ing has an impact on how we shape our secu rity pol icy. We must rec og nize the pro -
found rea sons and out ward forms of  cri ses and con flicts and employ a com pre hen sive spec trum of
instru ments to coun ter them. Enabling as many as pos si ble to par tic i pate in polit i cal and social activ i ties,
social reforms, and eco nomic pros per ity is key to depriv ing insta bil ity and vio lence of  their breeding
ground. 

While Al-Qaeda mas ter minds may come from the afflu ent upper class of  soci ety, large-scale Islamic
extrem ism and intri cate ter ror ist net works would be unthink able were it not for the sus cep ti bil ity of  the
poor classes, deprived of  their rights in the Mus lim and Arab world, to the total i tar ian Jihad ide ol ogy.
There fore we must avoid ter ror ist activ i ties and, even better, coun ter the recruit ment of  new terrorists. 

But con trol ling the threat can only be achieved through a com pre hen sive approach. The West ern
world will not be able to con trol this threat by going it alone. Seri ous coop er a tion will be needed among
the states and soci et ies in the affected regions, and we will need to accept some cer tain ties: 

• There are no islands of  sta bil ity in today’s world. 

• Secu rity can be ensured less than ever before through the sole nation-state approach. 

• Secu rity and sta bil ity are a com mon chal lenge; joint risks require joint responses.

We there fore need alli ances, part ners, and effec tive inter na tional coop er a tion, par tic u larly between
Euro pean and Amer i can democ ra cies. And I have no doubt that because of  the global dimen sion of
secu rity and the com plex ity of  our chal lenges, trans at lan tic part ners will remain mutu ally depend ent in
their wish to achieve a sta ble international environment. 

The great secu rity tasks fac ing this world will be eas ier to solve if  Europe and Amer ica stand together.
But inter na tional coop er a tion will have to reach far ther than that. The events in world cri sis regions show
us every day that, from both a mil i tary and a polit i cal point of  view, it takes the con tri bu tion of  many
states to make prog ress towards sta bi li za tion. Well over 30 nations have made a com mit ment in South -
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east Europe, and just as many have made a com mit ment in Afghan i stan; approx i mately 30 are in Iraq as
well. 

Estab lish ing a safe and secure envi ron ment and engag ing in nation build ing call for var ied civil-mil i -
tary activ i ties as well as polit i cal and mate rial sustainability, which may sub stan tially over stretch the
poten tial of  indi vid ual states. Joint action must be built on a polit i cally legit i mate foun da tion. There fore
we need more than strong oper a tional democ ra cies; we also need the solid mul ti lat eral frame work of  the
United Nations to enforce and main tain peace and secu rity based on inter na tional law. While the UN may 
still be ham strung in its abil ity to take action, as a resource of  global legit i macy it remains indis pens able.
This sit u a tion is vis i ble in Iraq, where the recon struc tion pro cess, which is sup ported by the pop u la tion,
seems increas ingly jeopardized without the UN taking a leading role.

Pre ven tion must be the focus of  our peace keep ing pol icy. Our task must be to tackle vio lence at its
roots and to coun ter cri ses and risks where they orig i nate—in the Hindukush and else where—before
they develop a momen tum of  their own and threaten our cit i zens even from afar. Pre ven tion must
include avoid ing cri ses on the ground through coher ent, coor di nated actions by all gov ern men tal and
non-gov ern men tal play ers involved. One exam ple of  a suc cess ful pre ven tive pol icy is our work in Mac e -
do nia, where the bun dling of  efforts of  all inter na tional play ers thwarted an armed con flict. And while
cri sis-pre ven tion mea sures ought to be mainly of  a civil ian nature, our expe ri ences in Bosnia, East Timor, 
Afghan i stan, and Mac e do nia have taught us that mil i tary means are indis pens able tools that have gained
enor mous importance as part of  an overall political approach. 

REQUIRED SECU RITY-RELATED ACTION

I would now like to address three fields of  action within a com pre hen sive secu rity out line. While they
are by no means a com plete cat a logue of  what needs to be done, they seem par tic u larly impor tant to me.

1. Sta bil ity and Democ racy Must Be Sup ported to Give Peace
In Cri sis-stricken Regions a Last ing Chance

Enhanc ing regional sta bil ity and defus ing and man ag ing regional cri ses and con flicts con sti tute a
first-class stra te gic chal lenge. The rise of  the Taliban and the gen er a tion of  glob ally active ter ror ists from
a dis in te grat ing state such as Afghan i stan are per fect exam ples of  how things are not sup posed to be. If
we fail to invest today in devel op ment and sta bil ity out side NATO and the Euro pean Union, in the Near
and Mid dle East, the Cas pian region, south ern Asia, and parts of  Africa, it will bounce back on us as a
secu rity prob lem in Europe and the U.S. That is why we must do what ever is nec es sary to help resolve
polit i cal con flicts, estab lish coop er a tive struc tures, and sup port polit i cally legit i mate gov ern ments, social
reforms, and eco nomic pros per ity. These are the core ele ments of  any long-term strat egy designed to
weaken the ter ror ist recruitment base and bring stability to regions in crisis.

This approach is not new; with the devel op ments in the Mid dle East and the stale mate in the peace
pro cess, how ever, it has gained fresh polit i cal momen tum, and jus ti fi ably so. Many of  the ele ments I just
men tioned have already been suc cess fully employed by the inter na tional com mu nity in the Bal kans and
in Afghanistan: 

• Pur su ing an over all polit i cal con cept 

• Pro vid ing sup port along the rocky road to democ racy and social equi lib rium

• Fur nish ing a large-scale inter na tional secu rity pres ence

• Pro vid ing well-trained police forces to over see the estab lish ment of  a national police ser vice
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• Help ing to orga nize a func tion ing admin is tra tion

• Help ing to develop per spec tives for eco nomic recon struc tion and improve the indi vid ual’s sit u a tion 

The suc cess story is unques tion able even though in South east Europe the com mit ment of  more than
30 nations over a stretch of  eight years makes it abun dantly clear that stam ina is a must. Today, the Bal -
kans are on the road to Europe again, and NATO can at least par tially reduce its mil i tary pres ence. Even
in the new Afghan i stan the com pre hen sive approach of  sta bi li za tion and democ ra ti za tion is bear ing
fruit. The adop tion of  the con sti tu tion has paved the way for pres i den tial elec tions and the first free and
gen eral elec tions in Sep tem ber of  2004. Extend ing the ISAF mis sion by tak ing over exist ing Pro vin cial
Recon struc tion Teams (PRTs) and estab lish ing addi tional PRTs is now essen tial for enhanc ing the influ -
ence of  the cen tral gov ern ment and how elec tions are con ducted. The civil-mil i tary approach pur sued by 
the Ger man con tin gent in Kunduz has proved to be a par tic u larly expe di ent move. In April 2004 the
Berlin Con fer ence ini ti ated the political process of  establishing sovereignty for Afghanistan. 

The sit u a tion in the Mid dle East is some what less encour ag ing; the so-called peace pro cess has prac ti -
cally ground to a halt. One-sided steps may be help ful at times but they can by no means replace sound
agree ments between par ties to the con flict. The Israeli-Pal es tin ian con flict can be solved only by a set tle -
ment between the two states. On the way there, how ever, the road map must be imple mented. It is a
model for joint Euro-Amer i can efforts to solve this com pli cated con flict, and there is no promising
alternative. 

The unre solved Mid dle East con flict is ham per ing any attempt to bring sta bil ity to the region. It is an
illu sion to think that gen u ine prog ress is pos si ble any where in the region with out solv ing this core prob -
lem. In Iraq it seems very dif fi cult for a quasi-occu pant to bring peace to the coun try and to con duct
nation build ing successfully. 

With the dete ri o rat ing sit u a tion, a fresh, com pre hen sive approach is inev i ta ble. It is in no one’s inter est 
for the post-war pro cess in Iraq to fail, or for rad i cal ele ments to gain strength, or for the dif fi cult
nation-build ing pro cess to be increas ingly under mined. But whether or not the sit u a tion will improve in
Iraq depends on the unin ter rupted polit i cal trans fer of  sov er eignty and a prom i nent role for the UN in
the recon struc tion pro cess and the secu rity envi ron ment. UN envoy Brahimi’s sug ges tions point in the
right direction. 

Strength en ing the role of  NATO does not seem imper a tive to me. What could NATO do better than
the coali tion forces are doing? But is there a fore see able time when a dem o crat i cally legit i mized Iraqi gov -
ern ment, sup ported by the United Nations, will sub mit a request to that effect to NATO?

Both the unsat is fac tory sit u a tion in Iraq and the stale mate in the Mid dle East peace pro cess should be
enough rea son to seri ously con sider fun da men tally new ave nues for the Greater Mid dle East region, i.e.,
the area from north ern Africa to the Mid dle East to Afghan i stan. Our actions ought to be based on the
fact that sta bi li za tion, mod ern iza tion, and democ ra ti za tion of  that region are the keys to global secu rity
in the twenty-first cen tury. Because there are many causes for cri ses—decades of  polit i cal con flict, risks
of  weap ons pro lif er a tion, anti-West ern resent ment, ter ror ism, orga nized crime, and drug traf fick -
ing—the need for sta bil ity in this part of  the world is a strategic imperative.

Forc ing West ern mod els upon other states is not what is needed. It just won’t work. It is right, how -
ever, to think about a long-term trans for ma tion pro cess dur ing the course of  which Amer ica, Europe,
and the rel e vant Greater Mid dle East states develop new per spec tives for enhanced coop er a tion and
close part ner ship in secu rity-related, polit i cal, eco nomic, and cultural matters.

It goes with out say ing that such a polit i cal approach can be real ized only step by step. One step could
be the NATO coop er a tive ini tia tive for the region that was dis cussed at the Istan bul Sum mit. With its
Med i ter ra nean Dia logue and the Part ner ship for Peace con cept, NATO has already devel oped excel lent
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instru ments and gained expe ri ence likely to stand it in good stead in this respect. The Alli ance can make
an essential contribution.

Rus sia has a role to play, too. Its polit i cal resources, geo graphic posi tion, and his toric ties with numer -
ous states make the new Rus sia an impor tant part ner for the Euro pean com mu nity of  states in con sol i -
dat ing global stability. 

2. The Risks of  Global secu rity Require New Efforts to Con tain the
Pro lif er a tion of  Weap ons of  Mass Destruc tion.

In view of  the secu rity sit u a tion that is in place at the begin ning of  the twenty-first cen tury, we def i -
nitely must use an inter na tional coop er a tive approach to try to pre vent, or at least limit, the pro lif er a tion
of  WMDs and their com po nents. Regard ing nuclear risks I would like to empha size two points:

First, there is a per sis tent risk of  addi tional states devel op ing or acquir ing nuclear weap ons. An
increase in the num ber of  states own ing nuclear weap ons will have a destabilizing effect and will not help
inter na tional secu rity. I am pos i tive that the states in ques tion will also harm them selves since their stance
only causes dis trust, encour ages arms activ i ties among their neigh bors, and thus weak ens their own
security. 

Sec ond, it has become eas ier in the twenty-first cen tury to acquire nuclear, bio log i cal, and chem i cal
weap ons com po nents, much of  which is due to the irre spon si ble and crim i nal behav ior of  peo ple like the 
father of  the Paki stani nuclear pro gram, Abdul Qadeer Khan, whose activ i ties were detected by the
Amer i can and Brit ish secret ser vices. Over sev eral years Khan obvi ously spent a lot of  crim i nal energy
build ing up a global net work for the sale of  nuclear tech nol ogy to states such as Iran, Libya, and North
Korea. Khan’s exam ple pro vides an inkling of  how crim i nal or ideo log i cal moti va tion can make WMDs
avail able not only to states but to ter ror ist ele ments, which of  course con sti tutes a whole new qual ity of
threat.

In con sid er ation of  this very dan ger, exist ing instru ments must be strength ened and new ave nues fol -
lowed to coun ter pro lif er a tion. And while there are no magic for mu las, we have seen encour ag ing begin -
nings. It remains essen tial that NATO and the EU attrib ute spe cial sig nif i cance to the fight against
pro lif er a tion. In this con text the prime choice is not so much the use of  mil i tary means, though the EU’s
pro lif er a tion strat egy, as of  Decem ber 2003, relies on enforce ment action as a last resort under Chapter
VII of  the UN Charter. 

The U.S. and Europe will have to find a com mon line and put it into prac tice together, both for assess -
ing the threat poten tial and for deal ing with states such as Iran. Ulti mately, suc cess will be achiev able only
by using a com pre hen sive approach com prised of  polit i cal and secu rity-spe cific mea sures as well as eco -
nomic sanc tions and incen tives, indi vid u ally imposed upon the nation concerned. 

One cru cial way to fight pro lif er a tion is to remove the def i cits of  exist ing instru ments. There is great
need for action in con nec tion with the Nuclear Non-Pro lif er a tion Treaty (NPT), which is and will con -
tinue to be the inter na tional com mu nity’s first choice for pre vent ing the pro lif er a tion of  nuclear weap -
ons. But the treaty needs adapt ing. Pres i dent Bush’s remark able speech to the National Defense
Uni ver sity on Feb ru ary 11, 2004, con tained some important points. 

I would now like to touch upon some cru cial aspects of  this topic:

• Export con trol reg u la tions for nuclear tech nol ogy and mate rial must become more strin gent, and
the entire export con trol sys tem needs to be stan dard ized. Many coun tries have not yet been
included and gaps need to be closed. 
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• Inspec tors from the Inter na tional Atomic Energy Orga ni za tion (IAEO) must be granted far more
pow er ful inspec tion rights. To date only 20 per cent of  the 191 UN mem bers have signed a sup ple -
men tary pro to col with the orga ni za tion to that effect. 

• It is essen tial that we amend the Non-Pro lif er a tion Treaty in a way that pre vents states that are sus -
pected of  ille gal activ i ties from sim ply with draw ing from the treaty. Any such with drawal ought to
trig ger scru tiny by the UN Secu rity Coun cil, since any can cel la tion would undoubt edly con sti tute a
risk to peace and secu rity in the world. 

• Every one intent on fight ing the pro lif er a tion of  nuclear weap ons must do what ever they can to put
into effect the Nuclear Test Ban Treaty. They must also work to reach a uni ver sal ban on the pro duc -
tion of  fis sion able mate rial for weaponization, which the Geneva Con fer ence on Dis ar ma ment has
tried in vain to do for eight years. I fail to see how the devel op ment of  new nuclear weap ons on the
part of  nuclear weap ons states could pos si bly dampen the desire of  crit i cal states to acquire them. 

• New ave nues must be found that go beyond the reach of  agree ments and trea ties. One exam ple of
such means is the U.S. Pro lif er a tion Secu rity Ini tia tive (PSI), which Ger many has sub scribed to. This
ini tia tive deserves to be sup ported because pre vent ing the ship ping of  WMDs and com po nents for
their pro duc tion is a vital addi tion to exist ing export con trols.

3. Our Secu rity Insti tu tions Need to Be Fur ther Adapted to Match
The Dif fer ent Types of  Chal lenges

The changed secu rity envi ron ment and the new demands on how we will han dle it polit i cally in the
twenty-first cen tury are the stim u lants for opti miz ing the mul ti lat eral instru ments of  secu rity-related
efforts. 

First and fore most, this third point con cerns NATO. Its firm global ori en ta tion is cor rect, reflect ing
the new, changed con di tions. The Alli ance must be able to defend its 26 mem bers’ secu rity inter ests
wher ever they are endan gered. The Euro-Atlan tic states have rec og nized that today’s cen tral secu rity
chal lenges— fight ing inter na tional ter ror ism, mak ing exten sive mil i tary con tri bu tions to sta bi liz ing cri sis 
areas such as Afghan i stan, and pro vid ing pro tec tion from weap ons of  mass destruc tion—can be tack led
only by con sol i dated trans at lan tic cooper a tion and by the Alliance playing a pivotal role. 

This ori en ta tion is not a ques tion of  nos tal gia, but of  what the NATO Sec re tary Gen eral recently
called the “rever sion to NATO.” This rever sion, how ever, has started a far-reach ing trans for ma tion pro -
cess, ensur ing that, in the future, NATO’s capa bil ity to act and its multilateralism will not rule each other
out.

Devis ing rel e vant mil i tary capa bil i ties for out-of-area mis sions must also be a pri or ity. The num ber of
rap idly deploy able forces will have to rise. There fore, the trans for ma tion of  the Alli ance regard ing its
plan ning, deci sion-mak ing, com mand and con trol struc tures, and mil i tary capac i ties must be pushed
further ahead. 

In this con text, the real iza tion of  the NATO Response Force (NRF) con cept will be both the core ele -
ment and the cat a lyst for this trans for ma tion of  allied forces, a step that will be needed to pre vent the
num ber of  demands and the real ity of  the Alli ance from dam ag ing the orga ni za tion. This is one of  the
rea sons we are cur rently align ing the Bundeswehr and its tasks and capa bil i ties exactly to twenty-first cen -
tury require ments. From my point of  view, this includes uni ver sal con scrip tion, which I believe in, as
does the head of  my pol icy plan ning and advi sory staff, in con trast to the badly dis torted press reports on
the sub ject. I can affirm that it was this very staff  and the man in charge of  it who encour aged me to con -
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tinue my cam paign for con scrip tion. The trans for ma tion of  the Alli ance and that of  the Bundeswehr will 
go hand in hand. 

I would like to empha size again that to me it is only log i cal to give the Alli ance’s mil i tary trans for ma -
tion, which is already in prog ress, an even stron ger polit i cal frame work. Boost ing the effi ciency of  the
armed forces is one thing, but agree ing on where, for what, and under what cir cum stances to use the mil i -
tary is quite another. If  NATO is to shoul der more respon si bil ity for our secu rity on a global scale—and I 
advo cate this idea—the allies ought to pro vide a more accu rate, basic under stand ing of  stra te gic tasks
and the objec tives of  joint NATO action in the twenty-first cen tury. 

With its new Euro pean Secu rity Strat egy, the Euro pean Union has already set a polit ico-stra te gic land -
mark for pro vid ing a Euro pean secu rity com mit ment frame work. The EU is stand ing up to its respon si -
bil ity both in Europe and through out the world. In shap ing and real iz ing its secu rity and defense pol icy, it
is help ing itself  to a unique range of  mil i tary as well as civil ian tools that, as a rule, must be employed in
com plex cri sis management operations. 

EU mis sions in Bosnia, Mac e do nia, and the Congo are illus trat ing its new self-image as well as its
changed aware ness—the orga ni za tion real izes that it must use what ever secu rity instru ments are avail -
able to help resolve con flicts in Europe, along its periph ery and any where they impact Europe. That is
why the EU’s secu rity-related capa bil i ties need to be enhanced even fur ther—not to dupli cate NATO’s
capac i ties but in order for the orga ni za tion to make its own con tri bu tion if  so required. With its polit i cal
clout, resources, and inter ests, Europe can no lon ger con fine its sta tus to that of  a “civil ian power.” 

How ever, Europe is not yet a polit i cal player in mat ters of  world wide secu rity, though it still ought to
increas ingly con sider itself  one, both in its own inter ests and in view of  the fact that the U.S., despite its
unpar al leled posi tion of  power, can not shoul der the bur den of  global secu rity tasks alone. To do so, the
Euro pean Force Goal (the Head line Goal 2010) should be fur ther devel oped. It should take into account
actual cri sis man age ment require ments, expe di ently shape the “Battlegroup Con cept” to attain quick
reac tion capa bil ity, and estab lish the Euro pean Agency for Arma ments, Research, and Mil i tary Capa bil i -
ties. In this way, the EU will grad u ally become a gen u ine stra te gic part ner for the U.S. and NATO and help 
to consolidate global security. 

Coop er a tive agree ments between the EU and NATO have already proved suc cess ful in the Bal kans,
where, at the end of  2004, the EU will start a fol low-on oper a tion to the NATO-led SFOR mis sion. In
addi tion, the UN will undoubt edly con tinue to play its piv otal role in rein forc ing secu rity on a global
scale. The ISAF’s expe ri ences in Afghan i stan and devel op ments in Iraq show that the UN’s legit i mate
base and the Secu rity Coun cil’s monop oly of  power are indis pens able for a peacable and secu rity-ori -
ented world order. 

Both NATO and the EU must there fore con tinue to coop er ate closely with the UN, work to
strengthen the lat ter’s posi tion, and be pre pared to employ their forces under a UN man date as well as on
their own behalf—key goals of  the pre vi ously men tioned Ger man-Franco-Brit ish Battlegroup Con cept. 
For its own part, the UN must also be pre pared to carry out what ever reforms are nec es sary and to pur -
sue new ave nues that will enable it to per form the changed tasks inher ent in the new global secu rity pol -
icy. This would include giv ing the UN Secu rity Coun cil a more rep re sen ta tive char ac ter, mak ing UN
struc tures involved in peace keep ing oper a tions more effi cient, strength en ing UN cri sis pre ven tion
capac i ties, and improv ing UN sup port for regional peace keep ing approaches (as in Africa, for example). 

CON CLUD ING REMARKS

Time and again we hear that this world is a world in tran si tion, still wait ing for a new world order to fol -
low the end of  the East-West con fron ta tion. I am afraid that this new world order—what ever each of  us
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expects it to be—is keep ing us wait ing. It may there fore be nec es sary to direct our secu rity pol icy toward
oppos ing lines of  development. 

The acces sion of  seven more states to NATO and 10 new states to the Euro pean Union are good
exam ples of  the oppor tu ni ties for inte gra tion and coop er a tion that have devel oped within the new secu -
rity sys tem of  the twenty-first cen tury. Such oppor tu ni ties also man i fest them selves, though in a some -
what dif fer ent con text, in the entirely new kind of  global coop er a tion we have seen in the fight against
inter na tional ter ror ism. How ever, there remains a mul ti tude of  destabilizing ten den cies and risks that call 
for exten sive and some times totally new secu rity responses. This work shop should make a con tri bu tion
toward answer ing that call. 
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Chapter 2

The New NATO and Global Security

Ambassador Nicholas Burns1

OPENING REMARKS

T
he list of  dis tin guished guests at this work shop is long and impres sive, but I would like to
acknowl edge Defense Min is ter Ioan Mircea Pascu of  Roma nia, Min is ter Nikolai Svinarov of
Bul garia, Min is ter Gela Bezhuashvili of  Geor gia, Min is ter Vecdi Gonul of  Tur key, and Col o nel

Gen eral Aleksandr Skvorzov, Dep uty Chief  of  the Rus sian Gen eral Staff, as well as Act ing U.S. Under -
sec re tary of  Defense Mike Wynne and for mer Supreme Allied Com mander Gen eral George Joulwan.

It is an honor to be with you and to be again among friends of  NATO. Ger many is an impor tant and
val ued NATO ally. With some 7,600 troops deployed abroad, Ger many con trib utes sig nif i cantly to
NATO’s cur rent peace keep ing oper a tions in Bosnia and Kosovo, to Active Endeavor, NATO’s
counterterrorism oper a tion in the Med i ter ra nean, and to NATO’s top pri or ity mis sion in Afghan i stan.
There, under NATO’s Inter na tional Secu rity Assis tance Force, Ger many has taken a key lead er ship role
with its deploy ment of  a pro vin cial recon struc tion team in the north ern Afghan city of  Konduz. The U.S. 
wel comes Ger many’s con tri bu tions. As the sec ond larg est coun try in the Alli ance, Ger many’s active par -
tic i pa tion and lead er ship and its strong voice in NATO will remain vital to the health of  the Alli ance as it
under goes an excit ing trans for ma tion. 

THE CON TIN U ING NEED FOR NATO

Since I arrived at NATO in August 2001, the Alli ance has weath ered two sig nif i cant his tor i cal events
that are hav ing—and will con tinue to have—a pro found and last ing impact on trans at lan tic rela tions.
The first was, of  course, the Sep tem ber 11 attack on the U.S., which brought the Alli ance together under
Arti cle 5 for the first time in our his tory. NATO allies reacted by launch ing the most rev o lu tion ary
reforms in our his tory, cre at ing a new orga ni za tion ready to stand on the front lines of  the war on ter ror -
ism. The sec ond event was the Iraq War, which plunged the Alli ance into a cri sis of  con fi dence and dis -
unity in 2003. That cri sis has sub sided and NATO has emerged strength ened in 2004 for its new
peace keep ing roles. 
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The United States, Ger many, and all of  our allies can be proud of  our 55-year alli ance in NATO.
Times have changed, but NATO’s mis sion is the same today as it was in 1949: To defend the peace and
the ter ri to ries and cit i zens of  all allied coun tries. How ever, NATO’s task for this year is two fold: To
advance the polit i cal and mil i tary reforms that Sep tem ber 11 trig gered within the Alli ance, and to restore
the trans at lan tic unity so badly strained by the Iraq War but so essen tial to NATO’s suc cess as we seek to
build a peace ful world and con front the new secu rity chal lenges of  our era. 

Today NATO faces a new chal lenge far dif fer ent than any we have con fronted before. It is not a con -
fron ta tion between states, as it was dur ing the Cold War, but a threat from failed states and, espe cially,
small but fanat i cal ter ror ist groups. The vio lence that Al-Qaeda, Islamic Jihad, and other ter ror ist groups
are inflict ing upon inno cent peo ple in every cor ner of  the world is truly appall ing and truly dan ger ous for
all of  us. We see ter ror ism as an exis ten tial threat to all who prize free dom and secu rity. We must con front
it, not just by mil i tary means but through soft power, through a broad inter na tional effort to coop er ate in
intel li gence and law enforce ment, and through dip lo matic and eco nomic means to pro tect our peo ples
and to pro mote a more peace ful future. 

The sur est path to suc cess in this new cam paign is to make full use of  the major insti tu tions upon
which inter na tional sta bil ity is based: The United Nations, the G-8, the Euro pean Union, and NATO.

NATO’S TRANS FOR MA TION

From 2002 until the pres ent time, NATO has accom plished its most fun da men tal re-tool ing since its
cre ation in 1949. Now the Alli ance is active, strong, and fully mod ern ized for the chal lenges ahead. We
are cre at ing a new NATO, one that is dif fer ent in mis sion, mem ber ship, and capa bil i ties from the Cold
War NATO or even the NATO of  the 1990s. NATO allies answered the Sep tem ber 11 wake-up call,
agree ing on the blue print for change at the Prague Sum mit in 2002. The results of  our trans for ma tion
efforts should be evi dent at NATO’s Istan bul Sum mit.

NATO’s most pro found change has been its trans for ma tion from a defen sive and static mil i tary alli -
ance, which massed a huge, heavy army to deter the Soviet threat to Ger many and West ern Europe, to a
more flex i ble, mod ern, and agile force focused on respond ing to threats from well beyond the Euro pean
con ti nent and focused on a new voca tion—peace keep ing and sta bi li za tion efforts. Sim ply put, NATO’s
past was focused inward, on Cold War threats directed at the heart of  Europe. NATO’s future is look ing
out ward, to expand ing secu rity in the Greater Mid dle East, that arc of  coun tries from south and cen tral
Asia to the Mid dle East and North Africa, where the new chal lenges to global peace are rooted.

This tran si tion is hap pen ing as we speak. While the major ity of  deployed NATO forces are today in
Bosnia and Kosovo, the major ity could well be in Afghan i stan and Iraq one year from now. His tory has
given NATO a new chal lenge and we are respond ing to it with a new stra te gic vision. The changes are
most evi dent, most com pre hen sive, and most impres sive in our mil i tary capa bil ity. The result is that
NATO remains today the stron gest mil i tary alli ance of  our time.

Mil i tary-Related Changes

Con sider the mil i tary changes that have occurred dur ing the last two years: 
1. NATO allies agreed to acquire the new mil i tary capa bil i ties nec es sary for expe di tion ary mis sions far 

from Europe—mod ern air lift ing and refu el ing, pre ci sion-guided muni tions, com bat ser vice sup -
port—rede fin ing the way we plan and think about our national and col lec tive defense.

2. Our pri or i ties in 2004 are to acquire capa bil i ties to give NATO’s polit i cal deci sion mak ers and mil i -
tary plan ners addi tional tech no log i cal tools, such as Alli ance Ground Sur veil lance, an inte grated Air
Com mand and Con trol Sys tem, and mis sile defense, to defend against new global threats and enable
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deci sive action when we need it. Mind ful of  export con trols and tech nol ogy trans fer issues, the Alli ance
is already tak ing impor tant steps to acquire such new sys tems.

3. NATO adopted a leaner and more flex i ble twenty-first cen tury mil i tary com mand struc ture and
cre ated a new Alli ance Trans for ma tion Com mand in Nor folk, Vir ginia.

4. NATO cre ated a new Chem i cal, Bio log i cal, and Nuclear Defense Bat tal ion, spear headed by the
Czech Repub lic along with 12 other allies, to pro tect our civil ian pop u la tions in the event of  an attack
using weap ons of  mass destruc tion.

5. In our most impor tant and deci sive shift, we are build ing a NATO Response Force to give us a pow -
er ful capa bil ity to deploy our troops within days to per form any mis sion—whether hos tage res cue,
human i tar ian relief, or response to a ter ror ist attack—in another part of  the globe.

Polit i cally Based Changes

 These rev o lu tion ary changes on the mil i tary side of  NATO have been com ple mented by equally cre -
ative polit i cal changes within the Alli ance:

1. Seven Cen tral Euro pean coun tries joined NATO on March 29, 2004, com plet ing the Alli ance’s
great est enlarge ment since our found ing in 1949 and strength en ing us with more coun tries to jointly pro -
mote peace and free dom in the Bal kans, Afghan i stan, and Iraq. NATO enlarge ment extends our sphere
of  secu rity east ward, vir tu ally across two con ti nents, and helps to con sol i date the dem o cratic rev o lu tion
in the for mer War saw Pact coun tries. Forty per cent of  NATO’s mem bers were for merly com mu nist
coun tries. The new mem bers add real value, both mil i tarily and polit i cally, to our col lec tive strength.

2. NATO has changed in one other impor tant respect. We know that our great est stra te gic aim is to
help cre ate, in Pres i dent Bush’s words, “a Europe whole, free, united, and at peace”—every thing Europe
was not dur ing the tumul tu ous twentieth cen tury. NATO launched the Part ner ship for Peace in 1994,
and the emerg ing dem o cratic peace in Europe is a major, his toric achieve ment for which NATO
deserves much credit. But a united Europe will be sus tained only if  we build part ner ships with those
coun tries that are out side NATO and the EU but are none the less crit i cal for Europe’s future.

3. To that end, NATO has begun impor tant part ner ships with Rus sia, Ukraine, cen tral Asia, and the
Cau ca sus. The new NATO-Rus sia Coun cil is rede fin ing our rela tions with Mos cow, pro mot ing closer
rela tions between our mil i tar ies. In addi tion, in NATO’s part ner ship with Ukraine, we are seek ing stron -
ger and sus tained ini tia tives for domes tic and mil i tary reform. In cen tral Asia and the Cau ca sus, the U.S.
has called for new stra te gic out reach and engage ment, includ ing expanded polit i cal and mil i tary activ i ties
with that vital region.

 CON TIN U ING BROAD-BASED TRANS AT LAN TIC COOP ER A TION

These sub stan tial changes in our mil i tary capa bil i ties, mem ber ship, and part ner ships have posi tioned
NATO for an ambi tious future. But we would be well advised to learn from the les sons of  the Iraq cri sis
that engulfed NATO in 2003 as we pro mote a future of  broader trans at lan tic defense coop er a tion. We
would be wise not to over re act to U.S. and Euro pean dif fer ences on Iraq for sev eral impor tant rea sons. 

First, this is not the only dis agree ment we have had with some Euro pean coun tries in NATO in the
last half-cen tury. NATO sur vived argu ments over the Suez, Viet nam, Pershing mis siles—even dif fer -
ences over strat egy in Bosnia in the early ‘90s—by learn ing about, adapt ing, and com pro mis ing with each
other. And we emerged strength ened and changed each time. Ours is a strong but flex i ble alli ance, dura -
ble enough to sus tain dif fer ent points of  view. NATO is, after all, a dem o cratic alli ance that does not
require the ideo log i cal uni for mity of  the War saw Pact to remain suc cess ful and united.
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Sec ond, the great major ity of  Euro pe ans and Amer i cans under stand a cen tral fact—our secu rity is
indi vis i ble. Ter ror ist attacks in New York, Wash ing ton, and more recently in Istan bul and Madrid have
proven that. We need each other’s sup port in one alli ance to meet the secu rity chal lenges of  the mod ern
world.

NATO will stay strong because our mutual inter ests demand it. Euro pean allies need the U.S. and con -
tinue to rely on the U.S. for the nuclear and con ven tional defense of  the con ti nent. Of  the many issues
Euro pe ans are debat ing for their new con sti tu tion, for exam ple, what is miss ing is the call for an over -
arch ing Euro pean secu rity umbrella to main tain peace on the con ti nent. No such ini tia tive is needed
because NATO and the U.S. pro vide that now, as we will in the future.

The United States also needs Europe. We Amer i cans can not con front the global trans na tional threats
that go under, over, and through our bor ders and that are the great est chal lenges of  our time with out
Europe. Weap ons of  mass destruc tion and ter ror ism, the huge increase in inter na tional crime, nar cot ics
flows, traf fick ing in human beings, global cli mate change, AIDS—there are no uni lat eral solu tions to
these chal lenges. Instead, we can hope to suc ceed only through mul ti lat eral coop er a tion, includ ing with
Europe. There is a say ing in the U.S., “We all live down stream.” In an era of  glob al ized threats, no mat ter
where we are in the world, we live down stream from them. What hap pens in one region of  the world
affects all oth ers.

There fore, when all is said and done, the U.S., Ger many, and other Euro pean nations are nat u ral allies.
We are the most like-minded peo ples on the planet, shar ing a com mon his tory, com mon dem o cratic val -
ues, and an inter con nected econ omy. NATO will stay together because we need each other.

 NATO GOALS

As we look toward the Istan bul Sum mit, here are the top goals for all of  us in NATO:

Rein forc ing NATO’s Peace keep ing Role

Our first goal is to rein force NATO’s long-term peace keep ing role in Afghan i stan. I returned from
Kabul and Kandahar recently and I was impressed by the pos i tive dif fer ence we are mak ing in that great
but impov er ished coun try. Cur rently there are nearly 2,000 Ger man troops deployed in Afghan i stan
under NATO’s UN-man dated Inter na tional Secu rity Assis tance Force. In NATO’s effort to expand the
ISAF mis sion beyond Kabul, Ger many has taken a lead role with its Pro vin cial Recon struc tion Team
(PRT) in Konduz. NATO now aims to estab lish five more PRTs before the Istan bul Sum mit to bring sta -
bil ity to impor tant pro vin cial cit ies. As ISAF expands, the U.S. hopes con di tions will allow for NATO to
take com mand of  all PRTs in its new area of  respon si bil ity.

There is no inter na tional goal more impor tant than help ing the Afghan peo ple to rebuild their shat -
tered coun try. To be suc cess ful, NATO will need to com mit even more troops and mil i tary resources in
per haps the most dif fi cult mis sion we have ever under taken. We must help the Afghan gov ern ment to
extend its author ity out side Kabul and to pre pare for nation wide elec tions. To do that, the U.S. calls on
other Euro pean nations to con trib ute more troops and resources to join the 15,000 Amer i can troops
already there, in order to con struct a more vig or ous and effec tive NATO pres ence in the coun try. 

Collective Mil i tary Role in Iraq

Our sec ond aim for 2004 is to exam ine how NATO might take on a col lec tive mil i tary role in Iraq, as
Pres i dent Bush has sug gested. No mat ter our dif fer ences on the war itself, Euro pe ans and Amer i cans
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now share a com mon inter est in fight ing ter ror ism and see ing democ racy take root in Iraq. We know that
the coali tion must con tinue its efforts in Iraq lest chaos and even greater vio lence ensue.

NATO is cur rently pro vid ing sup port for the Pol ish-led mul ti na tional divi sion in Iraq, where 17
NATO allies are con trib ut ing forces to main tain secu rity. Pres i dent Bush recently said—along with Sec -
re tary Powell, Sec re tary Rumsfeld, and a num ber of  NATO for eign and defense min is ters—that we
should explore a more for mal role for NATO in Iraq, such as turn ing the Pol ish-led divi sion into a
NATO oper a tion and giv ing NATO func tional respon si bil i ties. Defin ing such a mis sion, after the pas -
sage of  a new UN Secu rity Coun cil res o lu tion, will be a lead ing issue for NATO at the Istan bul Sum mit.

Expand ing Our Engage ment in the Greater Mid dle East

Third, NATO must expand its engage ment with the Mus lim world and Israel to help those coun tries
find their way toward a more peace ful future in the Greater Mid dle East. Ger many’s for eign min is ter and
other Ger man lead ers have spo ken out on the need for West ern democ ra cies to engage with the Mus lim
world, and the U.S. wants NATO to be one of  the build ing blocks for our long-term engage ment in this
vast region. Since 1994, NATO has devel oped rela tions with seven coun tries in the Med i ter ra nean Dia -
logue—Alge ria, Egypt, Jor dan, Israel, Mau ri ta nia, Morocco, and Tuni sia—and the U.S. con tin ues to sup -
port this effort today. How ever, while we believe this is a valu able frame work for coop er a tion, we also
believe that there are oppor tu ni ties for even more fruit ful coop er a tion with Arab coun tries in a wider,
more ener getic ini tia tive.

When NATO’s heads of  state and gov ern ment gather in Istan bul, the United States hopes that
NATO will do its part to sup port the broad effort to reach out to the Greater Mid dle East by announc ing
an Istan bul Coop er a tion Ini tia tive. This ini tia tive should com ple ment the other ele ments of  sup port for
indig e nous reform in the Greater Mid dle East by engag ing inter ested coun tries in the region in fos ter ing
secu rity and sta bil ity.

At NATO, we have iden ti fied a num ber of  secu rity goals that Europe and North Amer ica share with
many coun tries across the Greater Mid dle East: Fight ing ter ror ism, stem ming the flow of  weap ons of
mass destruc tion, improv ing bor der secu rity, and stop ping ille gal traf fick ing of  all kinds. Our focus
should be on prac ti cal coop er a tion with those coun tries that wish to have a closer rela tion ship with
NATO. Mod ern iza tion in these coun tries is not Westernization, and they will evolve accord ing to their
own tra di tions and his tory. But the Greater Mid dle East, Europe, and North Amer ica must chart a com -
mon path to defeat ter ror ism, cre ate peace, and pro mote democ racy for the future.

Long-term change in the Mid dle East will help to attack the foun da tions of  the ter ror ism cri sis and
give democ racy and jus tice a chance to take root and grow. It is a chal lenge that none of  us, nei ther Euro -
pe ans nor Amer i cans, can avoid, and that all of  us must embrace as one of  the crit i cal for eign pol icy tests
of  our time.

Improv ing NATO-EU Rela tions

Our fourth goal is to improve rela tions between the two great insti tu tions respon si ble for Europe’s
future—NATO and the EU, espe cially to con sol i date peace in the Bal kans. The EU’s enlarge ment on
May 1 was a great day for Europe. We in Amer ica applaud the EU, wish you well, and sup port a strong and 
vibrant EU on the world stage. The twin enlarge ments of  the EU and NATO advance our com mon goal
of  a Europe whole, free, and at peace, and inte grate Europe East and West for the very first time in
Europe’s long his tory.

NATO is now ready to con sider our peace keep ing mis sion in Bosnia a suc cess and con clude it in
Decem ber 2004. We have done an out stand ing job there, hav ing stopped the war and kept the peace for
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nearly eight and a half  years. Our lead ers will con sider sup port ing a new EU mis sion under the Berlin
Plus frame work for mil i tary coop er a tion agreed to by the two orga ni za tions. And in Bosnia, NATO
should main tain a mil i tary head quar ters in Sarajevo to help author i ties bring Radovan Karadic and Ratko
Mladic, two indicted war crim i nals, to jus tice, and to advise Bosnia on defense reforms. How ever, the U.S. 
wants NATO to main tain an effec tive pres ence in Kosovo to pre vent any rep e ti tion of  the vio lence we
saw in March of  2004. Together, we must con tinue to sup port the tran si tion to sta ble, mar ket-ori ented
democ ra cies in Kosovo, Bosnia, and Mac e do nia so that the Bal kan States can take their right ful place in
an inte grated Europe.

NATO and the EU some times dif fered in 2003 in theo log i cal dis putes over Berlin Plus and EU
defense plans. We can improve rela tions between the two orga ni za tions by avoid ing rivalry in the defense
sphere, improv ing defense trade coop er a tion, and coop er at ing to stem the pro lif er a tion of  weap ons of
mass destruc tion. NATO, of  course, should remain the core of  Europe’s defense; the United States will
always defend NATO’s cen tral ity. The choice is not, how ever, as some in Europe would sug gest, between 
a Europe under the U.S. yoke and a Europe com pletely detached from the U.S. We can instead choose a
future of  coop er a tion between NATO and the EU.

Improv ing Relations with Rus sia

Finally, our fifth aim is to ele vate NATO’s rela tions with Rus sia. Con struc tive engage ment with Rus -
sia, through the NATO-Rus sia Coun cil, has helped make our cit i zenry safer and more secure today than
at any time in the last 50 years. There is so much NATO can do with Rus sia, from search-and-res cue at sea 
to the ater-mis sile defense to greater coop er a tion in the Black Sea to joint peace keep ing. Our NATO-Rus -
sia Coun cil is a good forum, but we can set our sights higher on a closer rela tion ship that will put our past
rivalry behind us for ever

These are our top five goals at NATO for 2004. It is an ambi tious and vital agenda and one that we
must ful fill in this time of  great chal lenge for all of  us. NATO’s pros pects for achiev ing such an ambi -
tious 2004 agenda will depend on how suc cess ful we are in remov ing the cur rent major obsta cles to good
U.S.-Euro pean rela tions.

ROADBLOCKS TO STRONG U.S.-EURO PEAN RELA TION SHIPS

A sig nif i cant obsta cle to good rela tions is the per sis tent gap in mil i tary capa bil i ties between the U.S.
and the rest of  its allies. If  NATO is to field long-term mis sions in Iraq and Afghan i stan and remain in
Kosovo, our Euro pean allies will need to spend more—and more wisely—on defense, as well as pro duce
more effec tive mil i tar ies. The capa bil i ties gap between the U.S. and all its allies is huge and grow ing. The
U.S. will spend $400 bil lion on defense in 2004; the 25 other allies com bined will spend less than half  of
that. The prob lem is not just the spend ing gap but the fact that the U.S., by devot ing more to research and
devel op ment, is yield ing far more from its defense invest ments than our allies, who still devote a con sid -
er able por tion of  their bud gets to ter ri to rial defenses and high per son nel costs.

In addi tion to the tech nol ogy gap between us, there is an even more crit i cal “usabil ity gap.” Of
Europe’s 2.4 mil lion men and women in uni form, only roughly three per cent can now be deployed on our 
pri or ity mis sions in the Bal kans, Afghan i stan, and Iraq. Declin ing bud gets, poor train ing and stan dards,
and a con tin ued reli ance on con scrip tion account for a Europe that can not put a suf fi cient per cent age of
its troops into dif fi cult mis sions against twenty-first cen tury threats. 

Defense Min is ter Struck has announced an ambi tious plan to trans form the Bundeswehr to enable
Ger man troops to deploy more quickly. If  those reforms are suc cess fully imple mented—and if  appro -
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pri ate resources are forth com ing—Ger many can become a lead ing player in NATO’s mil i tary trans for -
ma tion and a key con trib u tor to the new NATO response force.

How ever, with Ger many’s defense bud get frozen, it is uncer tain whether the nec es sary resources will
be pro vided to suc cess fully trans form the mil i tary forces and acquire mod ern mil i tary capa bil i ties. Ulti -
mately, this is a polit i cal deci sion for Ger many as well as for sev eral other coun tries in the Alli ance.

Finally, there are two other bar ri ers to a healthy trans at lan tic rela tion ship that all of  us must over come
in 2004 and beyond. A few lead ers on the Con ti nent have called for Europe and the Euro pean Union to
become a coun ter weight to the U.S. This sug gests that our future should be one of  stra te gic rivalry and
com pe ti tion—the very antith e sis of  the trans at lan tic com mu nity we have built together since the end of
the Sec ond World War. Such a rever sal would amount to a colos sal stra te gic error. It would repu di ate the
pri mary fac tor that has pro duced two gen er a tions of  peace and unpar al leled secu rity and unity in
Europe—the pres ence of  the United States mil i tary on this con ti nent and the exis tence of  NATO. I do
not believe that the vast major ity of  Euro pe ans would sup port such a future or that it will occur. But
Europe’s respon si bil ity to pre serve healthy trans at lan tic ties, it seems to me, is to reject this com pet i tive
view of  our com mon future and to avoid the gra tu itous anti-Amer i can ism that was all too evi dent in
Euro pean pub lic dis course dur ing the past year.

Amer i cans have an equal obli ga tion to reject unilateralism and to work instead to pre serve the great
mul ti lat eral insti tu tions such as NATO that are so impor tant for our com mon future. For the U.S., Pres i -
dent Bush and Sec re tary Powell have empha sized repeat edly our com mit ment to “effec tive
multilateralism.” The U.S. com mit ment to work ing within NATO has never been clearer than in the past
year. None the less, many Euro pean crit ics have accused the United States of  los ing inter est in NATO
since Sep tem ber 11, 2001, and using it as a tool box.

Iron i cally for these crit ics, it is the United States that has pro posed nearly all of  the ini tia tives that have
reformed NATO’s struc ture and mis sion in the last two years. And it is the United States that now calls
for ambi tious NATO deploy ments in Afghan i stan and Iraq, and out reach to the Greater Mid dle East.
The United States has dem on strated its gen u ine desire to see the new NATO act col lec tively. We hope
now that our Euro pean allies will agree to use NATO as dynam i cally as we wish to do in 2004 and for
years to come.

CON CLUD ING REMARKS

It is true that act ing in alli ances is not as effi cient as act ing alone. Alli ances do not move as fast, and
they may com pli cate deci sion-mak ing and even the tac tics used in the field. But alli ances are very effec tive 
in pro duc ing sus tained, long-term com mit ment in the most dif fi cult cri ses, as we have seen NATO do so
suc cess fully in the Bal kans.

When the new Sec re tary Gen eral of  NATO, Jaap de Hoop Scheffer, made his first offi cial visit to
Wash ing ton, Pres i dent Bush assured him of  NATO’s cen tral ity in the U.S. national secu rity strat egy. The
United States will con tinue to voice Amer ica’s abid ing com mit ment to multilateralism and to NATO.
NATO’s num bers tell the story: We are a forum with 46 coun tries in the Euro-Atlan tic Part ner ship Coun -
cil, a part ner ship with 41 coun tries in the Part ner ship for Peace pro gram, a dia logue with seven Med i ter -
ra nean states, and an alli ance with 26 mem bers. Where else but in NATO could any of  us rep li cate this
vital web of  mul ti lat eral rela tion ships?

NATO remains today the world’s most pow er ful and impor tant alli ance, ded i cated to pre serv ing
peace and free dom for all of  our peo ples. While it took 55 years for Euro pe ans and North Amer i cans to
build this alli ance, it con tin ues to serves as our bridge across the Atlan tic, our prin ci pal forum for work ing 
together and for our mutual pro tec tion in a dan ger ous world. In Pres i dent Ken nedy’s words, NATO
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allies will con tinue to be the “watch men on the walls of  world free dom.” We have many chal lenges before 
us, but the U.S. remains ded i cated to work ing with our allies and part ners alike to keep NATO at the cen -
ter of  the great effort to build a dem o cratic, peace ful, and secure world in the years ahead.
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Chapter 3

The North Atlan tic Alli ance: A Vec tor of
Peace, Sta bil ity, and Secu rity

Gen eral Harald Kujat1

OPEN ING REMARKS

I
 am very happy to be part of  this year’s Inter na tional Work shop and to have it take place in my coun -
try’s cap i tal. I am also happy to speak as a rep re sen ta tive of  the 26 mem bers of  the Alli ance and to
offer my views as the chair man of  the NATO Mil i tary Com mit tee. The theme of  this year’s Work -

shop—“Global Secu rity: A Broader Con cept for the twenty-first cen tury”—par tic u larly appeals to me
because it is at the heart of  what we do at NATO, not only in Brussels but through out the com mand
struc ture, from Nor folk to Kabul, from Stavenger, Nor way, to the Straits of  Gibralter. So I would like to
share my thoughts on this topic, par tic u larly on three impor tant points:

• The trans for ma tion of  NATO’s mil i tary capa bil i ties—what we’ve been doing for the last few years,
where we’re going, and, most impor tantly, the pur pose of  the trans for ma tion

• The United States and the trans at lan tic link

• Expand ing peace and secu rity beyond Europe as a pri mary means to achieve secu rity in Europe

SET TING THE SCENE

It is impor tant to real ize that there is no sin gle risk that is the most dan ger ous to our soci et ies; what is
most dan ger ous is a com bi na tion of  risks, both those linked within a short time frame and those that have 
a com mon pur pose though they are posed by dif fer ent actors. With this under stand ing, I believe that the
abil ity to engage in armed con flict will remain the ulti mate instru ment of  state power. Though inter state
con flict is likely to become less fre quent, it will be more risky and more dan ger ous when it does occur. It
will also have increased con se quences for inter na tional secu rity. For exam ple, very recently we saw a deg -
ra da tion of  the over all secu rity sit u a tion in the Phil ip pines.
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By vir tue of  their fusion with the soci et ies that har bor them, ter ror ist groups claim ing an affil i a tion
with Islam con tinue to elude erad i ca tion and remain able to acquire weap ons and ammu ni tion. Because
infor ma tion and tech nol ogy con tinue to flow across bor ders at an accel er ated pace, and because tech no -
log i cal advances make man u fac tur ing pro cesses more effi cient than ever before, many coun tries and
many non-state actors with lim ited resources have access to the mate rial and exper tise nec es sary to
develop weap ons of  mass destruc tion. 

This trend will con tinue to accel er ate over time, because no devel op ing nation will want to com pete
mil i tarily with devel oped coun tries in the tra di tional way when WMDs are inex pen sive force equal iz ers
and can mit i gate the rel a tive huge tech no log i cal edge poten tial adver sar ies have. Sim ply put, pos sess ing
WMDs allows nations to pro ject greater national power than they could in any other way. 

How ever, while the pro lif er a tion of  WMDs and the grow ing capa bil i ties gap between actors are caus -
ing a shift toward asym met ric threats, such threats are not caused only by WMDs. Some tra di tional
threats are also asym met ric and also facil i tated by advances in tech nol ogy. Actu ally, asym me try relates
more to a method of  action than to use of  uncon ven tional weap ons. The Sep tem ber 2001 attacks on
New York and Wash ing ton, D.C., which had dev as tat ing effects on Amer i can lives and the econ omy,
were the first suc cess ful large-scale inter na tional ter ror ist strikes against the con ti nen tal United
States. The series of  deadly explo sions in com mu ter trains that rocked Madrid in March 2004, leav ing
scores of  dead, was also way beyond what Euro pean coun tries have expe ri enced in con tem po rary times
short of  total war. 

To meet the increas ing threat posed by ter ror ist orga ni za tions using asym met ric meth ods, all lev els of
intel li gence and secu rity agen cies must share infor ma tion as well as have unity of  thought and unity of
action. Oper a tions will become increas ingly com plex and no action will be exclu sively mil i tary or civil ian. 

TRANS FORM ING NATO’S MIL I TARY CAPA BIL I TIES

What ever the threats and chal lenges, we must keep inse cu rity from being imported into our soci et ies.
At NATO, we believe that the only way to pre dict the future is to have the power to shape the future, and
it is in that spirit that we tackle all our chal lenges.

NATO has been and con tin ues to be a defen sive alli ance, an expres sion of  trans at lan tic coop er a tion
and of  the com mon val ues of  free dom, democ racy, and free enter prise. At the Wash ing ton Sum mit of
1999, the Alli ance adopted a new Stra te gic Con cept in order to adapt to the new chal lenges of  the
post–Cold War period, but in doing so con firmed its endur ing abil ity to adopt a transformational atti tude
in order to remain the secu rity orga ni za tion of  choice for deal ing with out-of-area chal lenges. 

To sup port the new Stra te gic Con cept, to posi tion our selves for suc cess in the 21st cen tury, and to give 
real force to the need to trans form our capa bil i ties, we cre ated, on June 19, 2003, the Allied Com mand for 
Trans for ma tion. The mis sion of  this com mand and its Supreme Com mander is to be NATO’s force for
change. The Supreme Com mander has been tasked to find inno va tive and more effec tive ways to con -
duct oper a tions and to cre ate a cul ture that con tin u ally seeks better ways of  work ing. His most impor tant
task, how ever, is to find strat e gies for adapt ing NATO’s mil i tary cul ture and for the way we think oper a -
tion ally and stra te gi cally.

The Supreme Com mander’s mis sion is being accom plished. Since its inau gu ra tion, the Allied Com -
mand for Trans for ma tion has worked dil i gently ana lyz ing les sons learned from both NATO and
non-NATO oper a tions and draw ing con clu sions for force plan ning and force struc tures. These les sons
and con clu sions are being applied in turn to plan ning future oper a tions. 

The com mand has also spon sored numer ous sem i nars and exer cises at the high est mil i tary and polit i -
cal lev els, one of  which was held in Jan u ary 2004 in Nor folk, Vir ginia; 93 oper a tional com mand ers from
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the NATO Response Force met for three days of  war games cen ter ing on the deploy ment of  an NRF in a 
cri sis-response oper a tion.

The estab lish ment of  the NRF, which resulted from dis cus sions held by NATO chiefs of  defense in
Sep tem ber 2002 in Berlin, was one of  the key deci sions of  the Prague Sum mit. This high-tech nol ogy
com bined force is rap idly deploy able and will inte grate air, land, and mar i time com po nents, and is being
trained, equipped, and cer ti fied to meet com mon NATO stan dards.

But the NRF is more than that. It is a cat a lyst for trans for ma tion. Because con trib ut ing to the NRF is a
source of  pride among the nations, they are encour aged to sub scribe more fully to meet ing expe di tion ary
capa bil i ties. And through the NRF, which includes U.S. forces, non-U.S. NATO mem bers will be able to
deploy more rap idly and fight more effec tively, a very impor tant require ment if  we are to con tinue ful fill -
ing our mis sion to pro vide col lec tive defense.

How ever, the NRF is not a mere tool box from which you can extract spe cific capa bil i ties. It is an entity 
that will be tai lored to a spe cific mis sion but will always be engaged as the NRF, which needs col lec tive
capa bil i ties to do its job prop erly. This col lec tive approach to capa bil i ties is the only rea son able one for an
inter gov ern men tal orga ni za tion to take for sev eral rea sons:

• Because it makes it eas ier for nations to call upon them when needed. There are no national flags
attached to col lec tive capa bil i ties, min i miz ing polit i cal con sid er ations and enabling every nation, big
or small, to ben e fit.

• Because col lec tive capa bil i ties are eas ier for nations to con trib ute to finan cially. 

• Because it is eas ier to main tain a tech no log i cal edge than when sep a rate nations pro vide capa bil i ties
or a few nations pro vide them mul ti lat er ally. 

THE ALLI ANCE IN AFGHAN I STAN

NATO’s engage ment in Afghan i stan is the most impor tant oper a tion it is involved in. It is the first
engage ment the Alli ance has under taken out of  its area, and, as such, the eyes of  the inter na tional com -
mu nity are fixed on it, with expec ta tions run ning very high. There fore we must match our polit i cal ambi -
tions with the mil i tary capa bil i ties required to do the job. Cur rently there are 6,500 NATO troops
deployed in ISAF, which is less than a third of  what is deployed in Kosovo, a coun try five times smaller.

While we can never afford to fail in any cri sis-response oper a tion, this is espe cially true in Afghan i stan, 
par tic u larly as the coun try pre pares for fair and free elec tions. But sta bil ity is not a given in Afghan i -
stan. The risk of  fail ure there is very real if  the inter na tional com mu nity does not more proactively sup -
port the elec toral pro cess, the sin gle most impor tant stra te gic event of  2004 in that coun try. We must
seize the oppor tu nity.

THE SECU RITY IMPLI CA TIONS OF DRUG TRAF FICK ING

A major secu rity risk that is now pain fully vis i ble on our streets—in New York, Paris, and Berlin—is
one that has sprung from failed states such as Afghan i stan: The pro lif er a tion of  hard drugs. Our coun -
tries pay a huge price for drug traf fick ing that ema nates from coun tries where there is lit tle or no rule of
law. First, our eco nomic out put declines when our young become addicted. Sec ond, our soci et ies must
spend large sums to develop treat ment and repres sion pro grams. And third, we pay to deploy troops in
these failed states when the sit u a tion requires it. Drug traf fick ing is a very expen sive busi ness that has a
very neg a tive impact on our secu rity envi ron ment.
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NATO ENLARGE MENT

On April 2, 2004, seven new flags were raised at NATO head quar ters. And as soon as acces sion was
effec tive, four Bel gian F-16s were deployed in Lith u a nia to patrol Bal tic skies, under the con trol of
NATO air traf fic con trol lers. This is what NATO is all about: Sol i dar ity, interoperability, and effec tive -
ness, and these are the char ac ter is tics that will come in handy when our heads of  state and gov ern ments
dis cuss the Alli ance’s place in the cur rent secu rity envi ron ment and our role in future mis sions. 

 STRENGTH EN ING THE TRANS AT LAN TIC LINK

The works we have dis cussed so far will require new weap ons, more and new forms of  intel li gence
gath er ing, and increases in Spe cial Forces. Long stand ing as well as new allies of  the United States will
need to make sim i lar changes to become more agile, more lethal, and more expe di tion ary.

Since the col lapse of  the Soviet threat, the Alli ance has become a vic tim of  its own suc cess, but it has
not fallen into the trap of  try ing to rein vent itself. Rather, it has adapted in order to con tinue to serve its
mis sion—the indi vis i ble secu rity of  its mem ber-states.

Alli ances are means for serv ing ends; they are not ends in them selves. That is why we are trans form ing, 
in order to keep the trans at lan tic link alive. Euro pean allies will con tinue to depend on NATO as well as
the United States’ com mit ment to guard against stra te gic threats to Europe. The United States, for her
part, will con tinue to rely on the ben e fits of  belong ing to NATO: Legit i macy, multilateralism, and a pow -
er ful econ omy. Complementarity, there fore, must be viewed as an asset, not as a lia bil ity.

NATO-EU RELA TIONS

The ques tion here is whether Euro pean Union NATO mem bers will put their money in NATO or in
the EU. Choos ing the lat ter will be fine as long as mem bers engage in coop er a tion rather than com pe ti -
tion with NATO. The Berlin Plus arrange ments, in which access to NATO plan ning capa bil i ties is guar -
an teed, should answer this ques tion. 

THE U.S.–EUROPE TECH NOL OGY GAP

I believe we will never be in a posi tion to close the U.S.-Europe tech nol ogy gap. How ever, we must
pre vent its fur ther wid en ing and pref er a bly reverse the trend before it leads to a gap in how we con duct
war fare, which would be much more dam ag ing. In the end, if  we have to send our young men and women
into harm’s way, we must give them every advan tage for com ing out alive as well as being suc cess ful, and
that means invest ing in tech nol ogy. But ratio nal iz ing our defense indus tries can be done only by strength -
en ing our mul ti lat eral gov ern ment insti tu tions. We must find ways to save money and energy by com bin -
ing efforts, includ ing plan ning and coop er a tively pro cur ing arma ments.

Within NATO we can already see that mul ti na tional efforts are the right answer—we see it in such ini -
tia tives as the stra te gic air lift and the Alli ance Ground Sur veil lance sys tem. I am very pleased with the
prog ress thus far on a NATO-owned and -oper ated AGS core, based on the TIPS mixed solu tion; while
2008 was my per sonal wish for the year of  ini tial oper at ing capa bil ity, I hope there will be no fur ther
delays beyond 2010. There has been much trans at lan tic coop er a tion in this area. 

NATO nations also recently held dis cus sions at the ambas sa do rial level to address this issue. Four pro -
pos als are now being dis cussed at NATO head quar ters:

The first of  these pro posal con cerns the ongo ing U.S. inter agency review of  defense trade export pol -
icy and national secu rity. The U.S. has offered to keep NATO appraised of  prog ress through reg u lar
brief ings to the coun cil, and it might also be help ful if  Euro pean nations shared infor ma tion on their
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defense trade export pol i cies, either within the frame work of  the Alli ance or within the Euro pean
Union’s, in order to include their expe ri ence with the United States’.

The sec ond pro posal relates to export licens ing prob lems that are affect ing NATO agen cies. The
United States must under stand the needs of  the NATO agen cies and they, in turn, must under stand the
require ments of  U.S. leg is la tion. Meet ings on this issue have been held with offi cials of  the Amer i can
admin is tra tion and dia logue is ongo ing. Euro pean nations may also wish to review their export-related
deal ings with NATO agen cies and NATO should assume a coor di nat ing role when work ing with Allied
gov ern ments regard ing export-licens ing prob lems that affect NATO. 

The third pro posal has to do with estab lish ing a high-level forum for address ing trans at lan tic
export-con trol and tech nol ogy-trans fer prob lems. Dr. Solana first put this idea for ward in 1997 when he
was NATO Sec re tary Gen eral, but no con sen sus was reached and the ini tia tive never took off. How ever,
it is sur pris ing that no real forum is yet in exis tence for col lec tive inter na tional dis cus sions on key issues
such as defense export licens ing and tech nol ogy trans fer. But given the fusion of  secu rity and eco nomic
inter ests involved in these pro cesses, I believe they are uniquely suited to NATO–EU coop er a -
tion. NATO plans to carry for ward con fer ences on indus trial coop er a tion on an annual basis. Per haps
these con fer ences should be a co-spon sored NATO-EU ven ture.

The fourth and final pro posal deals with releas ing a high-level polit i cal dec la ra tion in which NATO
agrees that enhanced trans at lan tic defense-indus trial coop er a tion is one of  the Alli ance’s crit i cal stra te gic
secu rity objec tives.

With these pro pos als in mind, I have asked Admi ral Giambastiani, the Supreme Allied Com mander
for Trans for ma tion, to orga nize a Euro pean Indus try Day, which will be held in Berlin in mid-Sep tem ber. 
The intent of  the day is to dem on strate how indus try can best fit in with the Alli ance’s trans for ma tion
efforts. I encour age every one linked with the indus try to mark your cal en dars and make every effort to
attend—it will be well worth your time.

As far as the Euro pean Union is con cerned, I believe a Euro pean way of  think ing and car ry ing out
trans for ma tion must be devel oped to fit Euro pean tech nol ogy and resource lev els. The recent cre ation
of  the Euro pean Arma ments Agency is an excel lent exam ple of  how we can meet this need. The EAA
will be able to eval u ate capa bil i ties, coor di nate research and devel op ment, har mo nize mil i tary require -
ments, achieve mul ti na tional solu tions where needed, make pro cure ment much more effi cient, and
strengthen a Europe-wide inter na tion ally com pet i tive defense indus trial and tech no log i cal base.

EXPAND ING PEACE AND STA BIL ITY BEYOND EUROPE

The trans at lan tic rela tion ship can not be iso lated from the larger inter na tional sys tem of  which it is a
part. At the Prague Sum mit, Alli ance heads of  state and gov ern ment placed sig nif i cant empha sis on out -
reach activ i ties, rec og niz ing that secu rity is largely depend ent on sta bil ity in the regions bor der ing Alli -
ance ter ri tory, be it in the Med i ter ra nean basin or in the Cau ca sus. We antic i pate that demand for NATO
is likely to increase, not dimin ish. The Alli ance will con tinue to be called upon on the inter na tional stage
as peace maker, peace keeper, and pro vider of  secu rity and sta bil ity. At the moment, these are roles that no 
other orga ni za tion can under take as suc cess fully. The speech by UN Sec re tary Gen eral Annan invit ing
NATO to play a more active role in Africa, and UN inter ests in closer coop er a tion with NATO, are
acknowl edge ments of  this fact.

THE EAPC

Regard ing the Euro-Atlan tic Part ner ship Coun cil, which pro vides a frame work for dis cus sion for 46
coun tries, Allies have increased the involve ment of  part ners in the plan ning, oper a tion, and over sight of
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polit i cal and mil i tary activ i ties that con trib ute to secu rity. The Coun cil adds value to the Alli ance, pro vid -
ing a supe rior insti tu tion al ized forum for prog ress.

On the mil i tary side, Allies’ forces con trib ute to pro mot ing sta bil ity through out the Euro-Atlan tic
area by reg u larly par tic i pat ing in mil i tary-to-mil i tary con tacts and in other coop er a tive activ i ties and exer -
cises under the Part ner ship for Peace pro gram as well as those that deepen NATO’s rela tion ships with
Rus sia, Ukraine, and the Med i ter ra nean Dia logue coun tries. These part ner coun tries also par tic i pate in
NATO-led oper a tions, nota bly in Afghan i stan and the Bal kans, show ing again that our out reach pro -
gram pro vides a strong frame work for interoperability and inte gra tion.

NATO will always need to act in close coop er a tion with other orga ni za tions that have key polit i cal and 
eco nomic respon si bil i ties, start ing with the United Nations. The UN has already inquired if  NATO is in a 
posi tion to pro vide it with mil i tary plan ning and a reserve force for UN mis sions. But to do our work we
need con tri bu tions from part ners and non-NATO coun tries. We are cur rently look ing at ways to
improve the arrange ments and mech a nisms for encour ag ing even more effec tive con tri bu tions to
NATO-led oper a tions.

THE PFP

In order to con tinue to strengthen PFP, it is impor tant for Allies to develop rela tion ships with part ners 
in the Cau ca sus and Cen tral Asia, because these part ners hold the key for pro vid ing a sta ble secu rity envi -
ron ment around con flict areas such as Afghan i stan, where ter ror ism was born and flour ished. Since the
Prague Sum mit, part ners have been invited to par tic i pate in train ing oppor tu ni ties and exer cises related
to ter ror ism, and we will con tinue to share with them the les sons learned from fight ing against this
plague.

THE MED I TER RA NEAN DIA LOGUE

The Med i ter ra nean Dia logue is also a very impor tant pil lar of  the Alli ance strat egy for expand ing
peace and sta bil ity. At their Decem ber 2003 meet ing in Brussels, NATO for eign min is ters looked for
addi tional prog ress in expand ing the dia logue beyond what was achieved at the Prague Sum mit. We are
now con sid er ing ways to fur ther enhance NATO’s rela tion ship with all Med i ter ra nean part ners before
the Istan bul Sum mit by gen er at ing, in con sul ta tion with them, options for devel op ing a more ambi tious
and an expanded Med i ter ra nean Dia logue frame work. 

Dif fer ent types of  rela tion ships have been estab lished with nations that have no affil i a tion with the
Alli ance, either through EAPC or the Med i ter ra nean Dia logue; stron ger links have been forged with
coun tries that have con trib uted troops to NATO-led oper a tions, includ ing Argen tina, Aus tra lia, Chile,
and New Zea land. Sig nif i cant rela tion ships are also being devel oped with Bosnia and Herzegovina, Ser -
bia and Montenegro, Japan, and, more recently, China. All of  this has been done to improve coop er a tion
through out a num ber of  areas, includ ing defense reform and interoperability, and to open more Part ner -
ship activ i ties to Med i ter ra nean Dia logue coun tries on a case-by-case basis. Interoperability is a key word
here. NATO has a good deal of  expe ri ence inte grat ing forces from var i ous coun tries, includ ing Islamic
ones, into a coher ent mil i tary struc ture, and we will con tinue to do so.

RUS SIA AND UKRAINE

 Dis cus sions con cern ing the expan sion of  peace and sta bil ity can not take place with out dis cuss ing
rela tions with Rus sia and Ukraine. The NATO-Rus sia Coun cil, or NRC, was estab lished by the Rome
Dec la ra tion of  May 22, 2002, and given the task of  explor ing new areas for coop er a tion. From this begin -
ning, the NRC Work Pro gram was agreed to on June 10, 2002, which included the estab lish ment of  the
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NRC The ater Mis sile Defense Ad Hoc Work ing Group. The ater mis sile defense, or TMD, is one of  sev -
eral areas iden ti fied by NATO and the Rus sian Fed er a tion as highly prom is ing for rap idly devel op ing
coop er a tive efforts based on the out comes of  the Rome con fer ence. As part of  the devel op ment of  a
joint TMD con cept, a plan for an interoperability study, and future train ing and exer cise events, we are
work ing to com plete an oper a tional con cept for pro vid ing stra te gic mil i tary guid ance for future com -
bined NATO-Rus sia TMD oper a tions.

NATO and Ukraine have also had con sid er able suc cess par tic i pat ing in prac ti cal coop er a tive efforts
in sup port of  com mon polit i cal goals. Ukraine has been active in Part ner ship for Peace since 1994, and
the NATO-Ukraine Char ter that was signed in 1997 gives Ukraine a priv i leged posi tion in rela tion to
NATO. To date Ukraine has par tic i pated in 200 exer cises and hosts the Part ner ship for Peace Train ing
Cen ter. 

CON CLUD ING REMARKS

I would like to end by under lin ing that the secu rity risks we now face and will con tinue to face will be
mul ti di men sional and so we can not con struct our secu rity oper a tion to fight a sin gle threat. NATO is a
mul ti fac eted orga ni za tion, the pre mier forum for trans at lan tic polit i cal con sul ta tions on secu rity issues.
But it is also a col lec tive-defense orga ni za tion. With a fluid stra te gic sit u a tion, we must, in order to defend 
our selves, look to ter ri to rial defense, but also be pre pared to go wher ever the threats are.

As NATO matures in the new secu rity envi ron ment, it will remain the inter gov ern men tal secu rity
orga ni za tion of  choice. It is the orga ni za tion most able to har mo nize and inte grate mul ti na tional capa bil -
i ties (includ ing those of  Islamic states) into a coher ent and effec tive struc ture. Coali tions of  the will ing
can not do that. But while much has been achieved since Prague as far as trans form ing our capa bil i ties and 
struc ture, much more remains to be done, espe cially in the devel op ment of  col lec tive capa bil i ties.
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Chapter 4

Prague to Istan bul: Ambi tion ver sus Reality

SACEUR Gen eral James L. Jones1

STEPS TOWARD TRANS FOR MA TION

M
y goal here is not to repeat what Gen eral Kujat said—although we agree com pletely on these
mat ters—but to out line what I see as the oper a tional chal lenges the Alli ance must con front as
it con tin ues its trans for ma tion.

The impe tus for trans form ing the Alli ance emerged with the ground break ing guid ance pro vided by
the Prague Sum mit in Novem ber 2002. With this guid ance—the clear est polit i cal guid ance I have seen in
my career—the Alli ance set the stage for its suc cess. I used to tell peo ple that NATO stood at a cross -
roads and faced a choice about which path it might take. Today, I can say with out hes i ta tion that the Alli -
ance has moved beyond that cross roads and has made tre men dous prog ress on the path toward the
end-state of  trans for ma tion. We have begun stream lin ing the NATO com mand struc ture by estab lish ing 
the Allied Com mand for Trans for ma tion and the Allied Com mand for Oper a tions as well as deac ti vat ing 
12 sub re gional head quar ters—a pro cess that will be com pleted later in 2004. NATO also made tre men -
dous prog ress in cre at ing and devel op ing the NATO Response Force (NRF), the con cept that will, more
than any thing else, be a path for trans form ing the Alli ance’s force struc ture. I am pleased to say that the
Alli ance has moved the NRF from con cept to real ity in less than a year, acti vat ing it in Octo ber 2003 at
Joint Force Com mand Brunssum.

While tak ing these steps, NATO has been simul ta neously engaged in three major oper a tions: In the
Bal kans, with SFOR in Bosnia and KFOR in Kosovo; in the Med i ter ra nean, with Oper a tion Active
Endeavor; and in Afghan i stan, with the Inter na tional Secu rity Assis tance Force. Just as impor tant,
NATO is also val i dat ing its strong mil i tary rela tion ship with the Euro pean Union. In Decem ber 2003,
the EU com pleted Oper a tion Con cordia in Mac e do nia, its first mis sion with recourse to NATO assets
and capa bil i ties. Ini tial plan ning also began in Jan u ary 2004 for the pos si ble hand over of  the SFOR mis -
sion in Bosnia to the EU, which would come under the aus pices of  the Berlin Plus Frame work.
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THE FOUR PIL LARS OF TRANS FOR MA TION

While 2003 marked an impres sive start to trans for ma tion, we must rec og nize that addi tional chal -
lenges must be con fronted if  NATO is to achieve the full prom ise of  the Prague Sum mit’s vision. Trans -
for ma tion is not sim ply mak ing changes in the Alli ance’s mil i tary forces. In my view, one must look at
trans for ma tion more holis ti cally across what I call the “four pil lars of  trans for ma tion.”

 The first pil lar is the one peo ple most readily rec og nize—tech nol ogy. Improve ments in capa bil ity
through tech nol ogy are allow ing today’s infan try bat tal ions to have the same capability as yes ter day’s
infan try reg i ments while at the same time plac ing fewer peo ple at risk on the bat tle field. 

But you can not take full advan tage of  tech no log i cal gains unless you tie them to the sec ond pil -
lar—new oper a tional con cepts, such as the NRF, that allow you to max i mize the gains in tech nol ogy.

The third pil lar of  trans for ma tion is adopt ing insti tu tional reforms. One chal lenge con front ing the
Alli ance today is its stra te gic deci sion-mak ing pro cess, a point that was brought to the fore front at the
infor mal Defense Min is te rial in Col o rado Springs in Octo ber 2003. It is log i cal, for exam ple, that the Alli -
ance might want to re-exam ine the way it makes deci sions in light of  the NRF’s expe di tion ary capa bil ity.

The last pil lar of  trans for ma tion is the adop tion of  better busi ness prac tices. We need to do a better
job of  man ag ing the resources we have and the pro cess through which we acquire capa bil i ties. Until we
can hon estly say that we have been good stew ards of  the resources we have been given, it will be dif fi cult
to go back to the nations and ask for more.

CHAL LENGES TO THE TRANS FOR MA TION PRO CESS

In light of  this holis tic view of  trans for ma tion, it has become clear to me that in the time I have had the 
priv i lege to serve at Mons, six chal lenges have threat ened to ulti mately derail our com mon efforts at
trans for ma tion.

The Capa bil ity-Usabil ity Gap

The first chal lenge is the dis par ity between capa bil ity and usabil ity that exists in NATO. While NATO
mem bers in the ory have an enor mous mil i tary capa bil ity avail able for use by the Alli ance, we have prob -
lems con vert ing this capa bil ity into usable forces. This is in some ways rep re sen ta tive of  the chal lenge we
face using a twen ti eth-cen tury force in the twenty-first-cen tury secu rity envi ron ment. We must change
from being static to being expe di tion ary, from hav ing a regional out look to being global, from engag ing
in war fare based on the prin ci ple of  “mass” to a new war fare based on pre ci sion, from a force based on
quan tity to one based on qual ity.

One way the Alli ance can help mem ber-nations is to better define NATO’s mil i tary require ments:
What is NATO’s min i mum mil i tary require ment for the twenty-first cen tury? Such a state ment of
require ments would assist nations in defin ing their own national require ments, and give the smaller
nations the oppor tu nity to develop the small but essen tial niche capa bil i ties such as com mand and con -
trol; com mu ni ca tions; com bat ser vice sup port; chem i cal, bio log i cal, radio log i cal, and nuclear defense;
CIMIC; and spe cial forces. For mer Sec re tary Gen eral Lord Rob ert son used to say that only 3% of  the
Alli ance’s mil i tary is actu ally deploy able. Our goal is to improve that num ber and to improve it sig nif i -
cantly, gen er at ing greater usabil ity from the forces we cur rently pos sess.

Lack of  Mil i tary Resources

A second chal lenge fac ing the Alli ance is the grow ing gap between mem ber-nations’ stated polit i cal
ambi tion—as defined by oper a tions cur rently under way or poised to com mence—and their will ing ness
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to pro vide proper resources for these oper a tions. We must find a way to fix this gap. Cur rently, not one
NATO oper a tion is fully resourced to the mil i tarily-nec es sary min i mum levels. Usu ally we receive con tri -
bu tions in the 70% to 80% range, but we con sis tently expe ri ence short falls in the stra te gic enablers so
vital to ensur ing mis sion suc cess. The force-gen er a tion pro cess is in urgent need of  reform.

One solu tion might be to pres ent the nations with the mil i tary require ments needed for an oper a tion
before they decide to exe cute it. Another solu tion could be the devel op ment of  a sus tain able rota tion
scheme based on the Defense Plan ning Ques tion naire and equity. With the imple men ta tion of  such a
con cept, nations would no lon ger be con cerned that a com mit ment of  troops might become open ended
if  a replace ment unit was not deployed in a timely man ner. Bridg ing the resource gap is not an issue of
capac ity—these forces exist and have been declared to NATO—but one of  usabil ity.

National Cave ats

After forces have been deployed to an oper a tion, a third chal lenge often ensues that fur ther lim its their 
usabil ity. This prob lem is known as “national cave ats,” a can cer that eats away at our oper a tional capa bil -
ity and our abil ity to accom plish our mis sions.

A national caveat is gen er ally a for mal writ ten restric tion that most nations place on the use of  their
forces. There are also unof fi cial “unwrit ten” cave ats imposed by mil i tary supe ri ors at home. NATO tac ti -
cal com mand ers usu ally know noth ing of  these unwrit ten cave ats until they ask a deployed sub or di nate
com mander to take an action and the com mander says, “I can not do this.” Col lec tively, these restric tions
limit the tac ti cal com mand ers’ oper a tional flex i bil ity. How ever, I am pleased to report that sev eral nations 
have made prog ress in mod i fy ing and elim i nat ing writ ten cave ats, but we must do much more if  we are to
suc ceed.

Tooth-to-Tail Ratios

The issue of  usabil ity is also a prob lem in the “tooth-to-tail ratios” fac ing all of  our oper a tions, the
fourth chal lenge. While NATO is striv ing to cre ate a twenty-first-cen tury mil i tary force, we are still
deploy ing logis tics in a twentieth-cen tury man ner. The tac ti cal com mander can not employ 30% to 40%
of  all the forces deployed to his oper a tion because they belong to “national sup port ele ments” that are in
fact not “trans ferred” to NATO com mand. What is par tic u larly frus trat ing is that in some cases capa bil i -
ties actu ally exist within national sup port ele ments that would fill some of  the crit i cal short falls in
NATO’s mil i tary require ments. While nations are gen er ous in offer ing these capa bil i ties to NATO on a
case-by-case basis, unless these units are under the NATO com mander’s oper a tional con trol they can not
always be avail able for use when we need them.

By sim ply trans fer ring these capa bil i ties to NATO author ity, nations could in some instances fill
short falls in crit i cal capa bil i ties. In the future, we must build and begin to use a mul ti na tional logis tics
con cept; if  we pro vide logis ti cal sup port more effi ciently, tac ti cal com mand ers will be able to use a
greater per cent age of  the over all deployed force to accom plish their pri mary mil i tary objec tives.

I would like to illus trate the insid i ous nature of  cave ats and our low tooth-to-tail ratios by exam in ing
our mil i tary mis sion in Kosovo, where approx i mately 19,000 troops are cur rently deployed. While this
may appear to be a large force, national cave ats restrict almost half  of  these troops in some way, either
from con duct ing crowd/riot con trol tasks or con duct ing inter-sec tor move ment within the KFOR area
of  oper a tions or pro tect ing prop erty. When we also con sider the troops deployed to Kosovo within
national sup port ele ments who are not trans ferred to NATO author ity, we see that the KFOR com -
mander in real ity has only between 5,000 and 6,000 sol diers fully avail able to him to con duct his mis sion.
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Lack of  Intel li gence

A fifth chal lenge is in the area of  intel li gence. Quite frankly, NATO intel li gence is at the mercy of
national intel li gence—what ever infor ma tion nations decide to share with the Alli ance is what we get.
Part of  the chal lenge we face in Kosovo is that we do not have suf fi cient intel li gence, either pro vided
directly by the nations or trans ferred to the NATO com mander in the ater to allow him to col lect, assess,
and pro cess it. SHAPE will soon be pre sent ing a pro posal to the nations for the estab lish ment of  a
NATO Anal y sis Cen ter, which would func tion sim i larly to the United States Euro pean Com mand’s Joint
Anal y sis Cen ter. A NATO Anal y sis Cen ter would be respon si ble for ana lyz ing and pro duc ing both stra -
te gic and regional intel li gence that would then be avail able for use by the Alli ance.

Inef fi cient Use of  Resources

The sixth and last chal lenge is a more gen eral one that con fronts all nations: Using resources more effi -
ciently. In rec og ni tion of  the real ity that most if  not all mem ber-nations will not be able to raise defense
spend ing, I have been rec om mend ing that nations main tain a floor for defense spend ing of  no less than
2% of  GDP. Such a floor would give nations the oppor tu nity to make cuts in their force struc ture, elim i -
nate out dated weap ons from their arse nals, close unneeded bases, and rein vest result ing sav ings into
remain ing forces, thereby increas ing over all capa bil ity and deployability. If  nations make these pain ful
cuts and do not rein vest the sav ings, a smaller, less capa ble force will result. True trans for ma tion means
becom ing more effi cient with the resources we have.

CON CLUD ING REMARKS

The six chal lenges I have out lined threaten to impede NATO’s efforts at trans for ma tion. While these
chal lenges may not have been appar ent even a year ago, it has become clear that they must be con fronted
and fixed if  trans for ma tion is to be fully real ized. Fail ing to do so will only delay the Alli ance from com -
plet ing its trans for ma tion. I believe it is better to be 80% cor rect and make things hap pen today than to be 
100% cor rect tomor row after the oppor tu nity has passed.

NATO’s goals are ambi tious and excit ing and I remain opti mis tic that we will find the right path. The
Alli ance has had a glo ri ous and suc cess ful his tory and I remain con vinced that its best days still lie ahead. 
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Chapter 5

Security Challenges of  Southern Europe 
And the Mediterranean

Admiral Giampaolo Di Paola1

I
t is a dis tinct plea sure to have the oppor tu nity to attend this work shop and to address such a dis tin -
guished audi ence con cern ing how the Ital ian armed forces look at the secu rity chal lenges of  South -
ern Europe and the Med i ter ra nean, a very crit i cal arena for global secu rity. Because secu rity is now a

global issue, global responses are needed, includ ing:

• Elab o rat ing new ways to effec tively cope with secu rity’s unpre dict able sce nar ios; 

• Ana lyz ing its trends; 

• Devel op ing long-term, com monly shared strat e gies as well as day-to-day focused responses to the
chal lenges.

CHANGES IN THE SECU RITY ENVI RON MENT

The dis rup tion of  what an Ital ian strat e gist called “the ele gant sim plic i ties of  the Cold War” has
resulted in pro found changes in the secu rity envi ron ment, pre sent ing an even more com plex sit u a tion
because of  the new actors and the emerg ing chal lenges. In addi tion, today’s secu rity risks and threats
involve ordi nary peo ple through out the world, mak ing global secu rity a dra mat i cally rel e vant polit i cal
issue.

The secu rity chal lenges of  South ern Europe and the Med i ter ra nean stretch well beyond their geo -
graphic bound aries; their geopolitical dimen sions encom pass the Atlan tic approaches to Gibral tar, the
Mid dle East, the Per sian Gulf, the Cau ca sus, and even Cen tral Asia. From a West ern point of  view, this
results in a “wider Med i ter ra nean” arena; from an East ern point of  view there is a “greater Mid dle East.”
How ever, both out looks fol low the his tor i cal per spec tive of  “bridges and cross roads” among cul tures. 

The growth of  civ i li za tions as well as the expan sion of  the great est empires have been cru cial fac tors
in devel op ing the “com mon space” of  the region. Today’s “wider Med i ter ra nean com mon space” incor -
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po rates hun dreds of  mil lions of  peo ple from many dif fer ent cul tures who are now liv ing in tens of  dif -
fer ent states, some of  which orig i nated very recently and are sub ject to strong exter nal pres sure. The
region has remark able dissymmetry in demo graphic trends as well as in its eco nomic and polit i cal devel -
op ment. It also has an aston ish ing con cen tra tion of  nat u ral resources, vital for the devel op ment of  the
planet.

Since the Cold War’s polit ico-mil i tary water shed, the area has been regain ing its his tor i cal bridg ing
abil ity. This offers greater oppor tu ni ties, but it also pres ents new and old secu rity chal lenges. From a
polit i cal stand point we are wit ness ing the two oppo site phe nom ena of  inte gra tion and frag men ta tion.
While frag men ta tion often implies insta bil ity, inte gra tion is a more dif fi cult pro cess to han dle, and we
there fore con sider the Euro pean Union pro ject a suc cess story that con tin ues to gain momen tum.
Europe is now expand ing both east and south, cre at ing a strong, uni fied polit i cal area that pro jects sta bil -
ity, par al lel ing the expan sion of  NATO, another deeply engaged, reli able source of  sta bil ity.

CON TIN U ING INSTA BIL ITY

Despite these steps for ward, insta bil ity and inse cu rity con tinue to dom i nate the wider Med i ter ra nean
region. Insta bil ity has resulted from a vari ety of  threats, above all ter ror ism and the pro lif er a tion of
weap ons of  mass destruc tion—which are fos tered both by rogue states and those “black holes” of  the
planet we call “failed states”—and from reli gious fanat i cism and orga nized crim i nal groups. The area is
also a breed ing ground for ille gal traf fick ing of  weap ons, drugs, and human beings, and for the uncon -
trolled move ments of  peo ple, includ ing mass migra tions. In addi tion there are eth nic and reli gious con -
flicts; fights for vital resource con trol; and polit i cal, social, and eco nomic under de vel op ment that deeply
affects every day life in soci ety. Insta bil ity and uncer tainty dom i nate the South ern Region. 

At the pres ent time, the Mid dle East is fun da men tally unsta ble. The Israeli-Pal es tin ian ques tion
remains the cen tral prob lem, and the war in Iraq con tin ues to pres ent great uncer tainty. Fur ther to the
east, Afghan i stan’s tran si tion to a sta ble dem o cratic state is still far off, and most of  the newly emerged
states in the Cau ca sus and Cen tral Asia con tinue to engage in dis putes with their neigh bors or have eth -
nic-minor ity prob lems that impede build ing a sta ble soci ety. In addi tion the con trol of  nat u ral resources
has assumed great impor tance as has the offen sive actions of  fun da men tal ist and ter ror ist groups. The
dra matic events of  Sep tem ber 11, 2001, and the con tin u ing and esca lat ing ter ror ist threats illus trate the
deter mi na tion of  ter ror ist orga ni za tions to pose a stra te gic chal lenge to our secu rity.

SIM I LAR I TIES AND DIF FER ENCES WITH 
THE COLD WAR ENVI RON MENT

Just what are the main fea tures of  this chal lenge to our secu rity? Many observ ers have rightly argued
that the cur rent secu rity sce nario is dra mat i cally dif fer ent from that of  the Cold War period. But I won -
der, and I would like to raise the ques tion, what has really changed com pared to the past? What are the
anal o gies? What are the dif fer ences?

The cur rent chal lenge has sev eral things in com mon with the old chal lenge. For exam ple, there are still
two main stra te gic actors: West ern cul ture, based on dem o cratic val ues, and a “global com pet i tor,” ter -
ror ism. How ever, con fron ta tion between the two does not run along a geo graphic axis: It is rooted in
diverg ing cul tural visions. These visions, unlike those of  the Cold War con fron ta tion, do not stem from
homo ge neous cul tural val ues, which adds another ele ment of  com plex ity to the con fron ta tion.

As in the Cold War, Europe may become the “water shed” arena of  con fron ta tion, since it is directly on 
the line of  attri tion—a line that our open soci et ies, with their open cul ture and open econ omy, have great
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dif fi culty pro tect ing. The recent ter ror ist attacks in Madrid remind us that the south ern Euro pean coun -
tries are par tic u larly exposed. 

On the basis of  these anal o gies and facts, it clearly appears that the U.S. and Europe are fac ing, once
again, a global threat from an actor that is capa ble of  imple ment ing global strat e gies, includ ing the recent
attempts to decou ple the U.S. from Europe.

Such are the sim i lar i ties. But what are the dif fer ences?
First of  all, there is the great dif fi culty in iden ti fy ing our antag o nist: He is not a state, nor an alli ance,

nor a ter ri tory, but is very often among us, and lives close by. Our enemy does not have an army that we
are accus tomed to, and we can not put a num ber on its divi sions and its arse nals. Our enemy also does not
wage war in the tra di tional sense, but spreads ter ror and uncer tainty all over the world, weak en ing the will
and the fab ric of  our soci et ies and our deter mi na tion to stand up to the threat.

Many years ago, a well-known doc u ment, the Harmel Report, which served for a long time as a major
source of  inspi ra tion for NATO pol icy, rec om mended a strong defense pol icy but also dia logue and con -
struc tive coop er a tion with the East ern Bloc, our com pet i tor at that time. This strat egy, in the long run,
was very suc cess ful, and I won der now if  it is pos si ble to use the guide lines of  the Harmel Report to
design future effec tive strat e gies to cope with the new global threat. How ever, the nature of  our pres ent
com pet i tor demands dif fer ent approaches for imple ment ing those prin ci ples.

A NEW APPROACH TO THE NEW CHAL LENGES

As far as coop er a tion is con cerned, we must adopt an indi rect approach; our enemy is not a state, but
he can use a ter ri tory as a safe heaven or, as in the pre vi ous sit u a tion in Afghan i stan, rule a state. Our strat -
egy should be to estab lish strong, reli able, con crete cooper a tion with coun tries in which the threat can
breed. Since mil i tary deter rence does not work against ter ror ism, and since we are not fac ing a reg u lar
army, when the sit u a tion demands it we must directly and res o lutely apply mil i tary power to neu tral ize its
effect.

In light of  the above, it appears even more evi dent that Europe must reaf firm and strengthen its secu -
rity links with the U.S., build ing on the trans at lan tic part ner ship that has been forged over 45 years. This is 
the most appro pri ate response to the new secu rity chal lenges. Con fi dence-build ing ini tia tives will play a
cru cial role in bridg ing the con fi dence gap and pre vent the reemergence of  new divid ing lines while fos -
ter ing part ner ship and co-oper a tion.

THE NEED FOR INTER NA TIONAL COOP ER A TION

A global approach to secu rity can be devel oped only with the strong com mit ment of  the inter na tional
com mu nity and through the inte grated use of  a wide array of  tools—polit i cal, eco nomic, dip lo matic,
and, when nec es sary, mil i tary. A multidisciplinary, fully inte grated approach will lead to a wide spec trum
of  coher ent pre ven tive strat e gies, includ ing intel li gence, civil and mil i tary coop er a tion, dip lo matic and
eco nomic lever age, human i tar ian aid, edu ca tion, police mentoring, and, last but not least, a robust and
phased pub lic infor ma tion cam paign.

To this end, NATO and the EU will both play sig nif i cant roles, with ini tia tives such as NATO’s Med i -
ter ra nean Dia logue and EU’s Euro-Med i ter ra nean Part ner ship aimed at fos ter ing con fi dence. Italy rec -
og nizes the great impor tance of  both of  these orga ni za tions and is deeply engaged in the pro cess of
improv ing their effec tive ness, strength en ing their polit i cal dimen sions, fos ter ing their complementarity,
and help ing to real ize their related ini tia tives. 

At the Prague Sum mit, Alli ance lead ers agreed on a pack age of  mea sures to upgrade the Med i ter ra -
nean Dia logue; the pack age is aimed at strength en ing and deep en ing rela tions with Med i ter ra nean Dia -
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logue part ners that have the poten tial to fun da men tally change the nature of  the rela tion ship between
NATO mem bers and Part ners in the wider Med i ter ra nean region. 

Con cur rently, the EU is advanc ing and deep en ing the Euro-Med i ter ra nean Part ner ship in order to
increase its effec tive ness and is work ing to bring about a stra te gic part ner ship with the Med i ter ra nean
and the Mid dle East.

The U.S. is also pro mot ing an impor tant Med i ter ra nean-region pro cess known as the Greater Mid dle
East Ini tia tive. This pro posal aims to bring about a com pre hen sive, long-term com mit ment to the region
and has been work ing toward that goal dur ing the last two years through key pol icy speeches by Pres i dent
Bush and other senior admin is tra tion fig ures and by focus ing on democ ra ti za tion, eco nomic reform, and 
edu ca tion. The pro posal has gen er ated strong debate and prom ise and the next EU-U.S., G8, and NATO
sum mits will add to the syn ergy of  this and other related ini tia tives.

Sim i lar dis cus sion and debate is under way with Gulf  Coop er a tion Coun cil coun tries and with other
Mid dle East ern coun tries inter ested in coop er a tion with both NATO and the EU. For exam ple, at the
Atlan tic Coun cil meet ing in March 2004, the Ital ian Min is ter of  For eign Affairs sub mit ted a vision paper
called “Toward the Istan bul Sum mit.” This doc u ment pro poses sev eral coop er a tion ini tia tives, includ ing
a national forum for con sul ta tion on secu rity and defense, a mul ti lat eral net worked and expand able archi -
tec ture, and link ing up with the forth com ing Euro pean edu ca tional net work. Italy also favors a new
coop er a tion ini tia tive aimed at all greater Mid dle East region gov ern ments inter ested in form ing a secu -
rity part ner ship against the com mon threat of  fun da men tal ism. In addi tion, Italy is strongly pro mot ing
syn ergy between NATO’s and the EU’s Med i ter ra nean ini tia tives through national activ i ties. 

THE MILITARY DIMEN SION

Besides tak ing part in many bilat eral and mul ti lat eral mil i tary activ i ties, includ ing train ing, exer cises,
and oper a tions, with south ern Med i ter ra nean coun tries, since 1996 Italy has also been orga niz ing a bian -
nual Sea-power Regional Sym po sium for the navies of  the Med i ter ra nean and the Black Sea. Because
secu rity some times requires a mil i tary dimen sion, such activ i ties are nec es sary, and the inter na tional
com mu nity’s grow ing com mit ment to peace and sta bil ity and fight ing ter ror ism must be backed by the
avail abil ity of  the mil i tary com po nent. Cri ses and inter ven tions are cur rently mul ti ply ing, how ever,
stretch ing thin the resources that can be counted on, and mak ing it more dif fi cult to have an ade quate
reserve capac ity at the ready. 

The mul ti na tional dimen sion of  mil i tary efforts is there fore a neces sity as well as a polit i cal oppor tu -
nity, pro vided it is devel oped with out a dupli ca tion of  efforts. Secu rity orga ni za tions such as NATO and
the EU are now coor di nat ing their efforts in order to develop mil i tary capa bil i ties to deal with new risks
and threats. Key to this work is effec tive interoperability, and since NATO has a record of  suc cess in this
field, in my opin ion it must con tinue to main tain the lead ing role. While the EU is also strongly com mit -
ted to devel op ing interoperability, it can not be achieved with out using NATO as a ref er ence.

As far as new capa bil i ties are con cerned, High Readi ness Force Head quar ters, the NATO Response
Force, and the EU Bat tle Group are all trans form ing the oper a tional field. The Ital ian armed forces are
strongly com mit ted to these ini tia tives, and I would like to state that both Ital ian NATO HRF
HQs—land and navy—are already fully oper a tional.

But an impor tant part of  fos ter ing multinationalism is avoid ing dupli ca tion of  effort. To this end I
believe that EUROFOR and EUROMARFOR, cre ated in the ESDI per spec tive, should be rap idly inte -
grated into the wider EU ESDP con text. 

How ever, mul ti na tional ini tia tives are not lim ited to the NATO and EU frame works. The Pro lif er a -
tion Secu rity Ini tia tive (PSI), for instance, a “coali tion of  the will ing” arrange ment aimed at cop ing more
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effec tively with WMD ille gal traf fic, is a suc cess ful exam ple. Recently Italy hosted two exer cises, one air
and one mar i time, that under lined the need for the mil i tary to deepen its coop er a tion with all per ti nent
civil agen cies. 

Coun ter ing global ter ror ism requires a num ber of  essen tial mil i tary capa bil i ties: Advanced C4I capa -
bil i ties, the abil ity to rap idly pro ject forces, jointness and multinationality—and there fore
interoperability—effec tive ness, high qual ity, civil mil i tary coop er a tion (CIMIC) units and spe cial forces.
These capa bil i ties are part of  the goal of  the Net work Centric War fare con cept. But to reach this goal
there needs to be a very strong col lec tive com mit ment from NATO and EU mem bers as well as a com -
mit ment to pre vent the U.S.–Europe oper a tional gap from get ting so large that joint oper a tions would no
lon ger be pos si ble. The Ital ian armed forces, while play ing a major role in the mul ti na tional effort to build 
peace and sta bil ity and fos ter mil i tary coop er a tion with the mil i tary part ners of  NATO and the EU, are
strongly com mit ted to this vital objective.

New mil i tary capa bil i ties, and the way they are cre ated, affect not only the pos si bil ity for NATO and
EU forces to effec tively deal with the emerg ing threats, but also, on a wider level, their abil ity to play the
role of  mil i tary facil i ta tors, fos ter ing mul ti na tional efforts, interoperability, and coop er a tion among
nations. Nei ther NATO nor the EU can afford to fail to meet these chal lenges.

CON CLUD ING REMARKS

The wider South ern Region, includ ing the Med i ter ra nean and the greater Mid dle East, is home to a
great many twenty-first-cen tury secu rity chal lenges. This is the new secu rity fron tier for NATO and
Europe. To meet these chal lenges, we must craft a com pre hen sive strat egy based on five crit i cal points:

• Strength en ing the polit i cal dimen sion of  the Med i ter ra nean Dia logue based on a sense of  joint own -
er ship of  the ini tia tive; and also tack ling secu rity issues of  com mon inter est to all par tic i pants (ter -
ror ism, proliferation, orga nized crime, drugs and human traf fick ing, the Israeli-Pal es tin ian cri sis).

• Enhanc ing con crete coop er a tion (a mar i time ini tia tive is an easy first step).

• Seek ing full complementarity between NATO’s Med i ter ra nean Ini tia tive and the EU’s Euro-Med i -
ter ra nean Part ner ship. 

• Broad en ing the south ern hori zon toward the greater Mid dle East by weld ing together the Med i ter -
ra nean Secu rity Ini tia tive and the pro posed Greater Mid dle East Secu rity Ini tia tive.

• Trans form ing our armed forces to enable greater oper a tion readi ness, avail abil ity, and deployability
in order to make them more able to sup port our polit i cal strat egy in the South ern Region and to
defeat ter ror ism.

It is an ambi tious goal, but with NATO, Europe, and the mod er ate and will ing coun tries of  the region
work ing together, we can reach it.
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Chap ter 6

Enhanc ing the Effi ciency of  Peace Oper a tions

Vice Admiral Tarmo Kouts1

I
 would like to start my remarks by briefly describ ing, from the per spec tive of  a task force com -
mander, the envi ron ment in which an expe di tion ary oper a tion is likely to be con ducted. Then I will
move to the stra te gic level and address the same issues from a dif fer ent angle. All of  my obser va -

tions are based on expe ri ence, through Esto nia’s par tic i pa tion in peace keep ing mis sions in the Bal kans
since 1994, in Afghan i stan since 2003, and in the ongo ing Iraq oper a tions, as well as from numer ous
observer mis sions over the last decade. In sum, my obser va tions are based on Esto nia’s expe ri ences con -

trib ut ing to peace and sta bil ity world wide.

THE LIKELY EXPE DI TION ARY ENVI RON MENT

The most prob a ble oper a tion will be con ducted by a mul ti na tional task force oper at ing under an
unclear or a ques tion able man date. This task force will likely be deployed into a failed state or a state on
the brink of  frag men ta tion. Oppos ing forces are likely to be tech no log i cally infe rior, prob a bly lack ing a
cen tral ized com mand, but they will use asym met ric war fare. The mis sion of  the inter ven ing sta bi li za tion
task force could be any thing from secur ing disas ter relief  to forc ible entry to stop a mas sa cre, as we did in

the Bal kans.
Regard less of  which aus pices the oper a tion is con ducted under—the UN, NATO, or a coali tion of

the will ing—there are some key aspects to bear in mind.
First and fore most, the oper a tion should be focused on restor ing the local polit i cal pro cess and eco -

nomic life. We, the mil i tary, can stop vio lence, but we can not pre vent crim i nal activ i ties from inter twin ing 
with peo ple’s daily life. That is what hap pened in Kosovo, where orga nized crime is tak ing con trol of  the
coun try and the peo ple—fam ily by fam ily.

With out the local polit i cal pro cess in place, the mil i tary will be forced to stay in the area for a con sid er -
ably lon ger period, per haps 20 years, dur ing which time a gen er a tion will grow up with out a pos i tive
vision of  its future, because the peo ple were deprived of  the right and obli ga tion to take care of  their
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coun try. This gen er a tion will learn not to play, but to fear, to hate, and to fight —which is what hap pened
in Afghan i stan, a coun try that has been fight ing since 1980. More than one gen er a tion has grown up in
Afghan i stan with out any peace time skills, with out any pos i tive idea about the future. What, then, will they 
pass on to their chil dren?

With out a pru dent econ omy in place, a sur ro gate shadow econ omy will bloom. This econ omy will be
based on cul ti vat ing and trad ing drugs within coun tries and fam i lies; and trad ing drugs across the very
same bor ders that we, the mil i tary, are to guard. States can oper ate only with a via ble econ omy, because
oth er wise there will be no means of  sus tain ing state hood. Only drugs and ter ror emerge from a dis ap -
pointed, war like envi ron ment.

In order to rebuild a state, there fore, one must first take nearly air tight con trol of  its bor ders, as we did
in Esto nia in 1989, and develop the essen tials of  a state appa ra tus as well as deal with the pri mary con -
cerns of  the peo ple—pub lic safety and social secu rity. Legit i mate power must be cred i ble and use ful, or
the peo ple will not accept their lead ers’ right to gov ern them. We see the man i fes ta tion of  this prob lem in
today’s Iraq, Kosovo, and Afghan i stan.

ISSUES TO BE ADDRESSED

I would now like to dis cuss sev eral les sons learned from numer ous fail ures and some suc cess ful peace
oper a tions dur ing the last 50 years.

• First, the legit i macy of  inter ven tion, both in legal and moral terms. The abil ity of  the on-scene force
com mander is seri ously ham pered when he and his men have doubts about the legal ity and jus ti fi ca -
tion of  their actions. We must con tinue work ing on devel op ing a solid polit i cal and legal frame work
to address the issue of  human i tar ian inter ven tion, because there is dif fi culty in rec on cil ing respect
for sov er eignty, the cor ner stone of  the mod ern inter na tional sys tem, and the moral obli ga tion of
dem o cratic states to pro tect human rights.

• Sec ond, the appro pri ate ness of  the mil i tary instru ment. There is a say ing in Eng lish: “If  the ham mer 
is your only tool, every prob lem looks like a nail.” For all too long the mil i tary has been con sid ered
the hand i est instru ment to do every thing. While I don’t ques tion the pol i cies of  mil i tary inter ven -
tion, I do have to ask how far we can go task ing the mil i tary with nation build ing. Which capa bil i ties
can rea son ably be devel oped within the mil i tary and which should be han dled by another entity?

• This leads to my third point, namely, the clear ness of  mis sion. The very nature of  mil i tary plan ning
implies that a clear objec tive or a clearly defined end state must be set, because it is from that end
state that mis sion-capa bil ity require ments are derived and an appro pri ate force pack age is com piled.
Ambi gu ity of  mis sion will as a rule be reflected in all sorts of  cave ats, which nations tak ing part in
the mis sion must put on their forces. As time for plan ning dwin dles, now and even more in the
future, we will see the need for close and coor di nated coop er a tion between polit i cal deci sion-mak ers 
and mil i tary lead ers to pro vide exper tise. Toward that end, the NATO Mil i tary Com mit tee is cur -
rently work ing to stream line deci sion-mak ing pro cesses and to make sure that polit i cal and mil i tary
plan ning are con ducted in par al lel, not sub se quently, as they have been so far.

POS SI BLE SOLU TIONS

Now let me turn to a cou ple of  sug ges tions. The idea of  estab lish ing a NATO sta bi li za tion and recon -
struc tion force was raised by Dr. Binnendijk. I would like to elab o rate a bit on this. Ear lier I said that the
most prob a ble oper a tion would deal with asym me tries and low-inten sity, soft-end secu rity risks, such as
those we see now in Iraq and Afghan i stan. But the response to these risks can not be more high-tech giz -
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mos within the exist ing par a digm—we need to rad i cally change our think ing and develop a uni fied con -
cep tual basis for all secu rity-pro vid ing agen cies that are involved in the very com plex pro cess of
nation-build ing. That con cept should depart from the capa bil i ties-based approach across the whole
spec trum of  actors, from, say, para med ics to law enforce ment to the mil i tary, thus enabling us from the
ini tial plan ning stage to pull together a task force best suited to address the prob lem at hand. This
approach would also enable us to recon fig ure the task force when ever nec es sary to respond quickly to
changes on the ground, thereby avoid ing the worst night mare of  any mil i tary com mander—mis sion
creep, which is what hap pened in Soma lia and Srebrenica.

Last but not least, there has been a lot of  talk about capa bil i ties dur ing the last sev eral years. I am afraid
that not all pol i ti cians, dip lo mats, and mil i tary per son nel always under stand the word’s mean ing in the
same way. From a purely mil i tary per spec tive, I would say that capa bil ity can not be sep a rated from the
struc ture that is car ry ing it. 

Judg ing from the past, divi sions will not always be deployed, but rather bat tal ion-size bat tle groups
with organic sup port ele ments far big ger than those for in-line bat tal ions, in order to com pen sate for a
miss ing bri gade or divi sion. There fore, con sid er ing the increas ing need for force flex i bil ity, we may need
to rethink the tra di tional way of  look ing at the force struc ture: Not see ing bat tal ions as pre-struc tured
line units, but rather as an admin is tra tive frame work for pro duc ing and main tain ing pock ets of  com pe -
tence. If  the same approach is applied across all actors involved, we may actu ally reach the level of  flex i -
bil ity and respon sive ness needed to deal with rap idly chang ing sit u a tions on the ground.
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Chapter 7

Stra te gic Con cepts for the Iraq War, Con flict in the
Mid dle East, & the Global Strug gle Against Ter ror ism

General Gerhard Back1

THE CON TRI BU TIONS OF ISAF

I
n the time allot ted to me, I hope to pro vide you with a better appre ci a tion of  the con tri bu tion we are
mak ing in Afghan i stan. But as you know, the global war on ter ror ism is a many-headed hydra, and
my topic today, the Inter na tional Sta bi li za tion Force, or ISAF, in only one crit i cal part. Oper a tion

Endur ing Free dom con cen trates on hunt ing down ter ror ists in high-inten sity war-fight ing are nas, while
ISAF tends towards the peace sup port, sta bi li za tion, and recon struc tion end of  the spec trum. Both of
these ini tia tives, how ever, seek the same result for Afghan i stan— namely, nation hood and democ racy. As 
Com mander-in-Chief  of  the NATO Regional Head quar ters Allied Forces North, I have oper a tional
com mand of  the NATO-led oper a tion in Afghan i stan. It is my great plea sure to clar ify the role of  the
NATO force in Afghan i stan.

Let me begin by remind ing you that, though NATO took over the com mand of  ISF in August of
2003, the Inter na tional Sta bi li za tion Force in Afghan i stan was estab lished fol low ing the Decem ber 2001
Bonn Sum mit on Afghan i stan, which resulted from the U.S.-led coali tion engag ing in Oper a tion Endur -
ing Free dom in the wake of  Sep tem ber 11. It is impor tant to remem ber that the inter na tional com mu nity
came to be in Afghan i stan because of  the global strug gle against ter ror ism. The coali tion was formed to
attack and destroy inter na tional ter ror ism in its adopted heart land and sub se quently agreed to address
the wider issues of  Afghan sta bil ity and devel op ment, gov er nance and secu rity, and democ ra ti za tion. Its
intent was to deal with these issues in a way that ter ror ist or ter ror ist-linked move ments could no lon ger
find ref uge or a base in that coun try.

There fore, although ISAF’s mis sion is dis tinctly dif fer ent from Oper a tion Endur ing Free dom’s, it is
closely linked and seeks to real ize its ambi tions for Afghan i stan. Its Mis sion State ment includes “Assist -
ing the Afghan Tran si tional Author ity (ATA) in the main te nance of  secu rity in Kabul and its sur round ing 
areas so that the ATA as well as United Nations Mis sion per son nel can oper ate.” If  you keep this Mis sion
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State ment in mind, you will see that ISAF enables the effec tive oper a tion of  the ATA and the UN in
Afghan i stan, a mark edly dif fer ent role from, say, that of  KFOR in Kosovo.

Since Decem ber 2001, ISAF has been man dated by the UN Secu rity Coun cil to deploy to the Kabul
area; more recently it has also been man dated to deploy to Konduz, north of  the Hindu Kush. In the near
future, the ISAF’s reach will extend to the north, and in the long term may oper ate coun try wide. Indeed
one can envis age ISAF fus ing with Oper a tion Endur ing Free dom through out Afghan i stan, though such
an occur rence is still some time off. Such expan sion is nec es sary in order to sup port the author ity of  the
Afghan Cen tral Gov ern ment beyond the envi rons of  Kabul; with out such sup port it will be dif fi cult for
the gov ern ment to oper ate.

Pro vin cial Recon struc tion Teams (PRTs)

Expan sion will take place through the so-called Pro vin cial Recon struc tion Teams, or PRTs. Ide ally
these are con ducted by one nation—a lead nation—with oth ers in sup port, and their prin ci pal task is to
pro vide a cred i ble secu rity pres ence. Such work is achieved through com bined mil i tary/civil ian teams of
between 50 and 200 peo ple who oper ate in a num ber of  key loca tions across the coun try. Grad ual expan -
sion will per mit the ISAF to cre ate a frame work of  PRTs in an increas ingly wider area of  Afghan i stan.
This area, approx i mately the dis tance between War saw and Paris, cur rently has no sup port ing infra struc -
ture and does have sig nif i cantly chal leng ing topog ra phy. The PRTs will bring in addi tional troops and
sup port, includ ing for ward oper at ing bases and for ward sup port bases hous ing med i cal facil i ties.Though 
we are encoun ter ing dif fi cul ties in the gen er a tion of  these forces and equip ment, I will not go into the
spe cific prob lems. The Supreme Allied Com mander has addressed that issue, in the full gaze of  the inter -
na tional com mu nity and the media. In fact, SACEUR and the Sec re tary Gen eral of  NATO are cur rently
busy con vinc ing nations of  the crit i cal need to pro vide the tools nec es sary to do the job, and, impor tantly, 
to pro vide them in a timely fash ion. His pre dic a ment rather reminds me of  the dif fi cul ties that Harry S.
Tru man faced, which prompted his famous quote: “…I sit here all day try ing to per suade peo ple to do the 
things they ought to have sense enough to do with out my per suad ing them…”

Sup port ing Voter Reg is tra tion and the Elec tion Pro cess

Once we have cre ated the PRT frame work, ISAF will be in a posi tion to take on another impor tant
task: Sup port ing the sched uled elec tion pro cess. Orga niz ing the elec tions is in the hands of  the United
Nations Mis sion, UNAMA, as is the voter reg is tra tion pro cess and orga niz ing sub se quent elec tions.
Pres i dent Karzai requested that NATO/ISAF sup port the elec tions pro cess, and we will do so within our 
means and capa bil i ties. How ever, pre serv ing a secure envi ron ment in which free and fair elec tions can

take place lies with the Afghan secu rity forces. 
Suc cess of  both the voter reg is tra tion and the elec tion pro cess depends not only on a cli mate of  calm

in the coun try but also on the exis tence of  con di tions in which vot ers can cast their vote freely and fairly.
Ulti mately this depends on care ful and detailed plan ning and orga ni za tion, but NATO alone can not
ensure secu rity. Indeed, nei ther NATO nor ISAF can abso lutely ensure secu rity, not because of  unwill -
ing ness or a lack of  capa bil ity but because of  the con straints inher ent in the UNSC man date. The role
envis aged for ISAF is the only role it can play. So through its gen eral mil i tary pres ence in cer tain key loca -
tions—car ried out through ran dom patrols, aerial sur veil lance, intel li gence gath er ing, and polit i cal
engage ment—ISAF will assist in gen er at ing the most secure envi ron ment pos si ble.

Both the Afghan secu rity forces and the UNAMA elec tion offi cials face a daunt ing task: To pro tect
and man age approx i mately 4,300 poll ing sta tions in Afghan i stan. We will do all that is pos si ble to sup port
this vital activ ity within the scope of  our man date.
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Chap ter 8

Post-Iraq War Challenges: An Operational Perspective

Gen eral Rich ard Wolsztynski1

I
 would like to focus on defin ing the main post-Iraq war chal lenges the inter na tional com mu nity is
now fac ing from a mil i tary stand point. First, a wider range of  threats has refo cused our atten tion on
the poten tial for new forms of  attack. The need is even greater than it has been for a global guar an tee 

of  secu rity and for the defense of  our cit i zens’ inter ests. The cur rent threats are unpre dict able, even dur -
ing mil i tary oper a tions, and are per pe trated on a world wide scale. The lat est events in Iraq dem on strate
the effi ciency of  the asym met ri cal attack, and it is clear we face a com plex envi ron ment.Sec ond, the end
of  the war in Iraq enhanced the need for strong coop er a tion in order to restore peace and sta bil ity within
a regional orga ni za tional frame work.

MEET ING THE CHAL LENGES

The chal lenges to restor ing peace and sta bil ity fol low ing mil i tary oper a tions are mul ti fac eted and
com plex. But we need to involve the regional actors as early as pos si ble to pro vide sta bil ity. Events in Iraq
have reminded us that there is no lon ger a clear dis tinc tion between secu rity and defense, and that a global 
response is needed. But a mil i tary response is only one part of  the cri sis—we must worry about the Alli -
ance’s inter ests and take full advan tage of  regional coop er a tion at the mil i tary, eco nomic, cul tural, and
polit i cal lev els by estab lish ing new part ner ships with for mer adver sar ies and by using mod ern tech nol o -
gies, includ ing intel li gence gath er ing and anal y sis.

In order to pre pare for the unex pected, we also need to coor di nate closely with allies in the field of
home land secu rity. Regional coor di na tion is prac ti cally man da tory to pro mote true oper a tional effi -
ciency. In addi tion, we must remem ber that respon sive ness has always been a key fac tor before and dur -
ing a cri sis. If  we need to focus on mobil ity, interoperability, and inno va tive tech nol ogy, we need to
pro vide real-time man age ment to allow forces to make very quick tran si tions from one phase to another.

The Euro pean states are now coor di nat ing their efforts because they know that, if  they want to meet
the asym met ri cal dan gers of  the future, they must prac tice trust and main tain part ner ships. They must
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also, as they have in the past, share knowl edge within regional orga ni za tions (EURAC is a good exam ple
of  this).

In order to reach these goals, we need to develop better, more inte grated intel li gence capa bil i ties so
that we can pro vide timely, accu rate infor ma tion con cern ing threats, wher ever they may emerge. We must 
be able to cover the entire spec trum of  mil i tary tasks so that we have true oper a tional con sis tency.

In addi tion, we must improve the way civil ian and polit i cal mul ti na tional orga ni za tions work together,
and employ well-trained peo ple who are knowl edge able about com plex mil i tary tools. 

All of  us need to address these issues—we need to under stand what is within NATO and what is
within Europe. This under stand ing will enhance mul ti na tional and regional coop er a tion and help us to
face future chal lenges. As for the air force, one of  our main tasks will be to fore see the nature of  future air
oper a tions and the way these oper a tions will be con ducted in joint and mul ti na tional con texts.

THE NEED FOR INTER NA TIONAL COOP ER A TION

All of  these thoughts lead to sev eral ques tions:

• How can we coor di nate our efforts to better involve regional actors in future cri ses?

• What assets do we need to guar an tee the respon sive ness and readi ness that are expected of  us?

• How can we improve regional exer cises to har mo nize mil i tary require ments and stan dards?

• How do we main tain and, in some cases, rein force the level of  interoperability among our forces?

All of  us need to address these ques tions in order to iden tify and face the chal lenges of  tomor row. If
we want to suc cess fully con front a wider range of  unpre dict able threats, we need to share knowl edge
with and increase trust in a wide range of  regional orga ni za tions. We also need to deter mine what future
mil i tary oper a tions might be and how they will be con ducted in joint, mul ti na tional, and inter agency con -
texts.

To answer these ques tions, and to face all the chal lenges, all air forces must remain strongly com mit ted
to inter na tional coop er a tion.
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Chap ter 9

Confronting the EU's New Threats: 
The Global Approach to Crises

Lieu ten ant Gen eral Jean-Paul Perruche1

OPEN ING REMARKS

T
he sub ject of  my pre sen ta tion was inspired by the Euro pean secu rity strat egy that was pro posed
by Dr. Javier Solana and approved by the Euro pean Coun cil in Decem ber of  2003. But I would
like to begin by high light ing what in my view is the most impor tant state ment in this doc u ment:

“As the union of  25 states with over 450 mil lion peo ple pro duc ing a quar ter of  the world’s gross national
prod uct, the Euro pean Union is inev i ta bly a global player. It should be ready to share in the respon si bil ity
for global secu rity and in build ing a better world.”

The doc u ment this state ment is part of  iden ti fies the poten tial key threats to global secu rity: Ter ror -
ism, the pro lif er a tion of  weap ons of  mass destruc tion, regional con flicts, state fail ure, and orga nized
crime. These threats are more diverse and more com plex if  dematerialized, and they take advan tage of
the increas ing vul ner a bil ity of  our devel op ing soci et ies.

 THE NATURE OF GLOBAL THREATS

Ter ror ism is dif fi cult to define. Its def i ni tion has become blurred as its roots and actions have diver si -
fied. Except for the fact that it always destroys, ter ror ism in Kosovo is dif fer ent from ter ror ism in
Chechnya, which is dif fer ent from ter ror ism in Iraq. The def i ni tion of  ter ror ism depends on per spec tive,
and this can be an advan tage to ter ror ists. It also is indis tinct because it rests on diverse peo ples, local i ties,
modes of  action, and objec tives. 

There is sim i lar uncer tainly regard ing the pro lif er a tion of  weap ons of  mass destruc tion. While some
mon i tor ing of  the devel op ment of  nuclear weap ons is being car ried out, not as much is being done on
the devel op ment of  chem i cal and bio log i cal weap ons. 
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As far as failed states and regional con flicts are con cerned, they are a very destabilizing phe nom e non
for world secu rity, and pave the way for orga nized crime and ter ror ism. The link between crim i nal mafia
activ ity and weak or failed states is now clear. To con front these new secu rity chal lenges, the struc tured,
well-equipped armed forces in our devel oped soci et ies are being rein forced. We need them to prop erly
pro tect and defend both our cit i zens at home and our nation als abroad, as well as to han dle under handed
and unex pected attacks against our peo ple and our armed forces that may take place any where in the
world.

STRENGTH EN ING THE EU

Our secu rity chal lenges are wor ri some to the EU. Our orga ni za tion is being con fronted with these
risks at a time when its com mon for eign and secu rity pol icy is still devel op ing. So we must main tain and
enhance our sol i dar ity as we enlarge with new mem ber-states and con tinue to clar ify our polit i cal vision.
In addi tion, because insta bil ity can have a direct impact on the Euro pean Union in the areas of  migra tion, 
pro lif er a tion of  harm ful net works, and the spread of  ter ror ist orga ni za tions in devel op ing areas, we must 
use all the capa bil i ties at our dis posal and adopt a global approach.

The adap ta tion of  our mil i tary per son nel has already begun: We have adjusted our train ing oper a tions
and increased the abil ity of  our mil i tary forces to work with other cul tures. Our per son nel now have
many civil ian part ners—dip lo mats, ana lysts, police offi cers, tech ni cians, finan ciers, aca dem ics, human i -
tar i ans, and oth ers—with whom they work daily. More over, as part of  expert teams, our mil i tary per son -
nel often help bridge the gap between very dif fer ent cul tures.

In spe cific terms, the Union’s mil i tary staff  is pre par ing in 2004 to incor po rate a civil-mil i tary plan ning 
unit that will enable all per son nel, who have dif fer ent back grounds and have been trained dif fer ently, to
work within the same struc ture and share their respec tive expe ri ence as early in the plan ning pro cess as
pos si ble. In the future this unit should be able to gen er ate an EU oper a tional cen ter, which we are cur -
rently work ing on, to plan and con duct an auton o mous oper a tion if  other options with NATO or
national oper a tion head quar ters do not mate ri al ize.

Thus a true civil-mil i tary syn ergy at the oper a tional level is com ing into being. But the same syn ergy is
also needed to deal with threat assess ment, anal y sis, under stand ing of  world events, and coor di na tion of
EU exter nal actions. We expect this to come from the future con sti tu tion for Europe. Under such an
author ity, a Euro pean action ser vice could be devel oped, includ ing a coun cil gen eral and staff, civil ian
and mil i tary mem bers, and national dip lo matic corps. Such an oper a tion could help to sig nif i cantly
improve the way we work together to pre vent a cri sis and enable us to acquire the capa bil ity to deal appro -
pri ately with infor ma tion as well as make appro pri ate deci sions in rela tion to the com plex and mul ti fac -
eted threats fac ing us today.

The Union is cur rently study ing the for ma tion of  inte grated Rapid Reac tion Force groups to com ple -
ment this global approach and to take account of  the new nature of  threats. Such forces would have their
own means of  naval or air deploy ment that could be acti vated in a few days for an oper a tion with out
recourse to NATO, and would com ple ment NATO inter ven tion. Dis cus sions are cur rently under way
regard ing the range of  pos si ble mis sions, in par tic u lar under the United Nations man date, the involve -
ment of  the var i ous mem ber-states, train ing and cer tif i ca tion of  forces, and the pos si ble rela tion ship
with NATO response forces, which would draw on the same res er voir of  rap idly deploy able national
forces. The mil i tary forces made avail able to the Union by the mem ber-states would be mobile, agile, and
rap idly deploy able in accor dance with interoperability and sustainability stan dards.
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The prac ti cal Rapid Reac tion Force endeavor is part of  a wider pro gram of  improv ing and mak ing
adjust ments to Euro pean capa bil i ties. As part of  that pro gram, the EU is envis ag ing intro duc ing qual ity
cri te ria to its oper a tions.

With regard to the fight against ter ror ism, fol low ing the events of  March 11, we appointed a coor di na -
tor, Mr. Gijsde Vries, to improve EU effi ciency in that area and to take advan tage of  all avail able tools,
includ ing ESDP and its mil i tary capa bil i ties. The effort toward improv ing mil i tary capa bil i ties is part of  a
con tin u ing pro cess of  adjust ing and devel op ing defense capa bil i ties, includ ing research tech niques,
acqui si tion and pur chas ing pro ce dures, and arma ments. A team that includes EU mil i tary staff  is cur -
rently work ing on orga ni za tional and oper a tional details.

CON CLUD ING REMARKS

With a better under stand ing of  the new threats and with the insti tu tional means to respond to them,
which we con tinue to adapt, we must now build our capa bil ity for mil i tary action if  we are to be a cred i ble
Euro pean secu rity and defense means and strengthen our trans at lan tic rela tion ship. Our new struc ture
and assets, which are being devel oped rel a tively fast, should give us the abil ity to face new threats and to
be a reli able part ner of  orga ni za tions such as NATO, the UN, and even the United States.
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Chapter 10

Today’s Nuclear Con cerns: Dirty Bombs, Impro vised
Low-Yield Nuclear Devices, and Mod ern Weap ons:

Why the World Needs to Come Together

The Honorable Dale Klein1

OPEN ING REMARKS

A
s the U.S. Assis tant to the Sec re tary of  Defense for Nuclear, Chem i cal, and Bio log i cal Defense
Pro grams, it is my respon si bil ity to under stand a par tic u larly fright en ing threat fac ing the United
States and the world– a clan des tine nuclear attack, which can be defined as any attack involv ing a

nuclear weapon, impro vised nuclear device (IND), or radio log i cal dis persal device (RDD) deliv ered by
uncon ven tional means, not by mil i tary mis sile or air craft.

My mes sage regard ing that threat is sim ple but sober ing: The pos si bil ity that a clan des tine nuclear
attack will occur some where in the world is real, seri ous, and pres ent. At issue is whether we, as a global
com mu nity, believe that the threat is real enough, seri ous enough, and pres ent enough to war rant our
com ing together to com bat its dan ger. Also at issue is the ques tion of  whether we believe there is any -
thing we can do about the dan ger of  such an attack even if  we work coop er a tively and take col lab o ra tive
action.

My response to each of  those ques tions is an emphatic yes—the threat is real enough, seri ous enough,
and pres ent enough to demand imme di ate action, and, yes, if  the global com mu nity can come together to 
fight those who would per pe trate such vio lence against us, I believe that our efforts can make a real dif -
fer ence.

Before I dis cuss this threat in more detail, I would like to point out some pos i tive action that has
already been taken. It is my opin ion that the NATO nuclear umbrella agree ment has pre vented more
coun tries from devel op ing nuclear weap ons than all the trea ties we have devel oped. Many, if  not all, of
the orig i nal NATO coun tries had the tech ni cal and finan cial abil ity to design and build a nuclear weapon.
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How ever, by par tic i pat ing in the NATO agree ment, the need to do so, both per ceived and real, was
reduced.

There are no sim i lar agree ments in the Mid dle East and other regions. There fore, we have seen the
desire of  sev eral coun tries, includ ing Iran, Iraq, Libya, Paki stan, India, and North Korea, to develop
nuclear weap ons. In fact, since the end of  the Cold War the num ber of  coun tries that pos sess the knowl -
edge, mate ri als, and tech ni cal capa bil ity to pro duce nuclear weap ons has nearly dou bled.

THE THREAT IS REAL

First, let’s con sider the demand side of  the nuclear pro lif er a tion prob lem. I think we can safely say that
demand is up—states are seek ing to develop and acquire nuclear weap ons for many rea sons, includ ing
mil i tary, polit i cal, and eco nomic. The direc tor of  the U.S. Cen tral Intel li gence Agency recently com -
mented that, “The desire for nuclear weap ons is on the upsurge. Addi tional coun tries may decide to seek
nuclear weap ons as it becomes clear their neigh bors and regional rivals are already doing so. The dom ino
the ory of  the twenty-first cen tury may well be nuclear.” (George Tenet, Feb. 11, 2004) In addi tion, rogue
states and substate groups seem to be moti vated by the destruc tive poten tial of  these weap ons or devices
as well as the desire to achieve the psy cho log i cal impact an attack by such means would engen der.

It seems likely that the demand for nuclear weap ons is not going to decline in the com ing years. So let
us now take a look at the sup ply side of  the prob lem.

The knowl edge, tech nol ogy, and mate ri als required to imple ment a suc cess ful clan des tine nuclear
attack are spread ing at an accel er ated rate to both state and nonstate actors. The most dif fi cult obsta cle
now fac ing a ter ror ist is acquir ing fis sile mate rial to use in a weapon or an impro vised nuclear device.
While states have tra di tion ally sought to pro duce plu to nium or highly enriched ura nium them selves,
there is a dan ger ous poten tial for pro cur ing it on the black mar ket as well as steal ing it from poorly
secured areas. Because the Cold War ended, sur plus nuclear assets exist, includ ing peo ple, tech nol ogy,
facil i ties, and mate ri als.

The for mer Soviet Union’s tran si tion from a secret mil i tary infra struc ture to a com mer cial enter prise
raises issues today related to safety, secu rity, and the pre ven tion of  the pro lif er a tion of  weap ons of  mass
destruc tion. Sev eral coun tries are cur rently pro vid ing finan cial and tech ni cal assis tance to Rus sia to help
secure its nuclear weap ons and usable weapon mate rial. Pre vi ous meth ods of  con trol ling pro lif er a tion,
designed to limit trade where nec es sary and pre vent the diver sion of  civil ian mate rial, will not work,
either in Rus sia or in Iran, where this issue is also a con cern, because of  the co-min gling of  defense and
civil ian infra struc tures and mate ri als. The global com mu nity must instead find better ways to pre vent
diver sion, ensure trans par ency, and assure the irre vers ibil ity of  this dual-use pro cess.

Sim i lar issues have also arisen con cern ing other nations that are part of  the bur geon ing nuclear sup pli -
ers net work. Over the last 20 years, sev eral devel oped and under de vel oped coun tries have slowly weaned
them selves from any need for for eign sup port, goods, and ser vices and have emerged as a nascent sup pli -
ers group that will be able to pro vide com pet i tive cra dle-to-grave nuclear energy ser vices through out the
world for the next 10 to 20 years. These are the sup pli ers that will pro vide nuclear goods and ser vices to
sup port third-world indus tri al iza tion and the global energy demand. And as this emer gent sup pli ers club
expands its mem ber ship, so too will the num ber of  tar gets for ambi tious proliferators increase.

By 1996, 15 coun tries had devel oped com plete and indig e nous nuclear-fuel-cycle capa bil i ties. Some
of  these coun tries, includ ing Japan, China, South Korea, Argen tina, India, and Brazil, now stand poised
to become very com pet i tive nuclear sup pli ers to the next growth area. Some have already estab lished an
inde pend ent mul ti lat eral coop er a tive net work.
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Weap ons-grade mate rial, more over, is not nec es sary to pro duce a radio log i cal dis persal device, which
is designed to dis perse radio ac tive mate rial and thereby cause destruc tion, con tam i na tion, and injury—a
“dirty bomb.” How ever, acquir ing such mate rial through theft or ille gal com merce is less dif fi cult than
obtain ing mate rial for a nuclear weapon or impro vised nuclear device. 

Abdul Qadeer Khan, the father of  Paki stan’s nuclear pro gram, has already dem on strated a large and
poten tially enor mous appe tite for nuclear mate ri als, tech nol o gies, and exper tise. Because of  his pub lic
role, he was well posi tioned to suc ceed in his other, more covert role: As a prom i nent black mar keter of
nuclear mate ri als and knowl edge to state regimes and, per haps more indi rectly, to sub-state ter ror ist
groups deter mined to acquire a nuclear capa bil ity to fur ther their hor rific schemes.

But in addi tion to Khan’s work sell ing instru ments of  ter ror and destruc tion, he also helped to cre ate
men ac ing net works that per sist though his occu pa tion as an arms dealer has ended. Khan became quite
wealthy sell ing Paki stan’s nuclear tech nol ogy, but his sig nif i cant and fright en ing suc cess resulted from a
sim ple eco nomic for mula: Demand cre ates sup ply. It is going to take great effort to reduce the demand as 
well as elim i nate, or at least reduce, the sup ply.

THE THREAT IS SERI OUS

The con se quences of  a clan des tine nuclear attack would be enor mous.
While there are a num ber of  uncon ven tional weap ons that fall under the cat e gory of  weap ons of  mass 

destruc tion, only nuclear weap ons truly fit that bill. Only nuclear weap ons have the destruc tive poten tial
to threaten both the phys i cal integ rity and the phys i cal exis tence of  states.

But what about “weap ons of  mass dis rup tion?” RDDs—dirty bombs—would not achieve mass
destruc tion, cer tainly. But an RDD has the poten tial to cause sig nif i cant dam age and injury if  set off  in a
heavily pop u lated area. The same holds true for an IND. And make no mis take, a ter ror ist capa ble of
obtain ing the mate ri als for such a device would most cer tainly use it. As dem on strated on Sep tem ber 11,
2001, and more recently in Spain, ter ror ists do not dif fer en ti ate between those in uni form and inno cent
civil ians. They have dem on strated a clear dis re gard for human life. 

But should the con se quences of  a clan des tine nuclear attack be mea sured only in terms of  lives lost
and eco nomic cost? Or should we also con sider the con se quences asso ci ated with the regional, national,
and poten tially global trauma that would fol low such an event? A clan des tine nuclear attack would have
reper cus sions that could pro foundly impact the world polit i cally, eco nom i cally, and even cul tur ally in a
vari ety of  ways.

Any clan des tine nuclear attack—whether it results in tre men dous phys i cal dam age and heavy fatal i ties 
or a rel a tively small amount of  phys i cal destruc tion—will be trans form ing in ways on which we can only
spec u late. But let us spec u late for a moment. An entire global gen er a tion of  men, women, and chil dren
might be per ma nently scarred by such a life-alter ing event. Time itself  would be mea sured in terms of
before and after, sim i lar to the way the phrase “after 9-11” has per me ated the Amer i can idiom. No one
alive at the time of  such an attack—any where in the world—might ever feel safe and secure in the same
way that they had before; many might never feel truly safe again. An enor mous num ber of  peo ple could
become inti mately famil iar with fear and pos si bly moti vated by fear. Thus the threat is seri ous.

THE THREAT IS PRES ENT

Do we really believe the threat exists today? And is it high? Or can we afford to delay act ing? To answer
these ques tions we must look at the issue of  sec ond ary sup ply, which has emerged as a grow ing con cern
in recent years.
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As their domes tic nuclear capa bil i ties have improved, nations that tra di tion ally have been recip i ents of  
nuclear-related tech nol ogy and mate ri als are them selves becom ing sup pli ers of  those same tech nol o gies
and mate ri als. Paki stan is a prime exam ple of  this phe nom e non, although Iran and North Korea are also
cause for con cern. In fact, North Korea has resumed its pro duc tion of  plu to nium, and infor ma tion pro -
vided by Abdul Quadeer Khan con firms the coun try’s efforts to develop highly enriched ura nium. Cou -
pled with its with drawal from the Nuclear Pro lif er a tion Treaty and its nuclear weap ons capa bil i ties, there
is jus ti fied con cern that North Korea could sell plu to nium or other nuclear weap ons–related mate rial and 
tech nol ogy to other sub-state groups.

So how much lon ger can we, the global com mu nity, wait to take action against the increas ing pro lif er a -
tion of  nuclear weap ons? It would appear that the time for action is upon us. The threat is pres ent.

ACTION THAT COULD BE TAKEN

If  we accept that the prob lem is real, seri ous, and pres ent, we must next ask a dif fi cult and con tro ver -
sial ques tion: Is there a solu tion? The answer to that ques tion is yes. Can we elim i nate the threat? That
answer is no. But can we mit i gate the threat? A def i nite yes.

There are three actions we can take to reduce the dan ger asso ci ated with the threat of  a clan des tine
nuclear attack:

• Clearly our top pri or ity must be the estab lish ment of  trea ties and agree ments that pro vide for real
con se quences in cases of  non com pli ance; harsh words by the IAEA when North Korea kicked
them out or when Iran stalls on meet ing the addi tional pro to col require ments have lit tle real impact.
Sim ply put, with out the sup port of  real action in the face of  national defi ance, global trea ties carry
lit tle weight. Agen cies such as the IAEA become sub ject to the whims of  dic ta tors who clearly rec -
og nize their lack of  author ity. If  trea ties and agree ments are to be effec tive, then they must be sup -
ported by UN res o lu tions that are enforced—not crip pled by inde ci sion and inac tion or more res o -
lu tions. The wrong mes sage is con sis tently being sent and the result con tin ues to be the capa bil ity to
pro lif er ate weap ons of  mass destruc tion.

• Develop a better account ing sys tem for all nuclear mate rial.

• Develop a global mon i tor ing sys tem to track the move ment of  nuclear mate rial.

Such detec tion and neu tral iza tion efforts will help to cre ate uncer tainty in the minds of  those who
want to do us harm, and increased uncer tainty will result in a decreased like li hood of  attack. We must
exploit our adver sar ies’ fear of  fail ure.

The best way for us to pre vent a clan des tine nuclear attack is to come together, work together, and suc -
ceed together. We must help each other in order to help our selves. To do this we must take a mul ti lay ered
approach to the prob lem, includ ing efforts to:

• Pre vent pro lif er a tion

• Deter the use of  nuclear or radio log i cal weap ons and devices

• Defend against such use

• Defeat those who would employ such means

CON CLUD ING REMARKS

The threat of  a clan des tine nuclear attack—using nuclear weap ons, impro vised nuclear devices, or
RDDs– is real. There fore we must all work together to build the rela tion ships that will allow us to coop er -
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ate and col lab o rate to meet this chal lenge, and real ize that an attack on any one of  us is an attack on all of
us. The Sep tem ber 11 ter ror ist attack in the U.S. was felt by cit i zens of  all nations. Sim i larly, few in the
world could claim to be immune from the fear gen er ated by the deadly sarin gas attack in Japan in 1995, or 
the dis cov ery of  the lethal agent ricin in Lon don in 2003, or the anthrax attacks in the United States in
2001. While we tend to become less con cerned about such events as time passes, I believe a clan des tine
nuclear attack would have a neg a tive impact over a much lon ger period of  time.

Pres ently we have a new–but per ish able–oppor tu nity to share man age ment of  past, pres ent, and
future nuclear stresses through vision ary lead er ship. But we need inter na tional coop er a tion and col lab o -
ra tion on a scale never before achieved—which is, I believe, pos si ble. We all have a com mon enemy, ter -
ror ism, and a com mon goal, peace and pros per ity. So together, I believe we can develop an imag i na tive
new world blue print for pre vent ing the fur ther pro lif er a tion of  nuclear mate ri als and tech nol o gies, deter
poten tial adver sar ies from even attempt ing to attack using clan des tine nuclear weap ons and devices,
defend our selves against such attacks, and defeat deci sively those who would effect such atroc i ties. With
enough coop er a tion, we may even be able to erad i cate the under ly ing seeds of  ter ror ism and pro vide the
basis for a mil len nium of  world peace and pros per ity.

Today’s Nuclear Con cerns 55



56 The Honorable Dale Klein



Chapter 11

Muslim Society, Radical Islam, and Terrorism

Dr.-Ing. Bacharuddin Jusuf  Habibie1

G
iv ing a pre sen ta tion on Mus lim soci ety, rad i cal Islam, and ter ror ism today is a chal lenge; there
are many ques tions. Are rad i cal ism and ter ror ism typ i cal Islamic or Mus lim behav iors? Does
only Islam make rad i cal and ter ror ist acts pos si ble? Are rad i cal ism and ter ror ism only reli gious

affairs? What is fun da men tal ism? What is meant by rad i cal ism? What is ter ror ism? What is the rela tion
between fun da men tal ism, radicalism, and terrorism?

THE HISTORY OF FUNDAMENTALISM

Thomas Meyer, a Ger man polit i cal sci ence scholar in the 1980s, defined fun da men tal ism as fol lows:
“Fun da men tal ism is an arbi trary con clud ing move ment, against any kind of  mod ern iza tion pro cesses, in
pol i tics, phi los o phies and reli gions.” Rep re sen ta tives of  cer tain polit i cal con vic tions who make rad i cal
demands and are not will ing to com pro mise or to exer cise tol er ance are also called fun da men tal ists. In
addi tion, peo ple’s move ments that have philo soph i cal thoughts and anal y sis con sis tent with “basic prin -
ci ples” and “basic under stand ing” are also called fun da men tal ist.

Allow me now to pres ent some anal y ses of  reli gious fun da men tal ism, espe cially the mono the is tic reli -
gion that has its roots in Abra ham and that uses the holy book as its basic fundament and reference.

Reli gions that accept “mes sages from God” as writ ten in their holy book (Torah, Bible, or Al Qur`an)
are fac ing sim i lar prob lems in the mes sages’ inter pre ta tion and their imple men ta tion in daily life. The lan -
guage, cul ture, and even gram mar that were in place when these holy books were writ ten play a very deci -
sive role in their inter pre ta tion. So study ing and under stand ing the impact such tra di tions and behav iors
have had might be helpful.

The Torah (Tal mud, Bab bly) has been inter preted for 5,764 years, the Bible (Syl la bus, Tra di tion) 2,004

years, and the Al Qur´an (Sunna, Hadith) 1,425 years. But while the Jew ish reli gion is more than two
times older than Chris tian ity and about four times older than Islam, only 0.3% of  the world’s pop u la tion
is Jew ish com pared with 33.2% Chris tians and 19.9% Mus lims— a com bined 53.4% of  the world’s pop -
u la tion. In addi tion, while all three have the same roots in Abra ham and share com mon ethic and moral
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val ues, the Jew ish reli gion is for Jew ish peo ple only while the other two reli gions are open to any one, inde -
pend ent of  cul ture, race, or ethnic background.

Inter pret ing the holy books in a multi cul tural and multitraditional soci ety can cre ate com plex prob -
lems because of  their incom pat i bil ity with mod ern life and prog ress. Some who believe that the Bible
can not be rec on ciled with the view of  the ori gin of  life put for ward by Charles Dar win oppose the teach -
ing of  evo lu tion. Bib li cal crit i cism also gained momen tum in the 1920s and antievolution cru sad ers lob -
bied for leg is la tion to pre vent the teach ing of  evo lu tion in the pub lic schools. John T. Scopes, a sci ence
teacher in the small town of  Dayton, Ohio, served as defen dant against the charge of  hav ing taught evo -
lu tion. Reli gious fun da men tal ism came into its own in oppo si tion to mod ern ist ten den cies in Amer i can
reli gious and sec u lar life. In the late twen ti eth cen tury, the move ment was rep re sented by numer ous
church bod ies, educational institutions, and special-interest organizations.

In a global econ omy, where infor ma tion tech nol o gies are devel op ing very fast, mak ing infor ma tion
avail able in almost every cor ner of  pri vate life, in any place and at any time, could trig ger a con fron ta tion
of  prog ress and cul ture. If  this hap pened, global rad i cal ism and global ter ror ism might be impossible to
control.

DEFINITIONS OF TERMS

What is meant by rad i cal ism? This is change of  the most fun da men tal type, trans form ing not only the
struc ture of  gov ern ment but all of  pol ity. Such change is not lim ited to polit i cal life but also trans forms
social order, moral ity, and social val ues. The con se quences of  such change are felt not only where they
occur but in many other polit i cal sys tems in which fun da men tal rev o lu tion occurred. These major rev o -
lu tions result in a basic change in how all peo ple in all polit i cal sys tems view the nature of  pol i tics and the
pur pose of  polit i cal life. For exam ple, the inde pend ence move ments in colo nial empires fol low ing World 
War II were fueled by prin ci ples of  indi vid ual lib erty and rep re sen ta tive gov ern ment that were once the
slo gans of  eigh teenth-cen tury Amer i can and French rev o lu tion ar ies.

Marx ist rev o lu tion ary con cepts empha siz ing eco nomic prog ress and rad i cal social change have
shaped the devel op ment of  many new nations. The con tin u ing impact of  such ideas is an exam ple of
another way in which fun da men tal polit i cal change occurs. How ever, polit i cal sys tems may be trans -
formed not only sud denly or vio lently in the course of  rev o lu tion but by the grad ual, cor ro sive influ ence
of  ideas and by the accu mu lat ing impact of  different political philosophies.

What is ter ror ism? Def i ni tions of  ter ror ism are usu ally com plex and con tro ver sial, and, because of  the
inher ent feroc ity and vio lence of  ter ror ism, an intense stigma has become attached to the term. But
though ter ror ism implies an act of  vio lence by a state against its domes tic ene mies, since the twentieth
cen tury the term has been applied most fre quently to vio lence aimed, either directly or indi rectly, against
gov ern ments in order to influ ence pol icy or topple the existing regime.

In order to attract and main tain the pub lic ity nec es sary to gen er ate wide spread fear, ter ror ists must
engage in increas ingly dra matic, vio lent, and high-pro file attacks. These have included hijackings, hos tage 
takings, kidnappings, car bomb ings, and, fre quently, sui cide bomb ings. Although appar ently ran dom,
ter ror ist attacks are often care fully aimed at their vic tims and loca tions in order to achieve the great est
shock value. The goal of  ter ror ism gen er ally is to destroy the pub lic’s sense of  secu rity in the places most
famil iar to them. Schools, shop ping cen ters, bus and train sta tions, res tau rants, and night clubs have been
tar geted both because they attract large crowds and because they are places with which civil ians are famil -
iar and in which they feel at ease. Tar gets can also include build ings or other loca tions that are impor tant
eco nomic or polit i cal sym bols, such as embas sies or mil i tary instal la tions. The hope of  the ter ror ist is that 
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the sense of  ter ror his acts engen der will induce the pop u la tion to pressure political leaders toward a
specific political end.

The stan dard def i ni tion used by the Fed eral Bureau of  Inves ti ga tion (FBI) of  the United States
describes ter ror ism as “the unlaw ful use of  force and vio lence against per sons or prop erty to intim i date
or coerce a gov ern ment, the civil ian pop u la tion, or any seg ment thereof, in fur ther ance of  polit i cal or
social objectives.” 

Since the twen ti eth cen tury, ide ol ogy and polit i cal oppor tun ism have led a num ber of  coun tries to
engage in trans na tional ter ror ism, often under the guise of  sup port ing move ments of  national lib er a tion. 
Hence, there is a com mon say ing that “One man’s ter ror ist is another man’s freedom fighter.”

 How ever, the dis tinc tion between ter ror ism and other forms of  polit i cal vio lence became espe cially
blurred when guer rilla groups began to employ ter ror ist tac tics and issues of  juris dic tion and legal ity
became sim i larly obscured. These prob lems have led some social sci en tists to adopt a def i ni tion of  ter -
ror ism based not on crim i nal ity but on the fact that the vic tims of  ter ror ist vio lence are most often
innocent civilians.

Even this def i ni tion is flex i ble, how ever, and on occa sion it has been expanded to include var i ous
other fac tors, such as that ter ror ist acts are clan des tine or sur rep ti tious, that ter ror ists choose their vic -
tims ran domly, and that ter ror ist acts are intended to cre ate an over whelm ing sense of  fear.

It is vital to bear in mind, how ever, that there are many kinds of  ter ror ist move ments, and no sin gle
the ory can cover them all. Not only are the aims, mem bers, beliefs, and resources of  groups engaged in
ter ror ism extremely diverse, but so are the polit i cal con texts of  their campaigns.

One pop u lar typology iden ti fies three broad classes of  ter ror ism: Rev o lu tion ary ter ror ism; Sub-rev o -
lu tion ary ter ror ism; and Estab lish ment ter ror ism. Although this typology has been crit i cized as not
exhaus tive, it pro vides a use ful frame work for under stand ing and eval u at ing terrorist activities.

Rev o lu tion ary ter ror ism is argu ably the most com mon form. Prac ti tio ners of  this type of  ter ror ism seek
the com plete abo li tion of  a polit i cal sys tem and its replace ment with new structures. 

Sub-rev o lu tion ary ter ror ism is rather less com mon. It is used not to over throw an exist ing regime but to
mod ify the exist ing sociopolitical struc ture. Since this mod i fi ca tion is often accom plished through the
threat of  depos ing the exist ing regime, sub-rev o lu tion ary groups are some what more difficult to identify.

Estab lish ment ter ror ism, often called state or state-spon sored ter ror ism, is employed by gov ern -
ments—or more often by fac tions within gov ern ments—against that gov ern ment’s cit i zens, against fac -
tions within the gov ern ment, or against for eign gov ern ments or groups. This type of  ter ror ism is very
com mon but dif fi cult to iden tify, mainly because the state’s sup port is always clandestine.

A mar tyr is some one who vol un tarily suf fers death rather than deny his reli gion or ide ol ogy or con vic -
tion by words or deeds. The French Rev o lu tion added ideo log i cal, social, and national prin ci ples to reli -
gious con vic tion as rea sons for ter ror ist/mar tyr action. A mar tyr’s action is afforded spe cial, insti tu tional
rec og ni tion that greatly influ ences the ter ror ist to sac ri fice his life or some thing of  great value for the
sake of  principle.

Per se cu tion through out its his tory has engen dered in Juda ism an explicit ideal of  mar tyr dom. It began 
with Abra ham, who accord ing to leg end was cast into a lime kiln and saved from the fire by divine grace.
The tra di tion was con tin ued by Isaac, who con sented to be sac ri ficed by his father, and by Dan iel, whose
exam ple com pelled the popular imagination.

The first Chris tian mar tyrs were St. Ste phen and St. James. Of  the apos tles the most impor tant mar -
tyrs were St. Peter and St. Paul, who were both put to death in Rome. Since the most strik ing wit ness that
Chris tians could bear to their faith was to die rather than to deny it, the word mar tyr soon began to be
used in ref er ence to one who was not only a wit ness but spe cif i cally a wit ness unto death.
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The Islamic des ig na tion shahid (Arabic: “Wit ness”) is equiv a lent to and in a sense deriv a tive of  the
Judaeo-Chris tian con cept of  a mar tyr. The full sense of  “wit ness unto death” does not appear in the
Qur’an but receives explicit treat ment in the sub se quent Hadith lit er a ture, in which it is stated that mar -
tyrs, among the hosts of  heaven, stand near est the throne of  God. While details of  the sta tus accorded by
mar tyr dom (e.g., whether or not a mar tyr is exempt from cer tain rit u als of  burial) have been debated
among dog ma tists, it is gen er ally agreed that the rank of  shahid com prises two groups of  the faithful:

• Those killed in a jihad, or holy war

• Those killed unjustly

The term is used infor mally to ven er ate any one who dies in a piti able man ner (e.g., in child birth; in a
strange land). Among the Shi ite branch, the mar tyr par excel lence is Husayn ibn Ali (c. 629–680), whose
death at the hands of  the rival Sunni fac tion under Yazid is com mem o rated every year dur ing the first 10
days of  the month of  Muharram.

While dis tinctly lack ing a his tory of  per se cu tion or of  vio lent con flict with other faiths, Bud dhism
does rec og nize among its adher ents a ven er a ble class of  mar tyrs. The Jataka (q.v.) com men tary on the
for mer lives of  the Bud dha is in a sense a “martyrology” of  the bodhi sattva (“Bud dha-to-be”), recount -
ing their con tin ual self-sac ri fice and repeated deaths. In Mahayana (Greater Vehi cle) Bud dhism, the deci -
sion by one des tined to become a Bud dha in this or another life to post pone his own enlight en ment to
alle vi ate the suf fer ing of  oth ers is regarded as martyrdom (see bodhisattva).

THE HISTORY OF TERRORISM

Let us now look at the his tory of  ter ror ism. The ear li est authen ti cated men tion of  “Thugs” took place
about 1356 (though there was a report of  the use of  Thugs in the sev enth cen tury). Thugs were mem bers
of  a well-orga nized con fed er acy of  pro fes sional assas sins who trav eled in gangs through out India for
sev eral hun dred years. They insin u ated them selves into the con fi dence of  way far ers and, when a favor -
able oppor tu nity pre sented itself, they would stran gle the peo ple with a hand ker chief  or a noose. Hin dus
appear to have been asso ci ated with Thugs at an early period. In the last three hun dred years of  Thugs’
exis tence, they killed around one mil lion peo ple, con sid ered to be the larg est num ber of  peo ple ever
killed by a purely reli gious fun da men tal ist ter ror ist orga ni za tion.

From the elev enth to the thir teenth cen tu ries, a reli gious-polit i cal Islamic Shi ite sect was known for
mur der ing its ene mies as a reli gious duty. These peo ple were called Assas sins, from the Arabic word
“assas,” mean ing guard and hash ish smoker (this referred to the Assas sins’ alleged prac tice of  tak ing
hash ish to induce ecstatic visions of  par a dise before set ting out to face mar tyr dom). The Assas sins might 
be the first ter ror ist orga ni za tion using reli gious mar tyr dom for polit i cal pur poses to fight against a
militarily stronger enemy.

In 1090, the Assas sin Hasan and his allies cap tured the hill for tress of  Alamut near Kazvin, Iran. From 
this for tress, Hasan, as grand mas ter or leader of  the sect, com manded a chain of  strong holds all over
Iran and Iraq as well as a net work of  pro pa gan dists, a corps of  devoted ter ror ists, and an unknown num -
ber of  agents in enemy camps and cit ies. In the early twelfth cen tury the Assas sins extended their activ i -
ties to Syria, where the expan sion of  the Seljuk rule had cre ated a favor able cli mate for ter ror ist activ i ties
by extrem ist ele ments among the local Shiite minority.

Assas sin power came to an end as the Mongols under Hulegu cap tured Assas sin cas tles in Iran. In
1256 Alamut itself  fell. The term Assas sin then moved on from Syria to Europe, where the Cru sad ers
took it, and acquired its pres ent mean ing of  one who mur ders a polit i cally impor tant per son either by hire 
or from fanat i cal motives.
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In mod ern his tory the Jap a nese Army, dur ing World War I, used mar tyrs for polit i cal and ideo log i cal
inter ests. They intro duced the so-called Kami kaze Weapon Sys tem, which con sisted of  Jap a nese pilots,
mostly between 20 and 25 years old, who delib er ately crashed into enemy tar gets (around 4,500 times)
and com mit ted sui cide. The word kami kaze means “divine wind,” refer ring to a typhoon that for tu -
itously dis persed a Mon gol inva sion fleet that threat ened Japan from the west in 1281. Most of  the kami -
kaze planes were ordi nary fight ers or light bomb ers, usu ally loaded with bombs and extra gas o line tanks
before being flown into their tar gets. Kami kaze flights were most prev a lent from the Bat tle of  Leyte
Gulf, in Octo ber of  1944, to the end of  the war. The attacks sank 34 ships and dam aged hun dreds of  oth -
ers. At Oki nawa they inflicted the great est losses ever suf fered by the U.S. Navy in a single battle, killing
almost 5,000 men.

TERRORIST PHILOSOPHIES

Nihil ism (from the Latin nihil, mean ing “noth ing”) is a phi los o phy of  skep ti cism that orig i nated in
nineteenth-cen tury Rus sia dur ing the early years of  the reign of  Alex an der II. A well-known con ser va tive 
Rus sian jour nal ist, Mikhail N. Katkov, was mainly respon si ble for inter pret ing nihil ism as syn on y mous
with rev o lu tion, and pre sented nihil ism as a social men ace because of  its nega tion of  all moral prin ci ples.
The phi los o phy then became asso ci ated erro ne ously with polit i cal ter ror employed by peo ple active in
clan des tine orga ni za tions against abso lut ism.

If, to the con ser va tive ele ments, nihil ists were the curse of  the time, to the lib er als they rep re sented a
mere tran si tory fac tor in the devel op ment of  national thought, a stage in the strug gle for indi vid ual free -
dom, and the true spirit of  the rebel lious young gen er a tion. They defined nihil ism as a sym bol of  the
strug gle against all forms of  tyr anny, hypoc risy, and artificiality.

Fun da men tally, nihil ism rep re sented a phi los o phy of  nega tion of  all forms of  aes theti cism; it advo -
cated util i tar i an ism and sci en tific ratio nal ism and rejected the social sci ences and clas si cal philo soph i cal
sys tems entirely. Nihil ism rep re sented a crude form of  pos i tiv ism and mate ri al ism, a revolt against the
estab lished social order, and negated all author ity exer cised by the state, the church, and the fam ily. It was
based on belief  in noth ing but sci en tific truth; sci ence was the cure-all for social prob lems, which nihilists 
believed derived from ignorance.

Since nihil ists denied the dual ity of  man as a com bi na tion of  body and soul, of  spir i tual and mate rial
sub stance, they came into vio lent con flict with eccle si as ti cal author i ties. And since they ques tioned the
doc trine of  divine right, they came into sim i lar con flict with sec u lar author i ties. In addi tion, because they
scorned all social bonds and fam ily author ity, con flict between fathers and sons became immanent.

The term “anar chy” is derived from the Greek root anarchos, mean ing “with out author ity.” The words
anar chism, anar chist, and anar chy are used to express both approval and dis ap proval. They encom pass
laws that are not car ried into effect, author i ties with out force and despised, crime unpun ished, prop erty
attacked, vio la tion of  the safety of  the indi vid ual, cor rupted moral ity, lack of  a con sti tu tion, lack of  gov -
ern ment, and lack of  jus tice. These words could serve as a model for the denun ci a tions deliv ered by all
opponents of  anarchism.

Anar chists deny man-made laws, regard prop erty as a means of  tyr anny, and believe that crime is
merely the prod uct of  prop erty and author ity. But they would argue that their denial of  con sti tu tions and
gov ern ments leads to the “real jus tice” inher ent in the free devel op ment of  man’s nat u ral incli na tion,
when unfet tered by laws, to live accord ing to the prin ci ples and prac tice of  mutual aid.

All of  the con flict-based sources of  nihil is tic and anar chis tic thoughts became the roots of  non-reli -
gious fun da men tal ter ror ist acts. One can only won der what would hap pen if  reli gious and non-reli gious
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fun da men tal ter ror ists were to coop er ate and use mar tyr dom against tar gets to achieve com mon political 
interests.

TERRORIST ACTS AND ACTORS

Sep tem ber 11, 2001,was the day when Islamic extrem ists and the ter ror ist group Al-Qaeda struck tar -
gets in the United States. The attacks caused exten sive death and destruc tion and trig gered an enor mous
U.S. effort to com bat ter ror ism. Some 2,800 vic tims were killed in New York, 184 at the Pen ta gon, and 40
in Penn syl va nia; all 19 ter ror ists died. The emo tional dis tress caused by the attacks, par tic u larly the col -
lapse of  the Twin Tow ers, New York City’s most vis i ble land mark, was over whelm ing.

The hijack ers, 15 Sau dis and 4 oth ers of  Mid dle East ern ori gin, were young sin gle males from mid -
dle-class fam i lies who had estab lished them selves in the United States prior to the attacks. All were
recruited in Europe by reli gious orga ni za tions con nected with Al-Qaeda when most were enrolled in a
sec u lar higher edu ca tion cur ric u lum. No per son al ity defects were evi dent before the attack, and none
were dis cov ered after ward despite intense scrutiny.

Recent research indi cates that sui cide ter ror ists from the Mid dle East have no appre cia ble
psychopathology and are as edu cated and eco nom i cally well-off  as sur round ing pop u la tions. Newer
stud ies also con firm ear lier reports show ing that sui cide ter ror ists and their sup port ers are not impov er -
ished, uned u cated, spite ful, or socially disfavored. 

If  the assas si na tion of  Franz Ferdinand Erzherzog Von Österreich-este in Sarajevo in June of  1914
was the imme di ate cause of  World War I and the Pearl Har bor attack of  1941 pre cip i tated the entry of
the United States into World War II, the ter ror ist attacks on the Twin Tow ers on 11 Sep tem ber, 2001,
could be con sid ered the begin ning of  the “Global War” against ter ror ism. How ever, while the World
Wars were inter na tional con flicts that embroiled most of  the nations of  Europe, North Amer ica, Asia,
the Mid dle East, and other regions, the Global War is an inter na tional con flict against an invis i ble global
ter ror net work with out an iden ti fied cit i zen ship, nation al ity, race, eth nic her i tage, reli gion, head quar ters
loca tion, or army. The threat this net work poses is com pletely dif fer ent from any the human race has ever
faced before, and needs an appro pri ately sophis ti cated strat egy and par a digm that all nations and orga ni -
za tions of  the world must develop. And there must be no nego ti a tions and no com pro mise, but a better
under stand ing of  the prin ci ples of  terrorism in order to counter and end terrorist acts.

In an anal y sis model based on incen tive, if  ter ror ists are con sid ered crim i nals as well as ratio nal indi -
vid u als act ing on self-inter est, they will choose ille gal activ ity if  the rewards exceed the prob a bil ity of
detec tion, incar cer a tion, and loss of  income from legal activ ity (“oppor tu nity costs”). Inso far as crim i -
nals lack skill and edu ca tion, as in much blue-col lar crime, oppor tu nity costs may be min i mal, so crime
will pay. (Such ratio nal-choice the o ries based on eco nomic oppor tu ni ties do not reli ably account for
some types of  vio lent crimes, includ ing domes tic homi cide and hate kill ings). How ever, these cal cu la -
tions make even less sense for sui cide ter ror ism, since sui cide ter ror ists gen er ally are not lack ing in legit i -
mate life opportunities relative to their general population.

If  mar tyrs had noth ing to lose, sac ri fice would be sense less: “He or she who com mits sui cide kills him -
self  or her self  for his or her own ben e fit, he or she who com mits mar tyr dom sac ri fices him self  or her self  
for the sake of  his or her reli gion and his or her nation.” Although humil i a tion and despair may help
account for sus cep ti bil ity to mar tyr dom in some sit u a tions, this is nei ther a com plete expla na tion nor one 
appli ca ble to other circumstances. 

Sui cide ter ror ists appar ently span their pop u la tion’s nor mal dis tri bu tion in terms of  edu ca tion, socio -
eco nomic sta tus, and per son al ity type (intro vert vs. extro vert). The mean age for bomb ers is the early
twen ties. Almost all are unmar ried and expressed reli gious belief  before recruit ment (but no more than
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did the gen eral pop u la tion). Except for being young unat tached males, sui cide bomb ers dif fer from
mem bers of  vio lent rac ist orga ni za tions with whom they are often compared.

Over all, sui cide ter ror ists exhibit no socially dys func tional attrib utes (father less, friend less, or job less)
or sui cidal symp toms. They do not vent a fear of  ene mies or express hope less ness or a sense of  noth ing
to lose for lack of  life alter na tives that would be con sis tent with eco nomic ratio nal ity. When they join ter -
ror ist groups, char is matic train ers intensely cul ti vate their mutual com mit ment to die within small cells of  
three to six mem bers. In a final step before they mar tyr them selves, they engage in a for mal social con -
tract, usually a video testament.

From 1996 to 1999 Nasra Hassan, a Paki stani relief  worker, inter viewed nearly 250 Pal es tin ian recruit -
ers and train ers, failed sui cide bomb ers, and rel a tives of  deceased bomb ers. Bomb ers were men aged 18
to 38: “None were uned u cated, des per ately poor, sim ple-minded, or depressed…They all seemed to be
entirely nor mal mem bers of  their fam i lies.” Yet “all were deeply reli gious,” believ ing their actions “sanc -
tioned by the divinely revealed reli gion of  Islam.” Lead ers of  spon sor ing orga ni za tions com plained,
“Our big gest prob lem is the hordes of  young men who beat on our doors.”

Pre vi ously, recruit ers scouted mosques, schools, and ref u gee camps for can di dates deemed sus cep ti -
ble to intense reli gious indoc tri na tion and logis ti cal train ing. Despite these changes, there is lit tle to indi -
cate over all change in bomber pro files (mostly unmar ried, aver age socio eco nomic sta tus, mod er ately
reli gious). Moti va tion and com mit ment are evi dent in the will ing ness to sac ri fice mate rial and emo tional
com forts (fam i lies, jobs, phys i cal secu rity) and to pay their own way from their homes to travel long dis -
tances. Thus, a crit i cal fac tor in deter min ing sui cidal ter ror ist behav ior is argu ably loy alty to inti mate
cohorts of  peers, which recruit ing orga ni za tions often pro mote through reli gious com mu nion. Such
sen ti ments char ac ter ize insti tu tional manip u la tion of  emo tion ally driven com mit ments that may have
emerged under nat u ral selec tion’s influ ence to refine or over ride short-term ratio nal calculations that
would otherwise preclude achieving goals against long odds.

Most typ i cally, such emo tion ally driven com mit ments serve as sur vival mech a nisms to inspire action
in oth er wise par a lyz ing cir cum stances, as when a weaker per son con vinc ingly men aces a stron ger per son
into think ing twice before acting. In reli giously inspired sui cide ter ror ism, how ever, these emo tions are
pur posely manip u lated by orga ni za tional lead ers, recruit ers, and train ers to ben e fit the organization
rather than the individual.

And, increas ingly, many view mar tyr acts as most mean ing ful. Dur ing the sum mer of  2002, 70% to
80% of  Pal es tin ians endorsed mar tyr oper a tions. The fre quency and vio lence of  sui cide attacks are esca -
lat ing (there have been more bomb ings since Feb ru ary 2002 than from 1993 to2000); plan ning is less
painstaking.

Detain ees evince lit tle his tory of  per sonal griev ance, but fre quently cite older rel a tives and respected
com mu nity mem bers who par tic i pated in ear lier Jihads as influ enc ing deci sions to join the fight. Many
told inter ro ga tors that if  released from deten tion they would return to jihad.

How ever, lit tle tan gi ble ben e fit (in terms of  ratio nal choice the o ries) accrues to the sui cide bomber,
cer tainly not enough to result in max i mized “expected util ity.” Height ened social rec og ni tion occurs only
after death, obvi at ing per sonal mate rial ben e fit. But for lead ers who almost never con sider kill ing them -
selves (despite dec la ra tions of  readi ness to die), mate rial ben e fits more likely out weigh losses in
martyrdom operations.

COUNTERING TERRORISM

For the spon sor ing orga ni za tion, sui cide bomb ers are expend able assets whose losses gen er ate more
assets by expand ing pub lic sup port and pools of  poten tial recruits. Money flows from those will ing to let
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oth ers die, eas ily off set ting oper a tional costs (train ing, sup port ing per son nel, safe houses, explo sives and
other arms, trans por ta tion, and com mu ni ca tion). Mas sive retal i a tion fur ther increases peo ple’s sense of
vic tim iza tion and readi ness to behave accord ing to orga ni za tional doc trines and pol i cies structured to
take advantage of  such feelings.

A mid dle line of  defense, pen e trat ing and destroy ing recruit ing orga ni za tions and iso lat ing their lead -
ers, may be suc cess ful in the near term, but even more resis tant orga ni za tions could emerge instead. The
first line of  defense is to dras ti cally reduce recep tiv ity of  poten tial recruits to recruit ing orga ni za -
tions—but how can this be done?

Rais ing lit er acy rates may have no effect and could be coun ter pro duc tive should greater lit er acy trans -
late into greater expo sure to ter ror ist pro pa ganda. Less en ing pov erty may also have no effect, and could
be coun ter pro duc tive if  pov erty reduc tion for the entire pop u la tion amounted to a down ward redis tri bu -
tion of  wealth that left those ini tially better off  with fewer oppor tu ni ties than before. Eth nic pro fil ing,
iso la tion, and pre emp tive attacks on poten tial sup port ers of  ter ror ism prob a bly will not help either. End -
ing occu pa tion or reduc ing per ceived humil i a tion may help, but not if  the pop u la tion believes this to be a
victory inspired by terror.

If  sui cide bomb ing is cru cially (though not exclu sively) an insti tu tion-level phe nom e non, it may
require find ing the right mix of  pres sure and induce ments to get the com mu ni ties them selves to aban don 
sup port for insti tu tions that recruit sui cide attack ers. One way is to so dam age the com mu nity’s social and 
polit i cal fab ric that any sup port by the local pop u la tion or author i ties for spon sors of  sui cide attacks col -
lapses. How ever, other research sug gests that most peo ple have more mod er ate views than what they
con sider their group norm to be. Incit ing and empow er ing mod er ates from within to con front inad e qua -
cies and incon sis ten cies in their own knowl edge (of  oth ers as evil), val ues (respect for life), and behav ior
(sup port for kill ing), and that of  other mem bers of  their group, can pro duce emo tional dis sat is fac tion
lead ing to last ing change and influ ence on the part of  these indi vid u als. Fund ing for civic edu ca tion and
debate may also help interfaith confidence building through intercommunity initiatives.

Another strat egy is for the United States and its allies to change their behav ior by directly address ing
and less en ing sen ti ments of  griev ance and humil i a tion, espe cially in Pal es tine, where images of  daily vio -
lence have made it the global focus of  Mos lem atten tion. No evi dence (his tor i cal or oth er wise) indi cates
that sup port for sui cide ter ror ism will evap o rate with out com plic ity in achiev ing at least some fun da men -
tal goals that sui cide bomb ers and supporting communities share.

Of  course, this does not mean nego ti at ing over all goals, such as Al-Qaeda’s quest to replace the West -
ern-inspired sys tem of  nation-states with a global caliph ate, first in Mos lem lands and then every where.
Through out man kind’s his tory, all efforts to achieve global con trol through an eco nomic, polit i cal,
and/or mil i tary sys tem have always failed. Per haps instead we need research to under stand which con fig -
u ra tions of  psy cho log i cal and cul tural rela tion ships are lur ing and bind ing thou sands, pos si bly mil lions,
of  mostly ordi nary peo ple into ter ror ist orga ni za tions’ martyr-making web.

Study is needed to see how ter ror ist insti tu tions form and to uncover sim i lar i ties and dif fer ences
across orga ni za tional struc tures, recruit ing prac tices, and recruited pop u la tions. Are there reli able dif fer -
ences between reli gious and sec u lar groups, or between ideo log i cally driven and griev ance-driven ter ror -
ism? We also need to inves ti gate any sig nif i cant causal rela tions between mod ern dem o cratic soci ety’s
pol i cies and actions and those of  ter ror ist orga ni za tions and sup port ers. We may find that the global eco -
nomic, polit i cal, and cul tural agenda of  a mod ern dem o cratic civil soci ety has a cat a lyz ing role in moves
to retreat from our worldview (the Taliban) or to create a global counterweight (Al-Qaeda).

Fund ing such research may be dif fi cult. As with the some what ten den tious and self-serv ing use of  ter -
ror as a pol icy con cept to reduce dis so nance, gov ern ments and the media may wish to ignore these rela -
tions as legit i mate top ics for inquiry into what ter ror ism is all about and why it exists. A call for research

64 Dr.-Ing. Bacharuddin Jusuf Habibie



may demand more patience than any admin is tra tion could polit i cally tol er ate dur ing times of  cri sis. In the 
long run, how ever, a soci ety can ill afford to ignore either the con se quences of  its own actions or the
causes behind the actions of  others.

RESEARCH INTO SUICIDE BOMBERS

Two impor tant doc u ments cru cial to the war on ter ror ism were recently released in the United States.
On May 23, 2003, the U.S. Gen eral Account ing Office deliv ered its final report to Con gress on “Com bat -
ing Ter ror ism.” On June 3, 2003, the Pew Research Cen ter pub lished the lat est install ment of  a multi-year 
sur vey on global atti tudes to polit i cal pol i cies and social val ues. Social psy chol o gists have long doc u -
mented what they call “the fun da men tal attri bu tion error,” an inter pre ta tion bias that seems to be espe -
cially prev a lent in indi vid u al is tic cul tures such as those of  the United States and West ern Europe. In
con trast, many cul tures in Africa and Asia in which a col lec tiv ist ethic is more prev a lent show less
susceptibility to such judgments.

What leads a nor mal per son to sui cide ter ror ism? The pri macy of  sit u a tional over per son al ity fac tors
sug gests the futil ity of  attempts to psy cho log i cally pro file the sui cide ter ror ist. There seems to be a gen -
eral agree ment among psy chol o gists that there is no par tic u lar psy cho log i cal attrib ute that can be used to
describe the ter ror ist or any per son al ity that is dis tinc tive of  ter ror ists. Peo ple who have joined ter ror ist
groups have come from a wide vari ety of  cul tures, nation al i ties, and ideo log i cal causes, all strata of  soci -
ety, and diverse pop u la tions. Their per son al i ties and char ac ter is tics are as diverse as those of  people in the 
general population.

Months, some times years, of  intense indoc tri na tion can lead to “blind obe di ence” no mat ter who the
indi vid ual is, as indi cated in research on peo ple who become tor tur ers for their gov ern ments. How ever,
despite numer ous stud ies of  indi vid ual behav ior in group con texts that show sit u a tion to be a much
better pre dic tor than per son al ity, the Pew sur vey found that Amer i cans over whelm ingly believe that per -
sonal deci sion, suc cess, and fail ure depend upon indi vid ual choice, respon si bil ity, and per son al ity. But
most of  the world dis agrees. This is plau si bly one rea son why Amer i cans tend to think of  ter ror ists as
homi cidal mani acs whereas the rest of  the world tends not to. Whether because of  a fun da men tal attri bu -
tion error or will ful blind ness to avoid dis so nance with one’s own world view, Amer i cans also mostly
view attempts to under stand what moti vates ter ror ism at best as a waste of  time, at worst pandering to
terrorism.

What ter ror ists dis like about Amer ica is not the coun try’s inter nal lib er ties or cul ture, but its exter nal
actions and for eign pol icy. His tor i cal data show a strong cor re la tion between U.S. involve ment in inter na -
tional sit u a tions and an increase in ter ror ist attacks against the United States. There seems to be a direct
cor re la tion between U.S. mil i tary and coun ter in sur gency aid, human-rights abuses by the gov ern ments
being aided, and a rise in terrorism.

Amnesty Inter na tional and Human Rights Watch reg u larly doc u ment hor rific and mas sive
humans-rights abuses occur ring in coun tries that receive the most U.S. aid in abso lute terms. A recent
National Research Coun cil report, “Dis cour ag ing Ter ror ism,” finds that: “With respect to polit i cal con -
text, ter ror ism and its sup port ing audi ences appear to be fos tered by pol i cies of  extreme polit i cal repres -
sion and dis cour aged by pol i cies of  incor po rat ing both dis si dent and mod er ate groups respon si bly into
civil soci ety and the polit i cal pro cess.” The sit u a tion may be crit i cal in cen tral Asia, an area of  inten si fied
U.S. inter ven tion where anti-Amer i can and pro-rad i cal Islamic sen ti ment is rapidly rising and Al-Qaeda
appears to be relocating.
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PARTNERSHIP INITIATIVES IN THE WAR AGAINST TERROR

The goal of  reduc ing sup port for ter ror ism by strength en ing the part ner ship ini tia tive and win ning
the war of  ideas involves counterterrorism aid, includ ing law enforce ment train ing and mil i tary assis -
tance to pro mote national secu rity inter ests by con trib ut ing to global and regional sta bil ity. It also
involves strength en ing mil i tary sup port for dem o crat i cally elected gov ern ments and fos ter ing dem o -
cratic val ues, includ ing respect for inter na tion ally rec og nized civil and human rights in order to kin dle the 
hopes and aspi ra tions of  free dom. The “new part ners in the war on ter ror ism” have been con demned by
Amnesty Inter na tional and Human Rights watch for increasing human rights abuses.

As for win ning the war of  ideas about democ racy and per sonal free doms, the Pew sur vey strongly
sug gests that Mus lim opin ion in favor of  these val ues means that the war has already been won. This
raises sus pi cion that the call to bat tle against hat ers of  democ racy and free dom, such as the alarms raised
about Iraq’s immi nent use of  weap ons of  mass destruc tion and its ties to Al-Qaeda, are cyn i cally
designed to rally the home front for a stra te gic push into south and cen tral Asia. The Pew sur vey inti -
mates that, except for Amer ica, much of  the world thinks so.

THE INDONESIAN EXPERIENCE

Indo ne sians can be con sid ered to be reli gious peo ple. Indeed Indo ne sia is a reli gious soci ety. Long
before Islam and Chris tian ity entered Indo ne sia, Hin du ism and Bud dhism were already well estab lished.
Islam entered and expanded in Indo ne sia peace fully through trade in three areas:

• Through Aceh, the north ern part of  Suma tra, and the east ern part of  Indo ne sia in the tenth cen tury,
by Arabs trad ers

• Through Aceh and other parts of  Suma tra in the eleventh cen tury, through Indian/Guja rati trad ers

• Through Java and the south ern part of  Suma tra in the eleventh cen tury, through Chi nese trad ers

Since the thirteenth cen tury, Islam has blos somed in Indo ne sia, and many Islamic king doms and sul -
tan ates were estab lished and devel oped in the mar i time con ti nent. There fore, in most lit er a ture, Islam is
con sid ered to have entered Indo ne sia in the thirteenth cen tury and then sys tem at i cally expanded not only 
through trad ing activ i ties but also through preach ing and cul tural approaches. It was peace fully adapted
to, and assim i lated in har mony with, the local tra di tions and cul tures inher ited from the Hindu and Bud -
dhist cul tures.

Islam then expanded through out the coun try via five reli gious insti tu tions:a) prom i nent per son al i ties
in soci ety; b) the estab lish ment of  mosques; c) adap ta tion and assim i la tion into exist ing local tra di tions
and cul tures; d) edu ca tion (board ing schools or pesantren) and e) social activ i ties, including marriage.

Espe cially in Java, these five net works were suc cess fully cre ated, devel oped, imple mented, and mon i -
tored by the “Nine Wise Men,” or “Wali Songo.”

The colo nial mas ters brought in Chris tian ity: The Cath o lic Church came in through the Por tu guese
peo ple in the fifteenth and sixteenth cen tu ries and the Protestant Church came in through the Dutch
peo ple in the eighteenth and nineteenth centuries.

At the begin ning of  the twentieth cen tury, the Islamic move ment was influ enced as well as driven by
the fol low ing orga ni za tions: a) Syarikat Dagang Islam or Islamic Trad ing Soci ety, estab lished in 1904 and
renamed Syarikat Islam or Islamic Soci ety in 1911; today this orga ni za tion has devel oped into sev eral
other Islamic orga ni za tions. b) Muhammadiyah, estab lished in 1912 and c) Nahdatul Ulama, estab lished
in 1926.

Although 87.6% of  the 220 mil lion Indo ne sian peo ple are Mos lem, and Indo ne sia has the big gest
Mos lem soci ety in the world, it is not an Islamic state. Indo ne sia is a sec u lar though very reli gious repub lic 
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in which var i ous reli gions have been peace fully adopted and whose fol low ers have lived in har mony and
peace for centuries.

How ever, long before the Bali bomb ings of  Octo ber 2002, the word ter ror ism was applied to cer tain
kinds of  vio lence in Indo ne sia. In the late 1970s, the Indo ne sian gov ern ment termed a series of  related
mur ders and rob ber ies in Java the “Warman’s ter ror,” after one of  the per pe tra tors. In 1981, the hijack ing
of  an Indo ne sian air liner by a group led by a for mer thug-turned-mil i tant Mus lim was deemed a ter ror ist
act, for which the main plot ters were exe cuted. Dur ing an inten sive coun ter in sur gency cam paign in the
early 1990s in Aceh, some Acehnes used the term ter ror to describe acts com mit ted by the army against
suspected pro-independence rebels.

But before the attacks on the World Trade Cen ter, there was never any sug ges tion that acts of  ter ror
car ried out in Indo ne sia had any links to orga ni za tions or indi vid u als out side Indo ne sia’s bor ders. Indo -
ne sians began going to the Paki stan-Afghan i stan bor der for mil i tary train ing in 1985 and some of  the
first grad u ates of  that train ing became the lead ers of  what later came to be known as Jemaah Islamiyah,
which was cre ated on Jan u ary 1,1993, while the Afghan train ing program was still underway.

The ori gins of  Jemaah Islamiyah, how ever, lay in the Darul Islam move ment in Indo ne sia that started
in 1949 as a rebel lion in west Java. The move ment was against the fledg ling Indo ne sian gov ern ment for
ced ing too much to the Dutch in order to have a peace ful end to Indo ne sia’s inde pend ence strug gle. Led
by a man named Kartosoewirjo, it ended up as a move ment to estab lish an Islamic state in the 1950s out
of  large swaths of  west Java and parts of  cen tral Java. The move ment was finally defeated in 1962.

Sep a rately and inde pend ently, two other move ments, also called Darul Islam, arose in Aceh and south
Sulawesi. The south Sulawesi move ment also spread into north Maluku. Both were expres sions of
regional resent ment against the cen tral gov ern ment, and both took up the call for the estab lish ment of  an 
Islamic state.

The Aceh move ment, led by a man named Daud Beureueh, began in 1953. Nei ther it nor the Sulawesi
move ment was a sep a rat ist move ment, and both were com mit ted to the idea of  an Indo ne sian Repub lic;
they just wanted an Islamic one. In 1960, as the end was draw ing near for all of  these rebel lions, the Aceh
and Sulawesi move ments joined forces, at least on paper, and agreed to form the Fed eral Islamic Repub lic 
of  Indo ne sia. The lead er ship of  Darul Islam regrouped in 1974, and over the next few years recruited a
new wave of  fol low ers. These peo ple did not engage in any vio lence on Indo ne sian soil, how ever, until
May 2000, when some of  the men later involved in the Bali bomb ings planted explo sives in churches in
Medan, north Suma tra. The work was clumsy and unpro fes sional, and no one in Indo ne sia or abroad sus -
pected links to an inter na tional net work. But Hambali, an Indo ne sian vet eran of  Afghan i stan who was
already work ing closely with Al-Qaeda, was the key figure behind that early effort.

Inter na tional aware ness of  Indo ne sian involve ment in a trans na tional ter ror ist net work came much
later, after the late 2001 arrests in Sin ga pore and Malay sia of  men found to be mem bers of  Jemaah
Islamiyah. But that dis cov ery led to two fun da men tal misperceptions on the part of  many inter na tional
observers:

• That Jemaah Islamiyah was sim ply the South east Asian fran chise of  Al-Qaeda.

• That vio lence per pe trated by Mus lim mil i tants in the region had to have inter na tional dimen sions.

Both thoughts were wrong, but so was the wide spread denial in Indo ne sia that home grown rad i cals
could have inter na tional ties. How ever, the 1977 group saw them selves as attack ing a repres sive gov ern -
ment at home; the 2000 group saw them selves as part of  a global move ment to attack the ene mies of
Islam. Recruit ment of  Indo ne sian mujahidin took place largely through Darul Islam net works, and par -
tic u larly from reli gious study groups that dou bled as Darul Islam cells in cen tral Java and Jakarta.
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The pull fac tors of  the oppor tu nity to take part in an inter na tional jihad and the avail abil ity of  fund ing
and logis ti cal sup port coin cided with some impor tant push fac tors in Indo ne sia. Polit i cal Islam was
under severe pres sure from the state, and many Mus lims were eager to sign up for the jihad abroad. Darul
Islam mem bers also saw train ing in Afghan i stan as an oppor tu nity to acquire the mil i tary capac ity to take
on the Indo ne sian state. The “Afghan i stan expe ri ence” proved to be crit i cal to the estab lish ment of
Jemaah Islamiyah and also gave the group a much more international outlook.

It was in Afghan i stan that Jemaah Islamiyah devel oped bonds with men from other parts of  south east
Asia, because all the south east Asians trained together: Thais, Malay sians, Fil i pi nos, Bur mese, and even
Mus lim Cham from Cam bo dia. It is where they met fight ers from Chechnya, Bosnia, Egypt, and other
parts of  the Mus lim world. And it was in Afghan i stan where future Jemaah Islamiyah mem bers devel -
oped friend ships with Abdulrazak Janjalani, the man who later became the leader of  the Abu Sayyaf
Group, and with guer ril las from the MILF. Per haps more impor tantly, it was where the Darul Islam
recruits bonded with each other.

Between 1985 and 1995, when fight ing among dif fer ent mujahidin fac tions in Afghan i stan made con -
tin ued train ing impos si ble, the total num ber of  Indo ne sians who went through the Sayyaf  mil i tary acad -
emy was just under 300. Those Afghan alumni came to con sti tute a pow er ful base for Jemaah Islamiyah
and became the source of  most of  its top leaders.

For most mem bers of  Jemaah Islamiyah, how ever, the fun da men tal objec tive of  estab lish ing an
Islamic state in Indo ne sia never changed. It is there fore crit i cal to under stand the Darul Islam roots of
Jemaah Islamiyah for a num ber of  reasons:

• The men who became part of  Jemaah Islamiyah’s cen tral com mand went to Afghan i stan as Jemaah
Islamiyah cad res, not as Jemaah Islamiyah. Many of  the strong holds of  Jemaah Islamiyah sup port
today are in areas where sym pa thy for Darul Islam was strong in the 1950s and 60s.

• Many of  the off shoots and splin ter groups of  Darul Islam that exist around Indo ne sia today—by
one count there are 14 dif fer ent fac tions—have sent peo ple to Mindanao and else where to be
trained by Jemaah Islamiyah instruc tors, or have sent fight ers to Ambon (Molucca Island) or Poso (a
city in cen tral Celebes) where they joined Jemaah Islamiyah net works or invited Jemaah Islamiyah to
give train ing in their own areas. Within Indo ne sia, the com bi na tion of  reli gious-polit i cal moti va tion
and mil i tary exper tise seen in many of  the bomb ing oper a tions after 2000 is par tic u larly char ac ter is -
tic of  Darul Islam off shoots, of  which Jemaah Islamiyah is one.

• Finally, many prac tices of  Darul Islam were adopted by Jemaah Islamiyah, includ ing the notion of
rais ing funds for the Islamic strug gle through rob bery. Bank rob ber ies, jew el ry store rob ber ies, and
mur ders in order to get the vic tims’ cash have been jus ti fied in this way.

But if  the basic net work for Jemaah Islamiyah devel oped in the mid-1980s, why did it only begin to use 
vio lence in mid-2000? There are sev eral rea sons:

First, Jemaah Islamiyah sees itself  as a reli gious orga ni za tion, not as a ter ror ist group. Its main activ i -
ties from 1993 onward were reli gious study and preach ing.

Sec ond, there was a sys tem atic effort to build up the orga ni za tion so that it had the human and finan -
cial resources to focus on its long-term agenda of  estab lish ing an Islamic state.

Third, for many mem bers, the effort to cre ate a mass base through reli gious out reach was and con tin -
ues to be far more impor tant than bomb ing build ings.

In 1998, Jemaah Islamiyah began sys tem at i cally increas ing its con tacts with the Taliban and Al-Qaeda
by send ing some of  its senior mem bers, such as Dr. Azhari, a Malay sian cit i zen, to Afghan i stan for study
tours of  Taliban gov er nance and addi tional mil i tary train ing. This same man helped sup ply arms and
ammu ni tion to Poso and was briefly arrested after the Marriott bomb ing, but released because of  lack of
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evi dence. Clearly the polit i cal atmo sphere for him had changed between 1989 and 2000. The out break of
com mu nal con flict in Ambon in Jan u ary 1999 pro vided a major incen tive for Jemaah Islamiyah to under -
take acts of  terror inside Indonesia.

There is abso lutely no rea son to believe that Jemaah Islamiyah had any hand in the ini tial vio lence, but
its lead ers were able to cap i tal ize on this as the first real oppor tu nity to put all their train ing in jihad to use.
Poso, more than any where else, proved to be fer tile ground for recruit ing sui cide bomb ers. And once sui -
cide bomb ers are in place, pre vent ing ter ror ist acts becomes infi nitely more dif fi cult. Jemaah Islamiyah
looked at Poso, and per haps north Maluku, as the only places in Indo ne sia where the dou ble agenda of
jihad and dakwah could be served: Wage war, but also preach and prac tice pure Islam in a way that will
fur ther the aims of  estab lish ing an Islamic state.

We know that parts of  Jemaah Islamiyah con tinue to func tion, even with more than 200 peo ple being
detained across south east Asia for involve ment in or asso ci a tion with the orga ni za tion. Jemaah
Islamiyah’s strong hold con tin ues to be in cen tral Java, par tic u larly Solo, and some of  the top Jemaah
Islamiyah lead ers seem still to be based there. The group also has a strong pres ence in east Java, Lampung, 
and cen tral Sulawesi, and has strong alli ances with local part ners in west Java and south Sulawesi. This is
an orga ni za tion whose mem ber ship almost cer tainly num bers in the thou sands, but most are prob a bly
focused on dakwah, not bombing plots.

Though their com mu ni ca tion has been dis rupted, in part because of  the sophis ti cated tech nol ogy
pro vided by the Aus tra lian gov ern ment that per mits trac ing of  mobile phone sig nals, Jemaah Islamiyah
has also become more sophis ti cated about the secu rity of  hand phones and laptops. The fact that senior
lead ers are in prison also does not mean that com mu ni ca tion among mem bers has stopped. Until
recently, the pre vail ing assump tion has been that Jemaah Islamiyah is the only orga ni za tion with the
exper tise, inter na tional ties, and ide ol ogy to con sti tute a likely part ner in the region for Al-Qaeda or
another international terrorist group.

How ever, there are two pos si bly flawed ele ments in this assump tion: a)Jemaah Islamiyah as an insti tu -
tion is inclined to fol low Al-Qaeda’s lead; b) Jemaah Islamiyah is the most dan ger ous group around.

Rather, the group is much more focused on build ing up mil i tary capac ity and cre at ing a mass base
through reli gious indoc tri na tion to sup port what would effec tively be an Islamic rev o lu tion in the coun -
try when the time is right— and the mem bers of  this fac tion appear to have a very long time frame.

The ques tion is whether new lead ers will emerge through the dakwah pro cess. Mem bers are now
being recruited who will be more inclined to the Al-Qaeda view of  the world.

That pros pect could be par tic u larly lethal if  the kind of  per sonal ties to other rad i cal jihads around the
world that the Afghan i stan train ing pro vided in the late 1980s and 1990s are rec re ated. Pre vent ing a sim i -
lar inter na tional train ing cen ter from devel op ing must be a top pri or ity. How ever, it could be pre cisely the
lack of  lengthy train ing, the impe tus to use the results of  that train ing imme di ately, and the attrac tion of
mar tyr dom that could make men from some of  the smaller groups more dan ger ous in the long run than
Jemaah Islamiyah.

CONCLUDING REMARKS

Dur ing his exile, Khomeini coor di nated an upsurge of  oppo si tion, first from Iraq and then from
France, after demand ing the Shah’s abdi ca tion. On April 1, 1979, after a land slide vic tory in a national ref -
er en dum, Khomeini declared an Islamic Repub lic, sub se quently invested with a new con sti tu tion reflect -
ing his ide als of  Islamic gov ern ment. Fun da men tal ist mea sures fol lowed and rev o lu tion ary com mit tees
patrolled the streets enforc ing Islamic codes of  behav ior and dress. Efforts were made to sup press West -
ern influ ence, and many of  the West ern-edu cated elite fled the coun try. The early years of  the rev o lu tion -
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ary gov ern ment were marked by the vir tual elim i na tion of  polit i cal oppo si tion and the con sol i da tion and
reg u lar iza tion of  rev o lu tion ary orga ni za tions. All of  this trig gered an Islamic “awak en ing” world wide
and influ enced some non-Shi ite Islamic move ments.

The aver age age of  Pal es tine sui cide bomb ers is the early twen ties. Almost all are unmar ried and
expressed reli gious beliefs before recruit ment (but no more than did the gen eral pop u la tion). They
appar ently span their pop u la tion’s nor mal dis tri bu tion in terms of  edu ca tion, socio eco nomic sta tus, and
per son al ity type (intro vert vs. extro vert). They all are Pal es tin ian or from the Middle East.

Jemaah Islamiyah was cre ated on Jan u ary 1, 1993, as a reli gious orga ni za tion, not as a ter ror ist group.
Its main activ i ties from 1993 onward have been reli gious study and preach ing. There was a sys tem atic
effort to build up the orga ni za tion so that it had the human and finan cial resources to focus on its
long-term agenda of  estab lish ing an Islamic state in Indo ne sia. The effort to cre ate a mass base through
reli gious out reach was and con tin ues to be far more impor tant than bomb ing build ings. Indo ne sians
began going to the Paki stan-Afghan i stan bor der for mil i tary train ing in 1985 and some of  the first grad u -
ates of  that train ing became the lead ers of  what later came to be known as Jemaah Islamiyah. Begin ning
in 1988, Jemaah Islamiyah began sys tem at i cally increas ing its con tacts with the Taliban and Al-Qaeda by
send ing some of  its senior mem bers to Afghan i stan for study tours of  Taliban governance and additional 
military training.

Accord ing to the World Bank Report, in the year 2002 the world pop u la tion was 6.2 bil lion, with a
Mus lim pop u la tion of  1.2 bil lion. Around 245 mil lion, or 20% of  the world’s Mos lems, live in the Mid dle
East and North Africa. The major ity (80%) of  Mos lems live in devel op ing, low-income coun tries, with
an aver age GNP/Capita ($430 USD), or 19.3% of  the aver age GNP/Capita ($2,230 USD) of  the Mid dle 
East and North Afri can coun tries, and only 13.8% of  the aver age GNP/Capita ($3,107 USD) of  the
Mid dle East and North Afri can Arabs countries.

The above-men tioned ter ror ist acts were car ried out directly or indi rectly by peo ple com ing from the
North Afri can and Mid dle East Islamic Sun nite Soci ety, with an aver age GNP/Capita seven times higher
than the major ity (80%) of  the Islamic peo ple liv ing in the poor devel op ing coun tries of  the world.

The “Pal es tine Case” is based on dis putes between Pal es tine and Israel over pos ses sion of  a con tested
home land. The dou ble stan dard used by some coun tries and the U.S. in eval u at ing and judg ing the con -
fron ta tions and clashes in favor of  Israel has embar rassed many coun tries and peo ple in the world,
includ ing Islamic peo ple. The Pal es tine sui cide bomb ings, there fore, should not be con sid ered as an
Islamic act of  con fron ta tion or war but more as a reac tion to the injus tice act in solv ing the “Pal es tine
Prob lem.” The United States and its allies should change their behav ior by directly address ing and less en -
ing their sen ti ments of  griev ance and humil i a tion. The Pal es tin ian sui cide bomb ings are sim i lar to the
kami kaze bomb ings car ried out by the Jap a nese dur ing the Sec ond World War as a last and hope less
attempt to defend itself  against an eco nom i cally and mil i tarily supe rior enemy. The use of  cul ture, beliefs, 
and reli gion (Islam) are the means for pre par ing, pro gram ming, sys tem at i cally brain wash ing, and indoc -
tri nat ing suicide bombers to take part in military attacks against the enemy.

The trag edy of  Sep tem ber 11 and the Al-Qaeda ter ror ist acts that took place before and after that time 
are based on a vision of  Osama bin Laden and the peo ple in the vis i ble and invis i ble net work of
Al-Qaeda. The vision is to coor di nate, con trol, and com mand the Islamic peo ple world wide through a
“global caliph ate,” and per haps later through a West ern-inspired sys tem of  nation-states. The awak en ing
of  the Islamic peo ple after the suc cess of  the Ira nian Islamic rev o lu tion, the eco nomic suc cess derived
from the oil boom in the Mid dle East ern coun tries, and the suc cess of  the Afghan i stan war against the
Rus sians, in which Islamic fight ers, includ ing the Taliban, were suc cess fully involved, encour age the peo -
ple in the Al-Qaeda net work to cre ate their global caliph ate. Fol low ing the Afghan i stan war, the fall of  the 
Rus sian Com mu nist hege mony, the change from a bipo lar to a uni po lar world, and the behav ior of  the
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Super power toward Pal es tine and the Mid dle East ern prob lem nurse an irra tio nal hatred toward the U.S.
The sui cide bomb ings car ried out by the Al-Qaeda net work are sim i lar to the “Assas sin net work” men -
tioned ear lier. The use of  cul ture, beliefs, and reli gion (Islam) are the means for pre par ing, pro gram ming,
sys tem at i cally brain wash ing, and indoc tri nat ing sui cide bomb ers. Al-Qaeda has never gained legitimacy
in any Islamic society or country for implementing their vision and killing innocent people.

My final con clu sion is that rad i cal ism and ter ror ism have noth ing to do with the Islamic peo ple of  the
world, almost ninety per cent of  whom are tak ing part in a jihad, or holy war, against igno rance, injus tice,
and pov erty.
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Chapter 12

Climate Change, Energy and Water Scarcity: 
Three Likely Sources of  Conflict 

General of  the Armed Forces Jiri Sedivy (Ret.)1

D
em o cratic soci et ies are solv ing a num ber of  prob lems at pres ent. Two of  these prob lems, the
com plex secu rity sit u a tion in Iraq and in Afghan i stan, are top issues, with one com mon denom -
i na tor: Ter ror ism. While we con nect the ter ror ist attacks with rad i cal Islamists, Islam itself  is

not nec es sar ily the source. For exam ple, at the 2003 Work shop, we heard the inter est ing pre sen ta tion by
Mr. Satish Chandra of  India on the issue of  water sources. This prob lem has the poten tial of  result ing in
armed con flict.

I would like to turn your atten tion now to many other prob lems that are pos si ble sources of  large and
exten sive con flicts if  man kind does not solve them today. 

CLI MATE CHANGES AND FUEL SOURCES

Regard less of  the ever-increas ing num ber of  inhab it ants on our planet, the changes in cli mate and the
pump ing of  fos sil fuel will likely cre ate a very com pli cated sit u a tion that only rad i cal action will be able to
cor rect. Such changes involve three major issues: The lack of  food (in some regions), a lack of  drink ing
water, and the drain ing of  fos sil fuel sources, namely, oil. A study con ducted for the Pen ta gon, enti tled
“Sud den Cli mate Change,” as well as a num ber of  other mod els, show that global warm ing and other cli -
mate changes in spe cific regions are occur ring, includ ing a grow ing trend toward extreme nat u ral disas -
ters and ris ing sea lev els, with appropriate consequences.

The costs for deal ing with extreme nat u ral events has increased in recent decades. Global eco nomic
losses result ing from these catas tro phes have risen 10.3 times, from 3.9 bil lion USD a year in the 1950s to
40 bil lion USD a year in the 1990s. In addi tion, the annual report of  the world’s larg est secure insur ance
com pany, Munich Re, states that in 2003 nat u ral disas ters caused seven times more casu al ties than in
2002, when the num ber was 75,000, includ ing 40,000 lost from the sin gle Decem ber earthquake in Iran.

Besides earth quakes, which are of  course unpre dict able and can not be fore seen, the extreme heat in
Europe in 2003, per haps con nected with global warm ing, claimed 20,000 casu al ties. In the Amer i can
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Mid west, tor na does dev as tated the area in May, and fires in Cal i for nia turned thou sands of  homes to
ashes. The fires cost the insur ance sec tor almost 2 bil lion USD, while hail storms dur ing the tor na does
caused dam age in the amount of  some 1 billion USD.

What we can con clude from these facts is that we can expect a higher num ber of  catas tro phes and nat -
u ral disas ters in upcom ing years as a result of  the increased effects of  global warm ing.

Regard ing fos sil fuels, cur rent soci ety is depend ent on hydro car bons—oil and nat u ral gas. That is
because these fuels con tain the most energy per unit (oil con tains the most). But these sources are
nonrenewable. It is alarm ing how they are being exhausted and used.

When we look at fuel in a con text of  energy com mod ity bal ance – two-fifths of  man kind con sump -
tion is rep re sented by oil (fol lowed by coal, nat u ral gas, and energy from hydro elec tric and nuclear power
plants).

Accord ing to the energy syn op sis by Jan Hansen (2001), global pro duc tion of  oil culminated in 2000,
which means that it will go down in about five years. Max i mum pro duc tion is 90 mil lion bar rels a day,
even though demand is at 75 mil lion bar rels a day, and pro duc tion is expected to grow by 2.5% per year,
to 100 mil lion bar rels a day until 2010. The prob lem is that, except for the Mid dle East and the Cas pian
Sea, the rest of  the world’s well-known oil sites have decreased their pro duc tion. Atten tion, there fore,
will undoubt edly turn to these two regions.

OIL-RELATED CON FLICT

At the pres ent time, sei zure of  nat u ral sources is “the good rea son” behind most con flicts, which
explains the militarization of  the Cas pian region. Rus sia is pres ently active in that region con duct ing mil i -
tary exer cises of  a com plex nature. The Cas pian fleet has under gone changes and part of  the Bal tic Sea
naval force has been trans ferred. Also in 2001 the 77 th Self-Con tained/Inde pend ent Marine Brigade was
formed.

Kazakhstan and Azerbaijan, with the sup port of  the U.S., will be build ing up their own naval fleets.
The U.S. itself  is rein forc ing its influ ence in this region through var i ous indi rect activ i ties. In the sum mer
of  2001, a poten tial con flict between Azerbaijan and Iran was noted when Iran used its naval force and its 
air force to pro tect geo logic sur vey works at a crude-oil field in a dis puted area of  the south ern part of  the 
Cas pian Sea. At the same time, the Cas pian region has not met expec ta tions so far—it should hold at least 
10% of  the world's reserves— but at pres ent the major pump ing coun tries only get about 1.5%. How -
ever, the Cas pian region expects almost a 7% yearly increase, and if  there are no changes and no other
sources dis cov ered, it will be pos si ble to pump crude oil in this region till 2023.

WORLD WIDE OIL CON SUMP TION

Yet indus tri ally devel oped coun tries are using energy to the det ri ment of  devel op ing coun tries. For
instance, the aver age con sump tion of  one Cana dian cit i zen a year, recal cu lated to an oil equiv a lent, is
10,000 kilo grams. An inhab it ant of  Ethi o pia uses only about 20 kilo grams. This is hugely dis pro por tion -
ate. In addi tion, oil is con sumed in eco nom i cally devel oped coun tries but the major sup pli ers of  oil are
developing countries.

In terms of  total fig ures, nations in the indus tri al ized world con tinue to con sume more of  the world´s
petro leum prod ucts than those of  the devel op ing world. This gap is pro jected to nar row con sid er ably
between 2001 and 2025, however. In 2001, devel op ing nations con sumed about two-thirds (64%) as
much oil as the indus tri al ized nations, but by 2025 they are expected to con sume 94% as much as the
indus tri al ized nations. This shift in con sump tion pro por tions can lead to tensions over oil sources. 
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Although there is no imme di ate dan ger that the world will run short of  oil, at the pres ent pump ing
rate, reserves are expected to last for 20 to 30 years until about 2026.

Accord ing to the World Energy Coun cil, seri ous energy prob lems may not arise until after 2050, but it
is nec es sary none the less to develop new sources and to have com monly observed con ser va tion mea sures 
applied to cur rent sources. Another source of  infor ma tion indi cates that there are 1,020 bil lion bar rels of  
known oil reserves, with 23.6 bil lion bar rels being pumped a year: If  there is no increase and pump ing is
kept at the 1998 level, reserves will last until 2041. Accord ing to a fur ther source, there are 140.9 bil lion
tons of  oil in reserve, and if  pump ing con tin ues at 3.47 bil lion tons a year, global oil reserves would be
depleted before 2026.

How ever, even if  I was cer tain that some rad i cal changes will be made regard ing energy con sump tion,
the dis pro por tion ate allo ca tion of  reserves will never be solved, nor will the dis pro por tion ate con sump -
tion of  energy or the grad ual emp ty ing of  indi vid ual pumping sites.

Here are some sta tis tics:

• OPEC has 108.4 bil lion tons of  oil, or 76.9% of  world reserves. The rest of  the world has 32.5 bil -
lion tons.

• The larg est ver i fied oil reserves in the world are in the Mid dle East—91.6 bil lion tons. Non-ver i fied
reserves are 68 bil lion tons – with 27.2 bil lion tons in OPEC mem ber-coun tries. 

• Regard less of  the rate of  pump ing, oil could be pumped out from world wide reserves for 41 years;
from OPEC for 75 years; and from the Mid dle East for 88 years.

Because of  the world wide decrease in oil pro duc tion, which is con nected to esca lat ing ten sion in the
strug gle to hold influ ence over van ish ing reserves, mil i tary clashes may occur fol low ing the 2025–2030
period if  the prob lem is not solved by appro pri ate polit i cal action. 

WATER SHORT AGES AND RESULT ING PROB LEMS

Now I would like to recall the pre sen ta tion by Mr. Satish Chandra, the Dep uty National Secu rity Advi -
sor of  India, at last year's Twen ti eth Inter na tional Work shop in Mos cow. He dis cussed the point that a UN
study con cluded that almost two-thirds of  the world’s pop u la tion, which is about 5.5 bil lion peo ple, will
face a seri ous water short age before the year 2025.

The worst-case sce nario pre dicts that around 2050 as many as 6 to 7 bil lion peo ple will be endan gered
in 60 coun tries.Sim i larly, a study under taken by the Inter na tional Year of  Water 2003 states that, in the
near future, drink ing water will become a source of  ten sion and intense com pe ti tion among nations.
Future wars will likely not be waged for ter ri tory or for oil but for water. World wide, 1.2 bil lion peo ple are
starv ing because of  a short age of  water, 2.4 bil lion peo ple are liv ing with out ade quate hygiene, and 60%
of  infant mor tal ity is con nected with poor water qual ity. It is esti mated that up to 30 bil lion USD per year
is spent on the pro duc tion and dis tri bu tion of  drink ing water as well as on providing hygiene. 

Today, one-third of  the world’s pop u la tion lives in coun tries in which the short age of  drink ing water is 
the top issue—this includes Africa, west ern Asia, China, India, Indo ne sia, Kuwait, the Gaza strip, United
Arab Emirates, the Baha mas, Qatar, the Mal dives, Libya, Saudi Ara bia, Malta, and Sin ga pore. In addi tion,
peo ple today use 54% of  all avail able water sources (lakes, rivers, and under ground sources), but, under
the pres ent per capita con sump tion rates this could reach 90% in 25 years, leav ing only 10% for the rest
of  the ani mal spe cies. And, like petro leum pump ing, drink ing water pump ing exhib its sim i lar trends in
the gap between devel oped and devel op ing coun tries. Water con sump tion per capita per day in the U.S. is
7,200 liters (about 190 gal lons) while in India it is 1,500 liters (about 40 gallons). 
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Dur ing the last half-cen tury, there were 507 inter na tional con flicts because of  water. Vio lence accom -
pa nied 37 of  them and mil i tary activ i ties took place in 21. The major ity of  con flicts occurred in the Mid -
dle East. How ever, most likely by the year 2025, the sit u a tion will grow even worse. Many of  the regions
men tioned ear lier will enter the “cat a strophic” cat e gory, in which water con sump tion will be under 1.0
cubic meter per capita a year. Water con sump tion has more than tri pled since 1950. 

The great est rate of  growth in water con sump tion is pre dicted to be in Africa and in the Mid dle East
while the low est rate of  growth is expected to be in devel oped coun tries. The sit u a tion will be crit i cal if
noth ing sub stan tial is done in the Islamic regions and those regions influ enced by Islam.

MUS LIM NATIONS AND VIO LENCE

In his delib er a tions, Sam uel Hun ting ton often goes too far but it is nec es sary to take his views into
account. He states that Mus lim coun tries resort to vio lence dur ing inter na tional cri ses, and that they used
it in 76 of  the 142 cri sis sit u a tions between 1928 and 1979 (his fig ures might be dis torted because the last
decades were not included). In 25 cases vio lence was used as the basic way to solve the cri sis, and in the
remain ing 51 cases vio lence was used together with other means. More over, in Islamic coun tries vio lence
was applied more than in any other place; 41% of  the time it was part of  full-scale war and 38% of  the
time the armed clashes were clas si fied as seri ous.

Dur ing 1993–1994, there were three times more civil ian con flicts that included Mus lim par tic i pa tion
than con flicts among non-Mus lim pop u la tions. There were also more con flicts within and between
Islamic coun tries than in any other pop u la tion. The West expe ri enced only two con flicts. In addi tion, 48
local i ties in 1993 expe ri enced eth nic con flicts. Accord ing to the New York Times, there were 59 eth nic
con flicts in those local i ties that were direct clashes between Mus lims and non-Mus lims. There were 31
con flicts among var i ous groups and two-thirds of  them were waged between Mus lims and mem bers of
another pop u la tion. There were 10 tribal con flicts in Africa.

If  no cru cial changes are made, we expect that:

•  energy resources will decrease around 2020 and an energy cri sis will occur around 2050. 

•  As to the use of  water, the period around 2025 could be crit i cal. 

There is also another chal lenge. If  the sea level con tin ues to rise at the rate of  1–2 mil li me ters per year,
in a cen tury the level will rise 9.88 cen ti me ters. Dur ing the last one hun dred years the sea level rose 10–20
cen ti me ters.

The last two fac tors alone could bring about a crit i cal sit u a tion by 2020 and on.

THE EFFECTS OF GLOBAL WARM ING

 Sci en tific obser va tions increas ingly show that global warm ing is influ enced by human activ i ties. Dur -
ing this cen tury, we are likely to see a 1.4 to 5.8degree Cen ti grade increase, which will affect our water dis -
tri bu tion sys tems, water sources, sea sonal cycles, eco sys tems, extreme cli mate events, and many other
things. Since the late nineteenth cen tury, tem per a tures have risen by 0.6 degrees Cen ti grade plus/minus
0.2 degrees Cen ti grade. The great est degree of  warm ing took place between 1910 and 1940 and from
1976 until the pres ent. In the north ern hemi sphere, where mea sure ment is most accu rate, the rate of
warm ing dur ing this cen tury is higher than at any other time dur ing the past one thou sand years. More -
over, the 90s were the warm est decade of  the mil len nium and 2002 was the warm est year ever.

Cli mate mod els are now pre dict ing that, with out any major changes or arrange ments to stop the
expected effect, global tem per a tures will go up by 1.4 to 5.8 degrees Cen ti grade up to the year 2100.
These changes are greater than any that occurred in the past 10,000 years. Global warm ing will have a crit -
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i cal impact on all of  man kind, affect ing not only water sources and dis tri bu tion sys tems but food pro duc -
tion, sea lev els, and nat u ral disas ters. Sim u la tions show that warm ing by 0.6 °C could also lead to ris ing
water expan sive ness, but it is dif fi cult to cal cu late the influ ence of  the melt ing of  ice in Green land and
Antarctica and the slow rec ti fy ing of  the north ern con ti nents when they become free of  the load of
age-old gla ciers.

Since the late 1960s, snow cov er age has decreased by some 10% in the medium and higher lat i tudes of
the north ern hemi sphere. Dur ing the last decades, the cov er age of  arc tic sea ice has decreased by 10 to
15% in spring and sum mer, and also seems to be thin ner by 40% in late sum mer and early autumn. 

In addi tion, pre cip i ta tion is higher—0.5% to 1% per decade—in most high lat i tudes in the north ern
hemi sphere, with 2% higher cloud cov er age. Pre cip i ta tion in trop i cal lon gi tudes—10° south to 10°
north—appears to be higher by 0.2% to 0.3% per decade. On the other hand, a decrease was observed
over the north ern hemi sphere in sub trop i cal areas (10º–30° north) dur ing the twentieth cen tury, 0.3%
per decade. In parts of  Africa and Asia, the rate and inten sity of  drought seem to be much worse. 

Global warm ing will have an effect on food pro duc tion, namely in trop i cal and sub trop i cal areas
where agri cul ture is at the brink of  high tem per a ture tol er ance. In cen tral con ti nen tal ter ri to ries, such as
the U.S. Corn Belt, and in vast parts of  the medium lat i tudes of  Asia, sub-Saha ran Africa, and parts of
Aus tra lia, dry and hot con di tions are expected. But some improve ment is likely to occur in Great Brit ain,
Scan di na via, Europe, and North Amer ica. 

Water sources will also be affected by changes in pre cip i ta tion and evap o ra tion. The infra struc ture in
low lands will be dev as tated because of  ris ing sea lev els, floods, and other extreme weather events. Some
sources say that the sea level will rise by 0.2 m by 2010, by 0.5 m by 2040, and by 1.0 m by 2090 (The World 
Bank and The World Resources Insti tute). Another sce nario, “IS92,” indi cates an increase of  13 to 94 cm
by 2100, and a “Lone Planet” sce nario indi cates an increase of  some 8 to 30 cm by 2030 and 30 to 110 cm
by 2100 (1 m of  water is equal to 12 to 18% of  the ter ri tory of  Ban gla desh).

Glob ally, pre cip i ta tion will grow, but it is not cer tain where. How ever it is cer tain that in the sec ond
half  of  the twenty-first cen tury, win ter pre cip i ta tion will be higher in the higher lat i tudes of  the north ern
hemi sphere and in Antarctica. Some ter ri to ries in trop i cal regions will have more pre cip i ta tion while oth -
ers will have less. Aus tra lia, Cen tral Amer ica, and South Africa should receive increas ingly smaller
amounts of  win ter pre cip i ta tion. 

The fre quency and inten sity of  extreme weather events will likely change. With higher tem per a tures,
there will prob a bly be more hot days and heat waves and fewer frosty days and cold peri ods. Cli mate
mod els con tinue to show extreme amounts of  pre cip i ta tion over many regions, with the risk of  drought
increas ing in con ti nen tal ter ri to ries dur ing sum mers. There is also evi dence that hur ri canes will be more
intense, with more severe winds and more pre cip i ta tion. In addi tion it is impos si ble to rule out other
rapid and unex pected cli mate changes, the most dra matic of  which would be the col lapse of  the west ern
Ant arc tic ice shield. While this would lead to a cat a strophic rise in sea level, it is not likely to hap pen in the
twenty-first cen tury. 

Changes in ocean water cir cu la tion also can have a con sid er able impact on regional cli mates (for
instance, the weak en ing of  the Golf  Stream will warm Europe). This may occur over sev eral decades, but
it is unknown whether or not global warm ing will trig ger changes in ocean water cir cu la tion. Cli mate
mod els show that even if  the Golf  Stream loses its strength, Europe will get warmer because of  the
green house effect.

Social and eco nomic sys tems tend to be vul ner a ble in devel op ing coun tries that are eco nom i cally inef -
fec tive  and have weak insti tu tions. Peo ple liv ing in low lands, slightly higher areas, and on small islands are
par tic u larly at risk. Densely pop u lated areas are also more vul ner a ble to dan gers such as storms, floods,
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and droughts. The most vul ner a ble pop u la tions live in the sub-Saha ran region; in south, east, and south -
east ern Asia; and in the trop i cal ter ri to ries of  Latin Amer ica and some Pacific islands. 

High sea lev els also threaten drink ing water sup plies with con tam i na tion, includ ing those in Israel,
Thai land, islands in the Pacific and Indian Oceans and the Carib bean Sea, and the Mekong Delta in China 
and Viet nam. 

MIGRA TION AND THE ENVI RON MENT

While many peo ple migrate from poor agri cul ture regions to urban areas, they often return to their
homes because of  a lack of  space and work oppor tu ni ties. Peri odic droughts, floods, and cyclones
worsen the sit u a tion. The soil becomes exhausted—there are two to three har vests per year—and drink -
ing water in shal low wells becomes pol luted with bac te ria and chem i cals. Deeper wells, on which nearly
40 mil lion inhab it ants depend, con tain arsenic. It is expected that sea sonal flood ing will increase over a
lon ger period of  time because the higher sea level will slow down drain age in the affected region; it is also
expected that liv ing will get worse in these low-lying areas. This will lead to an increase in under ground
water salin ity and there fore to the area’s fur ther dete ri o ra tion. For exam ple, flood ing in 1998 deprived as
many as 16 mil lion peo ple of  their homes. 

Future high tides will also be stron ger as will cyclones. The most dev as tat ing cyclones were in
1970—300,000 to 500,000 peo ple were killed—and in 1991cyclones claimed 140,000 to 200,000 lives.
Fewer casu al ties were recorded after 1970 because a num ber of  anti-cyclone bar ri ers were built. 

Cli mate changes related to global warm ing will cause pop u la tion migra tions not only in Ban gla desh
but in other parts of  the world. Either ris ing sea lev els, inland floods caused by higher pre cip i ta tion, or
dev as tat ing droughts will result in long-last ing crop fail ure and fam ine. 

The solu tion is most likely to be found in elim i nat ing dif fer ences among nations, but in times of  huge
migra tion it will also be found by pre par ing rel a tively large ter ri to ries for set tle ment by mil lions of  peo ple
or by inte grat ing them into exist ing nations.

CON CLUD ING REMARKS

The most endan gered part of  our planet is in the north ern hemi sphere, between 10º and 30°. In this
area are coun tries in which Islam is the deci sive state reli gion (out of  28 coun tries, 22 are at least 50%
Islamic). Islam itself  does not pose any prob lem, but some groups inter pret and mis use it in their favor; in 
newly dem o cratic areas they may use vio lence to solve prob lems. Lack of  water or food or other effects
of  global warm ing, includ ing mass migra tion, can worsen attempts to solve prob lems. This can lead to
the use of  ter ror ist tac tics on an even greater scale. The period between 2025 and 2030 should be even
more alarm ing than today. 
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Chapter 13

Indirect Threats to Global Security: 
Climate Change and Flu Pandemics

Mr. Satish Chandra1

OPENING REMARKS

I
ndi rect threats to global secu rity arise not from issues cus tom arily asso ci ated with secu rity, such as
war, regional con flict, civil strife, pro lif er a tion of  nuclear weap ons, and ter ror ism, but from issues
tra di tion ally not con sid ered to sig nif i cantly impact secu rity, such as cli mate change, dis ease, pov erty,

and eco nomic ineq ui ties. The lat ter threats could per haps more appro pri ately be termed
nonconventional rather than indi rect, since fail ure to address them can have as disas trous an impact on
our exis tence and well-being as the fail ure to address more con ven tional threats.

I will high light the grave dan gers posed by two of  these threats, cli mate change and flu pan dem ics, and
out line briefly what we can and need to do. Because both of  these dan gers are able to inflict on us, dur ing
the next few years, dev as ta tion of  an order hith erto never vis ited on man kind, I would like to paint two
entirely plau si ble hypo thet i cal sce nar ios to bring home the grav ity of  the sit u a tion.

It is 2015. Despite much debate and warn ing, the world has done lit tle to address the buildup of  green -
house gases and the con se quent accel er a tion of  global warm ing, which is accom pa nied by increas ingly
unpre dict able world weather pat terns. Extreme heat, storms, and droughts have cre ated havoc for farm -
ers. Mega-droughts are affect ing major gra na ries. The world’s agri cul tural pro duc tion and fresh wa ter
resources are seri ously stretched, reduc ing the planet’s car ry ing capac ity. Deaths from fam ine and
drought are in the hun dreds of  thou sands. Vio lent and fre quent storms are lash ing West ern Europe,
lead ing to the aban don ment of  low-lying cit ies such as The Hague. Ris ing sea lev els have made coun tries
such as Ban gla desh nearly unin hab it able, result ing in mass migra tion.

This sce nario, as fright en ing as it is, pales in com par i son with what could over take us by 2007 if  the
highly patho genic form of  bird flu “H5N1” becomes trans mit ta ble human to human; all it would take for 
this to hap pen is a sim ple gene shift in the bird flu virus, which could hap pen any day. In a glob al ized
world linked by rapid air travel, the dis ease would spread like a rag ing for est fire. If  it did, it would over -
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whelm our pub lic health sys tem, crip ple our econ o mies, and wipe out a bil lion peo ple within the space of
a few months—a 60 per cent mor tal ity rate is esti mated.

Both of  these sce nar ios may seem alarm ist, but they are within the realm of  pos si bil ity. We are, how -
ever, in a posi tion to put in place struc tures and pro grams to mit i gate and pos si bly even pre vent such
disas ters. But a no-regrets strat egy demands that this be done before it is too late.

As we exam ine what we need to do, we must take an in-depth look at the nature and extent of  the
threat of  cli mate change and flu pan dem ics.

CLI MATE CHANGE

It is well estab lished that the global warm ing we are expe ri enc ing today is the direct result of  the
increased con cen tra tion of  green house gases caused by human activ ity. The Inter-Gov ern men tal Panel
on Cli mate Change (IPCC) has stated that since 1750 A.D. atmo spheric con cen tra tions of  meth ane are
up by 151 per cent and car bon diox ide con cen tra tions are up by 31 per cent. Cur rent lev els of  both of
these con cen tra tions (viz. 375 ppm [parts per mil lion] and 1,760 ppb [parts per bil lion] have not been
exceeded dur ing the past 420,000 years. In addi tion, the cur rent rate of  increase of  atmo spheric CO2
con cen tra tions viz. 1.5 ppm per year over the past two decades is unprec e dented at least over the last
20,000 years. Sev enty-five per cent of  anthropogenic CO2 emis sions dur ing the last two decades are due
to fos sil fuel burn ing and the remain der mainly to land use changes, par tic u larly defor es ta tion.

The fact of  global warm ing is self-evi dent. We can all feel it. Max i mum sum mer tem per a tures in
Europe in 2003 were unlike any thing seen in the pre ced ing 100 years—6 degrees C higher than the
1961–91 aver age and 2 degrees C hot ter than the aver age sum mer tem per a tures dur ing the entire
twentieth cen tury. In North India, March 2004 tem per a tures were 5 to 7 degrees C above nor mal.

Accord ing to the IPCC, the global aver age sur face tem per a ture increased by about 0.6 degrees C dur -
ing the twentieth cen tury, and the 1990s were the warm est decade since the begin ning of  record keep ing
in 1861. As a result of  global warm ing, snow cover since the late 1960s has declined by 10 per cent. The
thick ness of  Arc tic Sea ice dur ing the late-sum mer/autumn declined by 40 per cent in recent decades. A
wide spread retreat of  moun tain gla ciers in nonpolar regions has also occurred. The global aver age sea
level has increased between 0.1 and 0.2 meters dur ing the twentieth cen tury. El Nino events, which bring
severe droughts in some areas and floods in oth ers, have become more fre quent and more intense dur ing
the last 30 years com pared to the pre vi ous 100 years. Coral reef  bleach ing, which leads to major loss of
biodiversity in coastal areas, has become more fre quent.

Some sci en tists believe that the extreme weather phe nom e non wit nessed in the 1990s is an indi ca tion
that the 0.6 degree C warm ing dur ing the twen ti eth cen tury is part of  an estab lished upward and accel er -
at ing global warm ing spi ral. The declin ing snow cover; the increased pre cip i ta tion, which in turn
increases water vapor; and the fact that yes ter day’s CO2 emis sions con tinue to impact the future are all
con tri bu tors to increas ing warm ing. Indeed, even if  we were able to freeze car bon diox ide con cen tra -
tions at the cur rent level of  375 ppm, global tem per a tures would rise another 1 degree C on top of  what
we have already expe ri enced. Should this hap pen, accord ing to a spe cial report on cli mate change in the
Feb ru ary 2004 edi tion of  the Ecol o gist, gla ciers and sea ice would in all prob a bil ity van ish and the num -
ber of  extreme events such as floods, land slides, heat waves, and vio lent storms would increase, inev i ta -
bly hav ing cat a strophic effects on global food sup plies. The report fur ther pos tu lates that if  car bon
diox ide emis sions are curbed so that car bon diox ide con cen tra tions increase only to 550 ppm, or roughly
dou ble pre-indus trial lev els, global tem per a tures would rise 2 degrees C over the next 100 years.
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Study Projections

In this sce nario, our cur rent cli mate sys tem would prob a bly still be able to cope “with out jump ing
unex pect edly to a very dif fer ent and hard to pre dict state.” It would nev er the less result in a sea level
increase of  a foot or more and even stron ger cli mate events, includ ing storms, sea surges, tor ren tial rains,
and droughts. If, how ever, energy use con tin ues to grow at cur rent rates, a four-fold increase in green -
house gases com pared to pre-indus trial times could result. This in turn could result in an 8 degree C rise
in global aver age tem per a tures, which would pro duce sea lev els 12 meters higher than those exist ing
today as well as the com plete elim i na tion of  per ma nent polar ice zones. In this even tu al ity, we would lose
our major cap i tal cit ies and much of  our best farm land, and be sub jected to vio lent weather con di tions
that together would make sur vival vir tu ally impos si ble. After look ing into a num ber of  global warm ing
sce nar ios, the IPCC has pro jected global aver age sur face tem per a ture increases between 1.4 and 5.8
degrees C between 1990 and 2100. The Ecol o gist’s report on cli mate change con tends that these pro jec -
tions are per haps far too opti mis tic. 

Another study on this topic, “Abrupt Cli mate Change,” was com mis sioned by Andrew Mar shall for
the U.S. gov ern ment and devel oped in Octo ber 2003 by Peter Schwartz and Doug Randall. The study
pro jects a sharp accel er a tion in atmo spheric warm ing in the first decade of  the twenty-first cen tury. Aver -
age tem per a tures world wide are pre dicted to increase by 0.5 degrees F and in the harder-hit regions by as
much as 2 degrees F. Most of  North Amer ica, Europe, and parts of  South Amer ica should expe ri ence 30
per cent more days with tem per a tures over 90 degrees F than a cen tury ago. Weather pat terns should
become much more erratic—more floods in moun tain ous regions and pro longed droughts in grain-pro -
duc ing and coastal agri cul tural areas. Cli mate shifts will become a local eco nomic nui sance as storms,
droughts, and hot spells impact agri cul ture and other cli mate-depend ent activ i ties. More severe storms
and typhoons should bring about higher storm surges and floods, mak ing, in 2007, a few coastal cit ies
such as The Hague unin hab it able. Cli mate shifts will also accel er ate gla cier melt ing, cause the dis ap pear -
ance of  float ing ice in the North Polar seas, make sea lev els rise, and cause an increase in inten sity of  oce -
anic waves, which will dam age coastal cit ies. As a result of  the fresh en ing of  North Atlan tic waters from
higher pre cip i ta tion and melt ing polar sea ice, the thermohaline cir cu la tion sys tem will begin to col lapse
in 2010. This col lapse will dis rupt the tem per ate cli mate of  Europe, which occurs because of  the warm
flows of  the Gulf  Stream.

With the col lapse of  the thermohaline cir cu la tion sys tem, the report pro jects that Europe will be hard -
est hit by cli mate change in the period 2010–2020. Aver age annual tem per a tures will drop 6 degrees F,
mak ing north west Europe colder and in fact more like Sibe ria. Reduced pre cip i ta tion will cause soil loss
con trib ut ing to food short ages. Europe will strug gle to stem emi gra tion from Scan di na vian and north ern 
Euro pean nations. Colder, wind ier, and drier weather will make grow ing sea sons shorter and less pro duc -
tive through out the north east ern United States, and lon ger and drier in the south west. Coastal areas will
remain at risk as ocean lev els con tinue to rise. China will be hit hard by decreased mon soon reli abil ity.
Lon ger, colder win ters and hot ter sum mers with reduced pre cip i ta tion will stress already tight energy and 
water sup plies, and wide spread fam ine will cause chaos and inter nal con flict. Ban gla desh will become
nearly unin hab it able due to per sis tent typhoons and ris ing sea lev els. The report pro jects that as a result
of  these cli ma tic changes, there will be a sig nif i cant drop in the planet’s abil ity to carry the exist ing pop u -
la tion, and future wars will be fought over sur vival rather than reli gion, ide ol ogy, or national honor.
Deaths from war and fam ine will run into the mil lions. 

While the extreme view pro jected in this study is as yet a minor ity one, it is seri ous enough that the U.S.
Sen ate Com merce Com mit tee approved $60 mil lion for fur ther research and Hol ly wood pro duced the
cli mate-catas tro phe film “The Day After Tomor row.” Whether or not the thermohaline cir cu la tion sys -
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tem actu ally col lapses in the short time pro jected in the study, cli mate change, as report edly pointed out
by Sir David King, the Brit ish gov ern ment’s chief  sci en tist, is “the most severe prob lem we are fac ing
today, more seri ous even than the threat of  ter ror ism.”

Even if  a thermohaline cir cu la tion sys tem col lapse does not occur in the next decade or two, the con -
se quences of  global warm ing will be suf fi ciently seri ous in our life time. Two top U.S. gov ern ment
experts—Dr. Thomas Karl of  the National Atmo spheric and Oce anic Admin is tra tion and Dr. Kevin
Trenberth of  the National Cen ter for Atmo spheric Research—pub lished a paper in the Decem ber 5,
2003, issue of  Sci ence, warn ing that on our cur rent course, the likely result is more fre quent heat waves,
droughts, extreme pre cip i ta tion, events-related impacts such as wild fires, heat stress, veg e ta tion changes, 
and sea level rise. In addi tion, a lead ing re-insurer, Swiss Re, released a report pre dict ing that the finan cial
costs of  global warm ing will dou ble every decade, ris ing to $150 bil lion a year over the next 10 years. A
major study pub lished in Nature mag a zine pro jects that in the next 50 years, cli mate change will cause the
extinc tion of  a quar ter of  land ani mals and plants, more than a mil lion spe cies, and much of  that
loss—more than one-tenth of  all plants and ani mals—is irre vers ible because of  the extra green house
gases already dis charged into the atmo sphere. A recent study under taken by WHO (World Health Orga -
ni za tion) also found that cli mate change is respon si ble for 2.4 per cent of  diar rhea cases world wide and
for 2 per cent of  all cases of  malaria. The study esti mates that in the year 2000, 150,000 deaths were
caused by cli mate change.

Economic Impact

The eco nomic impact of  cli mate change also will be enor mous. Phys i cal infra struc ture—energy
trans mis sion sys tems, build ings, urban infra struc ture, and so on—are directly affected by extreme events
such as floods and cyclones. Extreme weather epi sodes also lead to migra tions; urban flood ing has
already become a major issue on most con ti nents. Agri cul ture, for estry, fish er ies, and tour ism, on which
the live li hood of  bil lions of  peo ple depends, are all highly sen si tive to cli mate change. In addi tion, the
insur ance and finance ser vices sec tor is adversely affected by weather-related events per ceived to be
linked to cli mate change.

The Need to Use New Technologies

The extent of  cli mate change is directly linked to the increase in car bon diox ide con cen tra tions, which
in turn are deter mined by trends in car bon emis sions from fos sil fuel burn ing. Low er ing global car bon
emis sions would require major changes in exist ing pat terns of  energy resource devel op ment, but right
now we have the tech no log i cal means to fix the prob lem. How ever, we need to uti lize the full poten tial of
a host of  new tech nol o gies, such as wind tur bines, highly effi cient hybrid elec tric cars, fuel cell tech nol o -
gies, solar energy, and so on, together with those designed to elim i nate indus trial-byprod uct gases.
Greater use of  nat u ral gas, nuclear energy, and hydropower would fur ther reduce the uti li za tion of  fos sil
fuels. More over, there are innu mer a ble low-cost oppor tu ni ties that need to be seized to pro mote effi cient 
energy use in build ings, trans por ta tion, and man u fac tur ing. There are also enor mous oppor tu ni ties to
reduce the extent of  for est bio mass burn ing and to cut down meth ane and nitrous oxide emis sions,
which also con trib ute to global warm ing. In addi tion we can build car bon “sinks” through judi cious
refor es ta tion pro grams. The IPCC has deter mined that it is entirely pos si ble through such actions to
reduce global emis sions well below 2000 lev els between 2010 and 2020, and much of  the reduc tion could
be achieved in a cost-effec tive man ner.
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The Need for International Agreements

While the entire planet is vul ner a ble to cli mate shifts, the capac ity to adapt to and meet the chal lenges
of  cli mate change var ies vastly from region to region. Sim ply put, devel op ing coun tries and poorer pop u -
la tions have lim ited capac ity to adjust to cli mate change. Accord ing to the Third Assess ment Report
(TAR), the adap tive capac ity of  human sys tems is high in Aus tra lia, New Zea land, Europe, and North
Amer ica but low in Asia, Latin Amer ica, and the polar regions. Small island states are con sid ered to be the
most vul ner a ble to cli mate change.

With this in mind, the inter na tional com mu nity devel oped the UN Frame work Con ven tion on Cli -
mate Change at the 1992 Earth Sum mit and, sub se quently, the Kyoto Pro to col in 1997. These two guide -
lines show the way for address ing the dan gers of  cli mate change based on the fol low ing prin ci ples:

• Fol low ing the “pre cau tion ary prin ci ple,” imme di ate efforts must be made to halt, if  not reverse,
global warm ing.

• All coun tries should take action to respond to cli mate change in accor dance with their dif fer ing
respon si bil i ties and capa bil i ties. The Kyoto Pro to col imposed bind ing com mit ments only on devel -
oped coun tries to reduce their green house gas emis sions, and it may be that the main respon si bil ity
for global warm ing rests with the indus tri al ized coun tries whose his toric and cur rent per-capita
emis sion lev els are at unsus tain able lev els and far in excess of  those of  devel op ing coun tries. Cli mate 
change is being caused not by green house gas emis sions but by exces sive lev els of  anthropogenic
green house gas emis sions, the respon si bil ity for which lies with indus tri al ized coun tries. For
instance, while India’s cur rent per-capita car bon emis sions are 0.3 tons, far below the global aver age
of  1.1 tons, those of  the U.S. are of  the order of  about 5 tons. More over, devel op ing coun tries lack
the finan cial and tech no log i cal capa bil ity to address global warm ing. Any bind ing com mit ments on
devel op ing coun tries to reduce green house gas emis sions would thus not only be ineq ui ta ble but
det ri men tal to the attain ment of  their pri mary goals, namely, eco nomic and social devel op ment.

• The indus tri al ized nations with the great est his tor i cal con tri bu tion to cli mate change must take the
lead in address ing the prob lem. At Kyoto they under took to reduce, by 2012, their green house gas
emis sions to 5.2 per cent below their 1990 lev els. In order to lessen the dif fi culty of  meet ing those
tar gets, sev eral mea sures were agreed to, includ ing “flex i bil ity mech a nisms,” that allow the trad ing
of  emis sion per mits, the use of  for ests and other car bon sinks, and the earn ing of  cred its through
use of  a clean devel op ment mech a nism (CDM) or joint imple men ta tion pro ject.

• Devel op ing coun tries must com mit them selves to mon i tor and address their car bon mon ox ide
emis sions and to enter into con trac tual and con di tional com mit ments to imple ment spe cific mit i ga -
tion mea sures pro vided the full incre men tal costs are met by devel oped coun tries.

Regret ta bly the Kyoto Pro to col has been sty mied because both the U.S. and Rus sia have refused to rat -
ify it; the pro to col can become an instru ment of  inter na tional law only if  rat i fied by 55 coun tries rep re -
sent ing 55 per cent of  the emis sions of  the indus tri al ized world. Since the U.S. and Rus sia together
account for 53 per cent of  the indus tri al ized world’s emis sions, the Kyoto Pro to col can not be entered into 
force. It is also dis turb ing that global car bon emis sions from fos sil fuel con sump tion have gone up by 9.1
per cent between 1990 and 2000 and those of  the U.S. from 22 to 24 per cent of  global car bon emis sions.
And instead of  our work ing toward the Kyoto emis sion tar get of  reduc ing indus tri al ized coun tries’ total
green house gases by 5.2 per cent below their 1990 lev els, actual car bon emis sions are down only by 1.7
per cent. The reduc tions that have been achieved are largely due to a 30 per cent drop in Rus sia’s car bon
emis sions and a 1.4 per cent decline in EU car bon emis sion. The Rus sian decline may be largely attrib uted 
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to the slow down in its econ omy and to the clos ing of  inef fi cient indus tries. 
Other major indus tri al ized coun tries, includ ing Japan, Can ada, and Aus tra lia, have seen mas sive

increases in car bon emis sions in the period 1990–2000. How ever, Euro pean coun tries in gen eral and the
U.K. and Ger many in par tic u lar have per formed fairly well in curb ing car bon emis sions through cur tail -
ing coal uti li za tion and pro mot ing more effi cient and eco-friendly tech nol o gies. Many devel op ing coun -
tries, nota bly Mex ico, China, India, and the Phil ip pines, have also taken some com mend able steps to
reduce car bon emis sions growth. How ever, while indi vid ual coun tries can and must do what ever is pos si -
ble to reduce green house gas emis sions, prog ress in the mat ter can most effec tively be under taken only
within the frame work of  an inter na tional and legally bind ing agree ment that clearly sets out the obli ga -
tions and respon si bil i ties of  the par ties con cerned as to how clearly defined benchmarks and objec tives
can be achieved. In this con text, there can be no sub sti tute for the Kyoto Pro to col; it is in our com mon
inter est that the pro to col be rat i fied by all con cerned. Fail ure to do so will con demn us to the per ils of  cli -
mate change.

All of  us need to rec og nize that global warm ing is like can cer: Dif fi cult to detect in the early stages and
dif fi cult to cure if  detected late. Regret ta bly, we have detected global warm ing late, and there are some
who feel that its con se quences are reach ing the point of  irre vers ibil ity. Even if  we were to cut back emis -
sions to the lev els sug gested in the Kyoto Pro to col, we would merely be scratch ing the sur face of  the
prob lem. The sta bi li za tion of  green house gas con cen tra tions at 450 ppm would require annual car bon
emis sions to drop to less than 21 bil lion tons over the next cen tury. This would entail a cut of  around 80
per cent in global car bon emis sions from pres ent lev els—much larger than what is being con tem plated in
the Kyoto Pro to col. How ever, in the absence of  any thing better, we need to fol low the Kyoto Pro to col
since it con sti tutes the first step in seri ously address ing cli mate change in a truly global man ner—the only
way an issue of  this nature can be addressed. Pend ing the pro to col’s rat i fi ca tion, the inter na tional com -
mu nity must push ahead with the imple men ta tion of  the clean devel op ment mech a nism, which should
be incor po rated into an inter na tional agree ment because it will facil i tate invest ment and tech nol ogy
flows to devel op ing coun tries in exchange for car bon cred its.

Rec og niz ing Nuclear Power As Clean Energy

India believes that nuclear power can be an impor tant com po nent of  clean energy tech nol ogy usage.
While every men tion of  India’s nuclear pro gram is imme di ately linked to our nuclear weap ons devel op -
ment, our nuclear pro gram has always been pri mar ily anchored in devel op ing appli ca tions for nuclear
energy. Today nuclear power accounts for only about 3 per cent of  our total power pro duc tion, but we
have an ambi tious growth pro gram. 

To put the scale of  the prob lem in per spec tive, if  India needed to achieve per-capita energy con sump -
tion com men su rate with even the lower end of  the pres ent stan dard of  liv ing in devel oped coun tries, it
would need to increase its elec tric ity gen er a tion capac ity from today’s level of  around 100,000 Mwe to
around 1.5 mil lion Mwe, i.e., to 15 times pres ent capac ity. If  we did so using fos sil fuels alone, this would
mean addi tional car bon mon ox ide emis sions equal to roughly the entire exist ing global level.

There fore every one of  India’s efforts to increase the pro por tion of  nuclear energy in our total energy
out put should be sup ported whole heart edly. Instead, the pre text of  nonproliferation con cerns is fre -
quently used to deny coop er a tion with India in this area. The irony is that India, which has an impec ca ble
record on nonproliferation, is denied access to tech nol ogy and invest ment that is impor tant for its devel -
op ment in a man ner that pro tects the global cli mate while clan des tine trans fers of  nuclear, mis sile, and
dual-use tech nol o gies escape unpun ished even when exposed. This serves nei ther nonproliferation goals 
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nor the objec tives of  envi ron ment-friendly devel op ment. Nuclear power must be rec og nized as clean
energy and should be brought within the pur view of  CDM.

BIRD FLU PAN DEMIC

If  the pos si bil ity of  the col lapse of  the thermohaline cir cu la tion sys tem is alarm ing, the pos si bil ity of
a human-to-human trans mit ta ble bird flu pan demic is a night mare. What makes it so fright en ing is the
fact that it could hap pen at any time and that we are ill pre pared to face it. At cur rent mor tal ity rates, it
could result in the sud den death of  15 to 20 per cent of  man kind.

The most severe health cri sis in recent years in terms of  num bers of  deaths was the 1918–1919 influ -
enza epi demic, which in the space of  one year caused an esti mated 40 mil lion deaths world wide. Begun in
Kan sas in March 1918, the epi demic spread to Europe and then to India, Aus tra lia, and New Zea land.
The vir u lence and mor tal ity rate of  the first wave of  the dis ease, in the spring of  1918, was only slightly
above nor mal lev els but the sec ond wave, which began in the fall of  1918, was extraor di narily deadly, with 
mor tal ity rates of  5 to 20 per cent above nor mal lev els. It is believed that the fall strain of  the virus came
about through genetic muta tion and that the genetic struc ture of  the virus was a form of  a swine and
avian influ enza strain.

Since 1918, the world has seen sev eral influ enza out breaks, most nota bly the 1957 Asian flu out break
and the 1968 Hong Kong flu out break, each of  which killed a mil lion peo ple. While WHO now has an
Influ enza Sur veil lance Pro gram in place as well as an Influ enza Pan demic Pre pared ness Plan, we still
need to exam ine the pos si bil ity of  the highly patho genic H5N1 bird flu becom ing trans mit ta ble from
human to human, the out come of  such a sit u a tion, and what must be done to address the pos si bil ity.

Since the end of  2003, out breaks of  the highly patho genic H5N1 strain of  avian influ enza, or bird flu,
have occurred in eight Asian coun tries, result ing in the loss of  100 mil lion poul try birds. The impli ca tions 
for human health are wor ri some because of  the extreme patho genic nature of  this virus—it has the capa -
bil ity to infect humans and cause severe ill ness, with mor tal ity rates of  60 to 70 per cent. It has already
infected humans three times in the recent past: In 1997 and 2003 in Hong Kong and in 2004 in Viet nam
and Thai land. So far the dis ease has been trans mit ted only to humans who came in con tact with dead or
dis eased poul try—it has not yet mutated to being capa ble of  human-to-human trans mis sion.

The Like li hood of  a Pan demic

Since the H5N1 strain has not been elim i nated from its avian hosts, it is obvi ously endemic. The risk,
there fore, that the virus could take on a new form that would make it capa ble of  human-to- human trans -
mis sion is con sid er able, espe cially because mass vac ci na tions of  chick ens, aimed at mit i gat ing the disas -
ter fac ing poul try farm ers, has allowed the virus to con tinue to cir cu late among the vac ci nated birds. It
can thus lin ger indef i nitely in poul try, mak ing the gene muta tion required to make it trans mit ta ble from
human to human an even greater pos si bil ity.

It could be said that there are three pre req ui sites for the start of  a pan demic: 1) a new virus must
emerge against which the gen eral pop u la tion has lit tle or no immu nity; 2) the new virus must be able to
rep li cate in humans and cause dis ease; and 3) the new virus must be effi ciently trans mit ted from one
human to another. Dr. Anarji Asamoa Baah, Assis tant Direc tor Gen eral, Com mu ni ca ble Dis eases,
WHO, asserts that, regard ing H5N1, the first two pre req ui sites have already been met, and it is known
that the virus can become more trans mit ta ble via two mech a nisms, “adap tive muta tion” and “genetic
re-assort ment.” Dr. Baah has fur ther con tended that re-assort ment of  H5N1 with a human influ enza
virus can take place in humans with out prior adap ta tion in other spe cies such as swine.
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It is clear, there fore, that 1) the H5N1 virus will con tinue to cir cu late for a very long time in poul try
birds; 2) the threat to pub lic health will be there as long as the virus con tin ues to cir cu late in poul try birds;
3) should the virus become trans mit ta ble from human to human, the con se quences for human health
world wide, in the words of  Dr. Baah, “could be dev as tat ing;” and 4) the world needs to be pre pared to
respond to the next influ enza out break. Dur ing an Influ enza Pan demic Pre pared ness meet ing in Geneva
in March 2004, the head of  the World Health Orga ni za tion warned, “We know another pan demic is inev -
i ta ble. It is com ing…we also know that we are unlikely to have enough drugs, vac cines, healthcare work -
ers, and hos pi tal capac ity to cope in an ideal way.”

On the basis of  an epi de mi o log i cal model pro ject, WHO sci en tists pre dict that an influ enza pan demic 
will result in 57 mil lion to 132 mil lion out pa tient hos pi tal vis its, 1 mil lion to 2.3 mil lion admis sions, and
between 280,000 and 650,000 deaths in less than two years. The impact on poor nations would be much
greater. But I sub mit that these pro jec tions are gross under es ti mates given the fact that the 1918–1919
influ enza epi demic, with mor tal ity rates of  a max i mum of  20 per cent above nor mal level, caused as many 
as 40 mil lion deaths. With mor tal ity rates in excess of  60 per cent, the H5N1 virus is bound to be much
more deadly, par tic u larly because in today’s world of  air con nec tiv ity, the spread of  H5N1 would be
much more rapid than that of  the 1918 influ enza epi demic. Indeed, the death toll could run into hun -
dreds of  mil lions.

Mea sures to Detect and Fight a Bird Flu Out break

In order to pre pare our selves for the com ing H5N1 flu pan demic, we need to con sider the fol low ing
mea sures:

• Upgrade sur veil lance sys tems to ensure real-time detec tion of  avian flu when it infects both poul try
and humans. The sur veil lance chal lenge, so well put by Aileen Plant of  Aus tra lia’s Cur tin Uni ver sity
of  Tech nol ogy, is to “iden tify the first case, the first time humans are infected, the first time the dis -
ease goes from human to human, and then to iden tify when it starts to spread quickly.” For sur veil -
lance to work, it must be trans par ent and based on regional and inter na tional coop er a tion.

• Once the avian flu is detected in poul try, rather than going in for poul try vac ci na tion, it would be
more pru dent to engage in cull ing.

• On the detec tion of  bird flu in humans, quar an tines and travel advi so ries should be rig or ously
imposed with a view to con tain ing the dis ease.

• As the pan demic would quickly exhaust healthcare sys tem resources, plans need to be acti vated to
develop back-up facil i ties and staff.

• Mas sive invest ment is required in influ enza vac cine pro grams so that vac cines could be devel oped in 
shorter timeframes and greater quan ti ties.

• Vac cine pro duc tion capac ity cur rently ranges from about 260 mil lion to 280 mil lion doses. In the
event of  a major pan demic, we would need at least a bil lion doses. We need, there fore, to aug ment
our vac cine man u fac tur ing capac i ties. And since it takes between four and six months to develop a
vac cine once a virus has been iso lated, we will not have much time to effec tively cope with a deadly
pan demic. Accord ingly, we need to devise ways and means to reduce the timeframe for devel op ing a
vac cine.

• Stocks of  anti-viral influ enza drugs need to be built up.
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Chap ter 14

International Acquisition Cooperation:
A Transformation Imperative

 The Honorable Michael W. Wynne1

OPENING REMARKS

M
any dif fer ent peo ple are tak ing part in this Work shop: NATO allies, mem bers of  our inter na -
tional coali tions in Afghan i stan and Iraq, Part ner ship for Peace mem bers, and those engaged
with us in mar i time patrols, exer cises, and infor ma tion exchanges. This wide vari ety of  voices

is one of  the best attrib utes of  these meet ings—it shows us that our dif fer ent cul tures and some times dif -
fer ent pol i tics share com mon attrib utes and inter ests, and that those attrib utes and inter ests are a source
of  great strength for us all. Each of  us is con trib ut ing to the com mon good of  global order—increas ing
pros per ity and secu rity as well as rep re sen ta tive gov ern ments and indi vid ual rights—in our own way and
accord ing to our own means. Under stand ing and coop er a tion are lead ing to a more col le gial and con ge -
nial world, even though there are some awk ward moments along the way. 

One of  those awk ward moments came a while ago when I was in Rus sia. I had just trans ferred some
Rus sian exper tise to my own oper a tion, and my Rus sian col leagues and I were hav ing a cele bra tory din -
ner. Since I had known that I would be mak ing some brief  remarks, I had prac ticed tell ing a joke story in
Rus sian. I had even kept a newly trained lan guage expert awake with my rec i ta tion. After I was intro duced 
and had told my joke—there had been very polite laugh ter and applause—I felt pretty good. That was
until my local rep re sen ta tive leaned over and said, “They’re won der ing why the horse had to die.” I said,
“There was no horse in the story.” He said, “Ohhh!”

Despite this kind of  awk ward ness, defense coop er a tion will con tinue to play an essen tial role in fur -
ther ing global secu rity. Through coop er a tive efforts we will ensure that every par tic i pant is as effec tive as
pos si ble in the coali tion wars we will fight in the future. Effec tive indus trial coop er a tion with our allies is a 
fun da men tal step for improv ing joint oper a tional capa bil i ties.

1
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INTER NA TIONAL EFFORTS

In the past, we coop er ated suc cess fully in devel op ing sev eral sys tems: The Roll ing Air frame mis sile,
enhanced Har rier ver ti cal-take off-and-land ing air craft, NATO Sea Spar row mis sile, Hawk, and Mul ti ple
Launch Rocket Sys tem. Cur rent pro grams such as the Joint Strike Fighter, Medium Extended Air
Defense Sys tem, NATO Alli ance Ground Sur veil lance, Eurohawk, and Multi-func tional Infor ma tion
Dis tri bu tion Sys tem pro vide what we hope are mod els of  fur ther defense coop er a tion.

 As a busi ness man, I have devel oped pro grams in both Korea and Tai wan and have great respect for
those col leagues’ capa bil i ties. My Direc tor of  Defense Research and Engi neer ing, Dr. Ron Sega, recently
returned from a series of  talks in Asia focused on expand ing our defense acqui si tion coop er a tion in this
region. We began part ner ing early in the devel op ment phase of  this coop er a tion when require ments
could be har mo nized and costs, tech nol ogy, and work could be appor tioned equi ta bly.

I believe that the inter na tional defense indus try has much to con trib ute to U.S. defense capa bil i ties.
From tech nol o gies such as microelectromechanical sys tems and com pos ite mate ri als to sub sys tems such 
as high-thrust rocket pro pul sion sys tems to the world-class heli cop ters pro duced by Euro pean firms, the
U.S. can ben e fit greatly from coop er at ing with its allies.

ROAD BLOCKS TO COOP ER A TION

Unfor tu nately, dif fer ing national pri or i ties, gov ern men tal pro cesses, and rel a tive invest ment strat e gies 
have always cre ated road blocks to suc cess ful coop er a tion. Even with major efforts on the part of  both
the U.S. and for eign gov ern ments and bod ies, a num ber of  imped i ments to closer defense-indus trial
coop er a tion remain. But while there are neg a tive aspects of  past and pres ent inter na tional coop er a tion in 
research and tech nol ogy, there is good news as well. The U.S. and its allies and trad ing part ners are nat u ral
can di dates for closer coop er a tion in devel op ing tech nol ogy and equip ment. We have coop er ated in some 
suc cess ful pro grams in the past, and we can do more in the future.

CRIT I CAL FUTURE NEEDS

Let’s address the real needs for the future—needs that must be met if  we are to fight the new types of
ene mies who threaten not just one coun try or its inter ests but the fun da men tal fab ric of  the civ i li za tions
Amer i cans and our friends live in. 

Knowl edge-Based War fare

The over rid ing objec tive of  U.S. defense acqui si tion is acquir ing materiel and sys tems that enable
knowl edge-based war fare. Also known as knowl edge-enabled war fare, this kind of  war fare is the direc -
tion we are mov ing in. We are also mov ing toward knowl edge-enabled logis tics and knowl edge-enabled
busi ness. Any prod uct gen er ated in the next few years that does not move our defense-enter prise pos ture
in this direc tion is unlikely to reach the field.

A spe cific exam ple: Since Jan u ary 2004, we require that all pur chases be marked with a unique iden ti -
fier and that the value of  that marked part be recorded in our inven tory. This pro cess is a pre lude to two
future pro cesses: First, start ing in July 2004, any DoD-pur chased item cost ing more than $5,000 will need 
to have a radio-fre quency ID (RFID) tag, or Smart Tag. Sec ond, this mark ing and record ing will enable us 
to hold an accu rate audit.

While we are woe fully late with unique iden ti fi ca tion (UID), we will be on the lead ing edge for RFID.
Walmart fig ured out RFID before we did, but given the scope of  our logis tics chal lenge, our need to go
this route, and quickly, is obvi ous. So you will find we are part ner ing with Walmart for RFID, and between 
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the two orga ni za tions we will cover a wide dis per sion of  man u fac tur ing and dis tri bu tion. Here’s a part -
ner ing oppor tu nity for all of  you as well: We will be look ing for your ideas and inno va tions in UID and
RFID tech nol ogy.

Net work Centricity

Net work centricity is another impor tant area. If  our new sys tems are not net work centric, if  the infor -
ma tion col lected by our many and grow ing num bers of  sen sors is not avail able to all who could make use
of  it, then we are not trad ing man power for tech nol ogy as effi ciently as we might. The U.S. stra te gic scope 
is global, but we have to arrive quickly, with over whelm ing forces that departed on short notice. The
demands for infor ma tion gath er ing, pro cess ing, dis sem i nat ing, and repro cess ing are driv ing us toward
net worked, interoperable solu tions.

Just about every plat form one can think of—a strike air craft, an infan try vehi cle, or a war ship—is, or
will even tu ally be, an infor ma tion gath erer. Tra di tion ally, the infor ma tion those plat forms have gath ered
has been reserved for their own use: Defense, tar get ing, and so on. But this must change.

The U.S. Army’s Future Com bat Sys tem and the Navy’s Coop er a tive Engage ment Capa bil ity offer
exam ples of  the way for ward. The basic prem ise of  both sys tems is net work ing and infor ma tion shar ing.
In fact, that prem ise under lies our entire push toward knowl edge-enabled war fare, which is, with our
tech no log i cal edge, that just about any plat form—from sat el lites to sub ma rines, from unmanned aerial
vehi cles to infan try men—can gen er ate some level of  infor ma tion that can be turned into intel li gence and 
net worked for any one in a bat tle space to use.

Infor ma tion-Age Logis tics

But we must not for get the other cor ner stone of  oper a tions: Logis tics. Our mil i tary ser vices have
come far in reduc ing the iron moun tains of  muni tions and parts that were nec es sary for Indus trial Age
war fare. But they have not come far enough to meet the new needs of  Infor ma tion Age war fare. The
navy needs to buy ships in which crew mem bers can lock the engine rooms dur ing deploy ment. We do
not have air men ser vic ing B-52 engines on global mis sions, so why should we tol er ate sail ors doing this
on destroy ers? In addi tion, the army needs to field hybrid-fuel, ultrareliable engines for use across their
vehi cle fleet. And the air force must have expe di tion ary strike air craft that do not need to take an entire
airbase of  parts and tech ni cians with them to remote regions of  the world. We also need cor ro sion-resis -
tant trucks, and we need expe di tion ary logis tics units that can defend them selves against attacks by insur -
gents and are pro tected against the ater bal lis tic mis siles. Our ports and off shore sus tain ment stocks are
also going to need manned and unmanned mar i time sur veil lance for pro tec tion.

Indus trial Part ner ships

Our new national secu rity era, with its new inter na tional secu rity rela tion ships, demands inno va tion,
prac ti cal near-term responses, and effi cient resourcing. That is where inter na tional indus trial part ner -
ships can play a cru cial role. If  allies and part ners want to work with us, they must ask them selves how
con sis tent a par tic u lar prod uct is with our goals: Fight ing from a posi tion of  tech no log i cal dom i nance,
pro vid ing inte grated and effi cient logis tics, ratio nal iz ing resources, and devel op ing and field ing prod ucts
with a sys tems-engi neer ing phi los o phy estab lished at the out set.

As our inter na tional part ners offer solu tions, sys tems, and capa bil i ties—and we expect bril liance and
inno va tion from them—they must keep our goals and our new approach to fight ing in mind. They must
also reflect on the pri or ity our national lead er ship has given to mil i tary trans for ma tion and remem ber the
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basic ele ment of  that trans for ma tion—knowl edge-enabled war fare and all that it entails: Net work
centricity; joint oper a tions; and multi-mis sion, multi-ser vice, and cross-cul tural capa bil ity.

GUIDE POSTS FOR ACHIEV ING GLOBAL SECU RITY

It would prob a bly be pru dent at this point to briefly dis cuss how we in the U.S. Depart ment of
Defense are approach ing the trans for ma tion of  our defense estab lish ment into an estab lish ment even
more attuned to secur ing global secu rity in the twenty-first cen tury. Let me briefly address each of  the
seven key guide posts that I feel are cen tral to main tain ing our path to excel lence.

1. Acqui si tion Excel lence with Integ rity. It is cru cial that we improve the effi ciency, effec tive ness, and per -
for mance of  our acqui si tion pro cesses in order to pro vide our warfighters with sys tems of  ever-increas -
ing capa bil ity—sys tems that main tain a tech no log i cal edge over the com pe ti tion, incor po rate user
feed back, and pro vide qual ity at an afford able cost. Many Euro pean nations and mul ti na tional forces as
well as other allies and friends are also incor po rat ing reforms into their acqui si tion sys tems.

2. Inte grated and Effi cient Logis tics. Our vision for the logis tics offi cer of  the future is some one who will
be the com mander’s com bat power man ager. At his or her fin ger tips will be a pre cise account of  how
much com bat power—in terms of  com bat sys tems, muni tions, fuel, and replace ment stocks—is at hand
and how much would be expended dur ing a given course of  action. This is a fer tile area and one in which
we and all of  our defense part ners need to apply some smart think ing. In this area, interoperability takes
on dif fer ent, but no less impor tant, char ac ter is tics than in oper a tions.

3. Sys tems Inte gra tion and Engi neer ing for Mis sion Suc cess. It is impor tant for us to reenergize the sys tems
view of  inte grated archi tec tures by instill ing sys tems engi neer ing best prac tices at all lev els of  our archi -
tec tures. Net work-centric, Infor ma tion Age warfighting demands increas ingly com plex interoperability
at the sys tems-of-sys tems, sys tems, and com po nent lev els.

4. Tech nol ogy Dom i nance. This is the stan dard for future research tech nol o gies. Both we and our allies
and part ners pos sess tech nol ogy nec es sary for the devel op ment of  all defense-related sys tems.
Warfighters and logis ti cians must have tech no log i cally supe rior mil i tary sys tems, and we in the U.S. fully
rec og nize that our coun try does not have a lock on lead ing tech nol o gies. How ever, both we and each of
our allies have tech nol o gies all of  us need to ensure that coali tions have the best pos si ble equip -
ment—and can interoperate. We are now invest ing heavily in new and emerg ing tech nol ogy and encour -
ag ing part ner ing when it makes sense. How ever, once we achieve a break through after sev eral wrong
turns and much invest ment, most com mer cial firms and many gov ern ment agen cies would under stand
the reluc tance to destroy by dis clo sure the effects of  that break through and the reluc tance of  bank ers or
fund ing sources to allow fur ther pur suit of  other costly tech nol o gies. Much like destroy ing pat ents, it
decays our abil ity to con tinue our invest ment stream.

5. Ratio nal iza tion of  Resources. In the U.S. Defense Depart ment, we are con stantly seek ing ways to make
opti mum use of  our peo ple, materiel, and money through such means as improv ing joint-ser vice use of
assets, trans form ing some of  our sup port func tions to indus try, and repo si tion ing infra struc ture around
the world. But there is another area that I believe is very impor tant from both the over all Alli ance and
coali tion per spec tives, and that is the ratio nal iza tion of  require ments for mil i tary assets. Our respec tive
gov ern ments spend too much money on dupli cat ing already-exist ing capa bil i ties or inde pend ently devel -
op ing what is essen tially the same capa bil ity. This ties up lim ited national bud gets and pre cludes their use
in fill ing stock piles or mod ern iz ing other forces. All of  us must do a better job of  work ing together at
both the gov ern ment and the indus try level to get the most “bang for the buck.”

6. Strength en ing the Indus trial Base for Weap ons Sys tem Design, Devel op ment, and Pro duc tion as well as Logis tics.
Our pri mary thrust is to develop and employ a log i cal capa bil i ties-based approach to iden tify and eval u -
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ate indus trial-base suf fi ciency. We also must con tin u ally reas sess export con trols and focus inter na tional
coop er a tion activ i ties to lever age key for eign indus trial capa bil i ties. We rec og nize that at the core we need
surety of  sup ply, and we will be look ing care fully to assure our sol diers that prod ucts will be avail able in
times of  need. Our reli ance on inter na tional sup pli ers con tin ues to be a cor ner stone pol icy, and we are
look ing to expand that to our new trad ing part ners. One key fac tor is that most true inno va tion comes
from small sup pli ers; we are com mit ted to help ing these emerg ing com pa nies nav i gate both the DoD
and inter na tional sys tems.

7. A Moti vated, Agile Workforce. Peo ple make the dif fer ence in any endeavor. Both we and our inter na -
tional part ners are con cerned about con tin u ing to attract the best to our workforce as we are asked to
obtain great tech nol ogy at fair prices on a deter mined sched ule. We rec og nize that we must be com pet i -
tive in com mer cial oppor tu ni ties for these same skills, but also rec og nize that they are a stra te gic asset and 
rep re sent to us a com pet i tive advan tage. We are look ing at far-reach ing com pen sa tion, train ing, and moti -
va tional pro grams to keep the best peo ple work ing toward our secu rity goals.

CON CLUD ING REMARKS

These are basi cally my thoughts on what we in the U.S. Depart ment of  Defense, our indus try, and our
allies and part ners need to be look ing at to enhance global secu rity in this cen tury. DoD is con fi dent that,
in the future, arma ments coop er a tion between the U.S. and its friends around the world will build on the
strong base we have estab lished, and that we will real ize even more suc cess. In these trou bled times that
involve entirely new and uncer tain inter na tional par a digms, I believe that arma ments coop er a tion is not
only desir able, but an imper a tive.
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Chapter 15

International Cooperation: Advantages and Challenges

Mr. Al Volkman1

THE ADVAN TAGES OF INTER NA TIONAL COOP ER A TION

T
he advan tages of  inter na tional coop er a tion are so obvi ous that they really need no repeat ing, but 
there are some times advan tages to repeat ing them any way—since they are impor tant mil i tarily,
polit i cally, and indus tri ally.

The Mil i tary Advan tages. From the U.S. per spec tive, the mil i tary advan tages of  coop er a tion are evi dent
if  you look at the his tory of  the United States in the twentieth cen tury. Every major con flict that we
fought in dur ing the twentieth cen tury was with allies—I think some times the Amer i can pub lic does not
think about that, but it’s true. In the twenty-first cen tury, a rapid cap ture of  Bagh dad was pos si ble as a
result of  our allies and the United King dom armed forces, who iso lated Basra. It would have been much
more dif fi cult if  that had not hap pened.

The Polit i cal Advan tages. There are polit i cal advan tages, obvi ously, to inter na tional mil i tary coop er a tion.
The Amer i can pub lic, and I believe most dem o cratic peo ple, expect that allies will share the risks and the
rewards that are asso ci ated with engag ing in mil i tary oper a tions out side their bor ders.

The Indus trial Advan tages. Obvi ously, you can save money through shar ing R&D expen di tures, some -
thing that Euro pean nations are wres tling with now and try ing to get a grip on. There are also obvi ously
econ o mies of  scale asso ci ated with coop er at ing in the pro duc tion of  defense equip ment. And there is
the oppor tu nity to apply man u fac tur ing capa bil i ties that are unique to par tic u lar coun tries and firms. In
addi tion, there is the abil ity to share mil i tarily use ful tech nol o gies. I would also point out here that I
believe, and I think many in the United States agree, that no sin gle nation pos sesses all the tech nol o gies
nec es sary for suc cess ful mil i tary oper a tions in the twenty-first cen tury. Those tech nol o gies exist in places 
around the world, and if  we are going to be suc cess ful we need to share them.
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 CHALLENGES TO INTER NA TIONAL COOP ER A TION

While inter na tional coop er a tion has many advan tages, there are also a num ber of  chal lenges to it, par -
tic u larly to inter na tional indus trial coop er a tion. 

Inad e quate Defense Spend ing. One of  the chal lenges we see in the United States is an unwill ing ness on the
part of  our Euro pean allies to spend ade quately on defense. In our view, the money that is spent is often
spent on the wrong thing

Pro tec tion ist Leg is la tion. Pro tec tion ism in defense coop er a tion and defense indus trial coop er a tion is a
prob lem. There are many in the U.S. Con gress who do not under stand the ben e fits of  inter na tional coop -
er a tion, both to our secu rity and our econ omy. So pro tec tion ist leg is la tion is fre quently pro posed in the
United States Con gress with out con sid er ation of  the effects that it might have on our eco nomic
well-being and on our secu rity.

Sim i larly, in my view, Euro pean par lia ments are fre quently more con cerned with the eco nomic ben e -
fits asso ci ated with indus trial coop er a tion for mil i tary require ments than they are with the mil i tary ben e -
fits that will accrue as a result of  that coop er a tion. Gen eral Jones alluded to the prob lem that, in fact,
there were instances when use ful mil i tary equip ment needed to be put in the hands of  fight ing men but
dis agree ments over indus trial ben e fits pre vented that—cer tainly a con cern.

Unwill ing ness to Share Tech nol ogy. Gov ern ments are fre quently unwill ing to share a tech nol ogy. When
firms are unwill ing to share a tech nol ogy, it is usu ally to pre serve a com mer cial advan tage, and most of  us
who come from cap i tal ist coun tries under stand the desire to pre serve a com mer cial advan tage. But when
gov ern ments refuse to share a tech nol ogy with their allies, the rea sons are usu ally far more com plex. In
my expe ri ence, unwill ing ness to share tech nol o gies is prob a bly the major chal lenge to closer indus trial
coop er a tion between the United States and its allies.
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Chap ter 16

Useful Mechanisms for International Cooperation:
A German View

Dr. Hans-Hein rich Weise1

T
he Twenty-first Inter na tional Work shop on Global Secu rity dem on strates the gen eral con sen sus
among its par tic i pants that the threats, risks, and chal lenges to our secu rity—and, if  nec es sary, to 
restor ing secu rity and sta bil ity, includ ing nation build ing—can not be shoul dered by one nation

alone, even the United States. They require alli ances, part ner ships, and inter na tional coop er a tion fol low -
ing a com mon, com pre hen sive polit i cal and mil i tary con cept. 

The Ger man Min is ter of  Defense, Dr. Struck, made these points quite clearly: NATO should play a
stron ger role in global secu rity, Europe should see itself  increas ingly as a global actor, and NATO and the 
EU should coop er ate closely with the United Nations and be pre pared to jointly employ their resources
and forces in sup port of  the UN and under UN man dates. 

MECH A NISMS FOR COOP ER A TION

The ongo ing trans for ma tion pro cesses now tak ing place in the Alli ance and the EU and on national
lev els should con sti tute the mech a nisms for achiev ing these objec tives. In addi tion to the secu rity-polit i -
cal aspects of  these trans for ma tions, mil i tary con cepts based on net work-enabled capa bil i ties must also
play deci sive roles. 

How ever, in order to opti mize the poten tial of  new tech nol o gies for net work ing our mil i tary forces, a
higher degree of  coop er a tion among part ners—more than any thing we have expe ri enced in the past—is
required. Such coop er a tion must begin with close inter ac tion for mu lat ing doc trines and oper a tional con -
cepts, and to that end Ger many, together with its Alli ance part ners, has engaged sub stan tially in the
CD&E pro cess that was ini ti ated by the U.S, and has been vig or ously pur sued through Allied Com mand
Trans for ma tion (ACT). Ger many also has been strongly sup port ive of  the estab lish ment of  the NATO
Response Force (NRF) as a cat a lyst for NATO trans for ma tion and has given pri or ity to our force con tri -
bu tion to it. We are work ing to have Ger many’s NRF ele ment fully net work-enabled in 2007. We believe
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that the more part ners engage in arma ment coop er a tion dur ing the early phases of  research, devel op -
ment, and pro duc tion, the more effi cient will be the joint oper a tions of  net work-enabled allied
forces—an abso lute neces sity. 

There fore we should revise what we have considered to be one of  the major vir tues of  NATO:
Namely, to bun dle our com pe ten cies, capa bil i ties, and resources in order to achieve opti mal results, and
to field sys tems and capa bil i ties more eco nom i cally by shar ing their costs and pro duc ing them in larger
quan ti ties. 

Cur rently we are on a prom is ing path to trans at lan tic arma ments coop er a tion. The recent deci sion by
CNAD regard ing the AGS pro gram as well as the prog ress we are mak ing in the tri lat eral MEADS pro -
gram are good signs. How ever, the Euro pean part ners in these pro grams have made their sup port con di -
tional by requir ing fair tech nol ogy trans fer between the part ners and the U.S. regard ing license grant ing.
We are in the pro cess of  clar i fy ing this sit u a tion with our Amer i can friends and are con fi dent we will be
able to find a rea son able solu tion. 

As we work toward close trans at lan tic coop er a tion, Euro pean uni fi ca tion is mak ing rapid prog ress.
The Euro pean defense frame work is shap ing up. The polit i cal frame work in the form of  a Euro pean
con sti tu tion is close to being agreed upon. Europe has set clear mil i tary Head line goals, defined required
mil i tary capa bil i ties, and is well on the way to estab lish ing a Euro pean Defense Agency (EDA). In June
2003, the Euro pean Coun cil tasked the appro pri ate bod ies to cre ate this inter gov ern men tal agency dur -
ing the year 2004, by joint action if  the con sti tu tion is not yet in effect. In early May of  2004, the Ad Hoc
Prep a ra tion Group approved the basic con cept for the agency and deliv ered it to the appro pri ate polit i cal 
bod ies, and we expect the June 2004 Euro pean Coun cil meet ing to make the final deci sions regard ing the
found ing of  the agency. 

EDA is a major step in Euro pean arma ments coop er a tion—it will bring together the har mo ni za tion
of  mil i tary require ments with new ini tia tives on Euro pean research and tech nol ogy pro grams. We will
not rein vent the wheel, but will base the agency’s work on that of  already exist ing bod ies, for exam ple,
OCCAR, the five-nation pro cure ment agency, to man age coop er a tive pro grams on behalf  of  the
nations. When EDA is founded, WEAG will cease to exist, and its pan els will be trans ferred to EDA. 

Thus Europe will increas ingly speak with one voice in research, tech nol ogy, and acqui si tion mat ters.
We are con vinced that a stron ger Europe will strengthen both our com mon trans at lan tic objec tives and
our stra te gic goals for mas ter ing the chal lenges of  the future. 

NEW GER MAN FORCE CAT E GO RIES

In order to meet the chal lenges of  the future, the Bundeswehr will fol low its new con cept to imple -
ment three dif fer ent force cat e go ries: 

• A 35,000-strong Response Force will pro vide a respon sive war-fight ing capa bil ity on short notice
and will be able to con duct high-inten sity joint and net work-based inter na tional oper a tions. With
our Response Force units we will take on the tasks that are part of  our com mit ment to the NATO
Response Force, the Euro pean Head line Goal, and other NATO- or Euro pean-led oper a tions.
These forces will also serve in national evac u a tion oper a tions. 

• A total of  70,000 Sta bi li za tion Forces will ful fill tasks within the broad spec trum of  peace-keep ing
and sta bi li za tion oper a tions. A max i mum of  14,000 troops at a time will pre pare the ground for
peace ful polit i cal solu tions to con flicts and take part in nation-build ing activ i ties when nec es sary. 

• Some 147,500 Sup port Forces will ensure timely and com pre hen sive sup port of  all ongo ing oper a -
tions. These forces, for exam ple, will ensure logis tics and trans port, run depots, pro vide mil i tary
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police forces, and pro vide com mand and con trol capa bil i ties. Their main aim will be to sup port the
ongo ing oper a tions of  Response Forces and Sta bi li za tion Forces. 

We have sub stan tially reori ented our research, tech nol ogy, and arma ments pro grams to serve these
new force cat e go ries. 

CON CLUD ING REMARKS

Ger many strongly sup ports the pro cess of  Euro pean inte gra tion, an effec tive Euro pean Secu rity and
Defense Pol icy, close arma ments coop er a tion, and the estab lish ment of  a sin gle Euro pean arma ments
mar ket with a con sol i dated indus trial struc ture. At the same time we con sider it cru cial for Euro pean
nations to sus tain a close, coop er a tive trans at lan tic part ner ship to keep the North Atlan tic Alli ance vital
and pow er ful. 

I am con vinced that we must revive the trust ing, frank, and open trans at lan tic dia logue we had in the
past. Over the last 10 years, I am afraid we lost a great deal of  its momen tum. In Europe, for exam ple, the
pro cess of  Euro pean inte gra tion, of  estab lish ing Euro pean capa bil i ties and Euro pean capac i ties to act, is 
dom i nat ing daily activ i ties. In the U.S., on the other hand, col leagues are tak ing deci sive action in which
they invite Euro pean part ners to par tic i pate—but they do not coor di nate their inten tions with poten tial
part ners ahead of  time and just ask them to fol low suit. 

It is time to redis cover the old vir tues. They must lead us back to the place where we are able to com -
mu ni cate our inten tions and the hid den agen das behind offi cial polit i cal state ments. This Work shop is a
valu able and encour ag ing build ing block for reach ing this goal. 
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Chap ter 17

Look ing For ward after the Iraq War

Mr. David Stafford1

 

I
am hon ored to be here in Berlin, a city that for sixty years has sym bol ized the tri umph of  free dom
and democ racy over total i tar i an ism. Restored today to its right ful place as Ger many’s seat of  gov -
ern ment, this beau ti ful city on the Spree thrives again as a stra te gic, eco nomic and cul tural cen ter in

the heart of  Europe.
My remarks focus on trans for ma tion and trans at lan tic indus trial coop er a tion as the Atlan tic Alli ance

and the EU extend their engage ment from the Bal kans and the Med i ter ra nean across the Cau ca sus and
into Cen tral Asia, con front ing new asym met ric threats and chal lenges to our sta bil ity and secu rity. I will
focus spe cif i cally on how trans at lan tic defense indus try coop er a tion can con trib ute to that effort. 

In that regard, the fact that we gather less than a month after the acces sion of  7 new NATO mem bers
and within a week of  the EU’s wel com ing its 10 new mem bers is cer tainly most aus pi cious. Watch ing
news casts on 30 April, I was par tic u larly struck by the shots of  the thou sand blue bal loons released in
front of  the brightly-lit Brandenburg Gate, and was reminded of  the many changes and vast trans for ma -
tion that have occurred since Pres i dent Rea gan issued his chal lenge in August 1986 to “tear down that
Wall.”

Who would then have imag ined a Europe whole and free such as has come to fru ition in the past 6
weeks? That NATO’s 16 nations would now stand at 26? That the EU would swell to 25, and that both
orga ni za tions would have 19 mem bers in com mon? Who could fore see that NATO and the EU would
have advanced as far in secu rity and defense coop er a tion as the Berlin Plus agree ment stip u lates? Or that
that vitally impor tant NATO-Rus sia Coun cil would result in such unprec e dented coop er a tion with 57
com bined exer cises planned for this year alone? As Gen eral Klaus Naumann remarked, his tory is heal ing
the wounds inflicted by total i tar i an ism in the twentieth cen tury. 

Even more strik ingly, who would have pre dicted then that NATO would have become engaged in the
Bal kans or taken over the ISAF mis sion in Afghan i stan? 

It appears to me as I lis ten to our dis tin guished speak ers at this work shop over these past two days that
the Afghan mis sion is no mere anom aly, but rather the har bin ger of  Alli ance engage ment to come. Were
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NATO to be called upon by the UN or the OSCE as it has in the recent past, would the Alli ance refuse a
man date for the Near East? I sus pect not. For I sub mit that no other supra-national orga ni za tion pos -
sesses the orga ni za tion, the infra struc ture and the deci sion-mak ing capa bil ity to take on such daunt ing
mis sions. In Afghan i stan, NATO has dem on strated that it is the world’s pre-emi nent orga ni za tion for
gen er at ing, lead ing and sup port ing large, mul ti na tional and long-term peace sup port oper a tions.

THE NEW STRA TE GIC REALITIES

Two stra te gic real i ties con front us: First, while the Euro pean con ti nent is uni fied as never before and
the mem ber nations of  the Alli ance are pros per ous and secure, our sta bil ity remains dan ger ously at risk.
Indeed, ter ror ism—as wit nessed again recently in Madrid and Riyadh—as well as failed states and the
loom ing threat of  weap ons of  mass destruc tion all rep re sent chal lenges that are, in many ways, more
com plex than those of  the past. Meet ing these chal lenges requires new ways of  coop er a tion, new strat e -
gies, and new capa bil i ties. As For eign Min is ter Fischer so suc cinctly put it at this year’s Munich Con fer -
ence on Secu rity and Sta bil ity, “we face a com mon threat.”

Sec ond, con front ing these chal lenges will require inter na tional engage ment, employ ing all the instru -
ments of  mul ti lat eral power—Diplomatic, Intel li gence, Mil i tary and Eco nomic (DIME). These engage -
ments are more likely to occur well beyond NATO’s tra di tional area of  oper a tions, with a stron ger focus
on the Cau ca sus and Cen tral Asia than our part ner ship pro grams, while effec tive, have yielded to date.

The Alli ance is clearly deter mined to mod ern ize its struc tures and capa bil i ties for this long and dif fi -
cult strug gle. Its efforts are reflected in the estab lish ment of  Allied Com mand Trans for ma tion, in the
NATO Response Force that Gen eral Jones spoke of  earlier, and in the Chem i cal, Bio log i cal, Radio log i -
cal, and Nuclear (CBRN) bat tal ions that are being estab lished to deal with the after math of  a WMD
strike. We expect even more to emerge from next month’s Istan bul Sum mit. As the Sec re tary Gen eral
told the Slovenian Par lia ment two weeks ago, the Istan bul com mu ni qué will cer tainly con tain an Alli ance
com mit ment to send its forces wher ever they are needed, and to defend against threats from wher ever
they arise.

With that said, we are each acutely aware of  the yawn ing gap between inten tions and capa bil i ties. The
forces of  Allied Com mand Oper a tions are already stretched to their lim its sup port ing deploy ments in
the Bal kans and Afghan i stan. Defense bud gets, as allo cated, will be unable to resource the addi tional
force lev els and capa bil i ties required. As NATO, the EU and their mem ber states con front this
ends-means mis match, the trans at lan tic defense indus try must rise to the task and bring to bear its skills
and key tech no log i cal com pe ten cies that can pro vide our mil i tar ies with sys tems that enable knowl edge.

After the last World War, the United States shifted its indus trial pro duc tion away from defense. As the
Cold War emerged, the Soviet Union stepped up its pro duc tion of  mil i tary machin ery, which resulted in a 
three-to-one quan ti ta tive advan tage in their favor. The West lev eled the play ing field not by reju ve nat ing
pre-WWII pro duc tion quo tas, but by employ ing what became known as the “off set strat egy,” a tac ti cal
frame work whereby our mil i tary efforts cap i tal ized on high value/high pay off  tech nol o gies. The Stealth
Pro ject and today’s pre ci sion guided muni tions were the result of  such plan ning. Desert Storm was the
first oppor tu nity we had to test and deploy the tech nol o gies devel oped dur ing the Cold War. How ever,
these devel op ments rep re sent a response to threats brought about by nation states, not those brought
about by the mobile ene mies that we face today. Our mil i tary capa bil i ties were not designed to bat tle
uncon ven tional tac tics such as attacks on civil ian or infra struc ture tar gets at home or abroad that are mas -
ter minded in the shadow of  pop u la tion cen ters sym pa thetic to their ideo log i cal cause. Today’s and
tomor row’s ene mies are not nation states such as the for mer Soviet Union, but rather mobile enti ties
within states such as Al-Qaeda that have both the capa bil ity to strike abroad as well as inside our bor ders. 
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HAR NESS ING THE POWER OF THE INFOR MA TION AGE

The United States and the Alli ance are in the midst of  a com plex trans for ma tion to pro vide forces that 
are light, mobile, and rap idly deploy able and that can be sus tained as needed—in short, forces able to
carry out the full spec trum of  Alli ance mis sions. With this fun da men tal shift, the trans at lan tic defense
indus try has strength ened its efforts in recon nais sance, sur veil lance, and net work-centric war fare

Each day in Afghan i stan and Iraq, the brave men and women of  many Alli ance nations and their coali -
tion part ners are putt ing their lives at risk. Many have paid the ulti mate sac ri fice.

As an exec u tive in our Defense Indus try, I keenly feel the need to bring for ward the inge nu ity of  our
com pany and make avail able the sys tems that pro tect our open soci et ies and that thwart the agents of  ter -
ror ism who chal lenge our Alli ances val ues.

As the Alli ance con sid ers equip ping the NATO Response Force, it should seek to lever age the invest -
ments being made in the rich ness of  sen sors, the reach afforded by con nec tiv ity and the abil ity to pro vide
rel e vancy from this infor ma tion that pro duces knowl edge enablement simul ta neously for all lev els of
com mand.

In the pre vi ous his tor i cal epoch, the three R’s rep re sented read ing, writ ing and arith me tic. Those skills
pro vided the ref er ences for exchange that shep herded in the Renais sance and allowed for stan dard iza tion 
of  sci en tific inquiry, and ulti mately brought about the Indus trial age. The three R’s that are becom ing the
ten ets of  the Infor ma tion Age—rich ness, reach, and rel e vancy—will be no less impor tant.

In hind sight, we can now see that Moore’s law has pro duced three suc ces sive man age ment agen das:
High vol ume data pro cess ing, decen tral iz ing net works and the decons truc tion of  the rich ness and reach
dynamic.

Metcalf ’s Law made the infor ma tion more pow er ful and enabled the nav i ga tor to con di tion the data,
tai lor ing it for their use while elim i nat ing the need for the actors in between the end-user and the source.

Amer ica’s busi nesses restruc tur ing over the past decade was a result of  imple ment ing these suc ces sive
man age ment agen das. The rise in cor po ra tions’ prof it abil ity and com pet i tive ness is now seen as an actual
deter mi nate of  these infor ma tion age inno va tions and the restruc tur ing of  our indus tries has shown a
pos i tive impact to their pro duc tiv ity growth.

The indus trial age could be char ac ter ized by extremely orga nized bureau cratic insti tu tions with tightly
con trolled flows of  infor ma tion through a hier ar chi cal struc ture for cen tral ized deci sion mak ing. The
infor ma tion age broke down the cen tral ized orga ni za tional struc tures and encour ages a freer flow of
infor ma tion while empow er ing deci sion mak ing at the low est respon si ble level of  oper a tions.

Har ness ing the power of  the infor ma tion age will require an under stand ing of  the infor ma tion tech -
nol ogy par a digm and its transformational effects on the Alli ance’s mem ber nations, their mil i tary strat -
egy and their deploy ment tac tics. We can pos tu late that pro fes sional mil i tar ies will demand and con tinue
to equip their forces with more ubiq ui tous C4ISR and that they will orga nize to extract the advan tages
that this new tech nol ogy and its inher ent flex i bil ity and agil ity pro vide.

In the past, the con trol ling real ity of  war was uncer tainty. The “fog of  war” meant that com mand ers
man aged these uncer tain ties with regard to loca tion of  their own forces, the loca tion of  adja cent friendly
forces, and the posi tions and inten tions of  their adver sar ies. Owing to these uncer tain ties and ambi gu -
ities, armies would mass along extended front lines; pro tect their flanks, mass “Iron Moun tains” of  sup -
plies in the rear, which also required pro tec tion.

In Oper a tion Iraqi Free dom, much of  that changed. Manned and unmanned air planes and sat el lites
car ried aloft the rich ness of  sen sors that mon i tored move ment on the ground day or night, in all kinds of
weather. As a result, the fog of  war was lifted, reveal ing an elec tron i cally described land scape that gave
our com mand ers a highly detailed pic ture of  the bat tle field through the reach afforded by con nec tiv ity.
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Global Hawk—our unmanned high-alti tude long endur ance sur veil lance aircraft—is one exam ple.
Fly ing only three per cent of  high-alti tude sor ties, Global Hawk located and iden ti fied 55 per cent of  all
time-crit i cal tar gets. As the con flict pro gressed, the pilots of  our strike fight ers asked to be vectored into
sec tors sup ported by Global Hawk because they knew they would be much more likely to find and
destroy mobile and fleet ing tar gets.

In another exam ple, when an Iraqi com mander tried to attack the exposed flank of  an extended Amer -
i can col umn under cover of  a sand storm his forces were eas ily spot ted by our air borne sen sors and
quickly dec i mated by a pre ci sion strike.

And it was n’t sim ply com mand ers get ting close to real-time infor ma tion. In many instances this
included the U.S. and Brit ish sol dier or Marine in the field whose armored vehi cles, trucks and Humvees
were out fit ted with sat el lite anten nas and lap top com put ers net ted together in a wire less web. This new
sys tem is called Blue Force Track ing, and it pro vides the war fighter with answers to three crit i cal ques -
tions: Where am I? Where are my com pa tri ots? And where is the enemy? In other words, it pro vides close 
to real-time sit u a tional aware ness.

Oper a tion Iraqi Free dom has been called the first net work-centric war. What that means is that, owing
to the added value of  infor ma tion tech nol ogy, we were able to con duct joint inte grated oper a tions
quickly and more effec tively with com par a tively fewer plat forms and peo ple. On the bat tle fields of
Afghan i stan and Iraq, the key les son learned can be boiled down into a short equa tion: On future bat tle -
fields, infor ma tion can sub sti tute for mass of  both per son nel and materiel. Infor ma tion is a deci sive
force mul ti plier.

The three R’s abil ity to gather, man age, assim i late huge amounts of  infor ma tion can help reverse the
asym me tries that ter ror ists have been exploit ing to attack our free soci et ies. Lever ag ing these R’s can
come to define this his tor i cal epoch’s “off set strat egy,” and man age the invest ments rel e vant to the
NATO out-of-area forces we seek to build.

TRANS AT LAN TIC DEFENSE INDUS TRY STRIDES

NATO’s Alli ance Ground Sur veil lance (AGS) is a note wor thy exam ple of  an invest ment for the new
era in which trans at lan tic coop er a tion between gov ern ment and indus try has borne excel lent results and
where the capa bil i ties will become essen tial to the objec tives of  the NRF. When the North Atlan tic
Coun cil took the deci sion in 2001 to stand up a NATO-owned and oper ated Alli ance Ground Sur veil -
lance capa bil ity by 2010, indus tries on both sides of  the Atlan tic answered to the call by pro pos ing a via -
ble indus try con cept to ful fill the require ment. By April 2002, a trans at lan tic team ini tially com posed of
EADS, Gali leo Avionica and Northrop Grumman had devel oped a Trans at lan tic Indus trial Pro posed
Solu tion, com monly known as TIPS, for NATO’s con sid er ation. In short order, Thales of  France, Indra
of  Spain and Gen eral Dynam ics Can ada joined the team, mak ing this an indus trial pow er house of  com -
pa nies with tre men dous capa bil i ties, all focused on answer ing NATO’s call. Today, more than 75 com -
mit ted indus trial part ners from all 26 NATO nations are par tic i pat ing in the pro gram.

I am proud to say that on 22 April, NATO selected the TIPS indus try con sor tium to pro vide its Alli -
ance Ground Sur veil lance Sys tem. Our TIPS mixed fleet con cept, tak ing advan tage of  the capa bil i ties of
the mid-size jet plat form and the high alti tude UAV will pro vide a respon sive, deploy able back bone for
EU and Alli ance oper a tions. The Airbus 321 and Global Hawk are proven plat forms with well-estab -
lished and reli able logis tics and train ing pro grams. All phases of  the pro gram are mul ti na tional, from def -
i ni tion through design and devel op ment to pro duc tion and life cycle sup port, and, ulti mately, train ing
and oper a tions.
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The TIPS NATO AGS Sys tem will pro vide sit u a tional aware ness through a shared com mon grid that
will be avail able to NATO and national deci sion mak ers. Using NATO stan dard links and pro ce dures,
forces of  all nations will be able to par tic i pate with full access to all infor ma tion. Crews will be mul ti na -
tional, with air craft and ground sta tions manned by all par tic i pat ing nations. TIPS will pres ent the NATO 
Response Force with a crit i cal core capa bil ity by 2010, to meet NATO’s ISR and com mand and con trol
require ments for the twenty-first cen tury indus try. This is pre cisely the sort of  suc cess we can expect
when gov ern ments and indus try work closely together on pro jects of  such immense impor tance to the
Alli ance. In the TIPS busi ness case, over 70 per cent of  the fund ing for this pro gram and over 70 per cent
of  the jobs will accrue to Euro pean indus try.

AVOID ING DUPLICATION

Nei ther North Amer ica nor Europe can afford dupli ca tion of  forces. I am encour aged, there fore, that
NATO and the EU have ensured with the new “Berlin Plus” pro to col that capa bil i ties such as NATO
AGS will be avail able for EU oper a tions. Lim its on defense bud gets alone tell us that we can not afford to
dupli cate efforts on either side of  the Atlan tic. This is espe cially true of  our incli na tion to con tinue fund -
ing for leg acy sys tems that are not rel e vant to the cur rent threat and that com pete for fund ing with those
crit i cal tech nol o gies needed for the bat tle fields of  the future. Nor can we afford to “rein vent” tech no log -
i cal solu tions, which already exist.

A prime exam ple of  trans at lan tic indus trial and gov ern ment-to-gov ern ment coop er a tion sup port ing
Euro pean mil i tary trans for ma tion is the Euro Hawk pro gram, a co-devel op ment lever ag ing
Northrop-Grumman’s expe ri ence with the Global Hawk UAV, together with EADS on-board elec tron -
ics and sen sors. The suc cess ful Ger man ELINT dem on stra tion flights con ducted in late Octo ber 2003
from the NATO base at Nordholz were the first High Alti tude, Long Endur ance UAV flights to take
place in Ger man air space. This was a path-find ing dem on stra tion, point ing the way for prac ti cal solu -
tions to national, NATO, and EU sur veil lance require ments. As this pro gram matures, EADS and
Northrop Grumman will become 50/50 part ners in this effort with each of  us con trib ut ing our own core 
com pe ten cies and tech nol o gies. On future deploy ments, the Euro Hawk could pro vide com mand ers
unpar al leled wide area search while also act ing as an indis pens able com mu ni ca tions and data relay plat -
form for widely dis persed units.

My last ing mes sage today is that indus try is ready to deliver infor ma tion age solu tions for our war
fight ers. We are ready with mature tech nol o gies; ready with cost-effec tive solu tions; and ready to coop er -
ate fully to sat isfy national, NATO, and EU needs for mod ern defense sys tems capa ble of  meet ing pres -
ent and future threats to our secu rity and sta bil ity.
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Chap ter 18

Policy Issues in Implementing Network-Centric Operations

Mr. Eugene Cunningham1

OPEN ING REMARKS

I
 would like to talk about the pol icy issues asso ci ated with imple ment ing net work-centric oper a tions,
net work-centric sys tems. But from dis cuss ing this with a num ber of  peo ple, it is clear that there is a
dif fer ence of  opin ion and a dif fer ence of  under stand ing of  what net work-centric oper a tions are all

about. So allow me to give a per sonal exam ple that will per haps give you a frame work. 
A cou ple of  months ago, at one in the morn ing, I got a phone call from my son. He said, “Dad, I just

want you to know I’m alright.” After I finally real ized what my son was tell ing me, I of  course said,
“Alright from what?” Well, the date was March 11, and my son was in Madrid going to school. Before
start ing his class, my son’s pro fes sor had thought enough to say, “We have had an inci dent, you all need to
call home.” 

That is an exam ple of  a net work-centric oper a tion. Why? How? Well, there are a cou ple of  things: 1)
Twenty-two stu dents in my son’s class room quickly whipped out cell phones and com mu ni cated with all
their home com mands; and 2) An intel li gent actor was oper at ing in that sys tem, a Span ish pro fes sor
whom I will never know who knew enough to keep his class from being dis tracted, from hav ing his stu -
dents’ oper a tions dis tracted, and who knew that there were home com mands that even tu ally would have
become con cerned. He knew that if  quick action was n’t taken, cer tainly there would be a num ber of
phone calls and attempts made by fam ily and friends to try to iden tify the sta tus of  their stu dents.

This, of  course, is a per sonal exam ple, but it brings for ward the point that we are in an age in which
con ven tional war fare is cer tainly not what we need to design and scope for. We are in an age in which con -
ven tional tac tics, con ven tional items, cer tainly the cell phone, are only part of  the weap ons used against
us. Tech nol ogy is used for us, but it is also used against us.
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ISSUES TO CON SIDER IN NET WORK-CENTRIC OPER A TIONS

I would now like to talk about six points related to net work-centric activ i ties that I believe need to be
con sid ered in the pol icy and acqui si tion dis cus sions that will take place in the future.

• First, the net work itself. It needs to be a com mon archi tec ture. As we have dis cussed, we can not
afford to develop inde pend ent archi tec tures, we can not afford to waste resources on dif fer ent devel -
op ment paths and going in dif fer ent direc tions. A com mon archi tec ture needs to be agreed to and
put for ward. And devel op ment funds need to be used over and over again to refine that archi tec ture,
to improve it, and to ensure that there are no future incur sions against it. A com mon archi tec ture
needs to be devel oped and needs to be shared.

• Sec ond, the frame work needs to be respon sive, and the con di tions under which the archi tec ture is
devel oped must look at the most crit i cal deci sion-mak ing struc ture. For now, one exam ple might be
mis sile defense. Cer tainly the response times, deci sion times, and anal y sis times for the mis sile
defense sce nario are the most crit i cal to us. The com mander needs to iden tify that a threat is immi -
nent, the type of  threat it is, the type of  assets that are avail able, the choices that are avail able, and the
prob a bil ity of  suc cess. In the mis sile defense regime, we can not afford a faulty exe cu tion. The mar -
gins are too close, the pen alty is too high for fail ure.

• Third, a bridge is needed between mil i tary activ i ties and non-mil i tary activ i ties. Ref er ence has been
made to the tran si tional para mil i tary activ i ties in both Italy and Spain. Well, if  there is a tran si tion in
activ ity, there needs to be a tran si tion capa bil ity within the net work, and that pres ents a unique prob -
lem. If  indeed the net work is going to bridge mil i tary and non-mil i tary or para mil i tary activ i ties, then 
the net work has to be capa ble of  dis tin guish ing between a war-time envi ron ment and a civil ian envi -
ron ment, because all of  us here need to make cer tain that the per sonal free doms that exist within a
non-mil i tary envi ron ment are ensured. Because data min ing is the key ele ment of  that net work, we
need to ensure that the per sonal lib er ties and free doms of  all cit i zens of  the nations we rep re sent are
not infringed upon. At the same time, we must under stand that we are not deal ing only with
state-spon sored activ i ties but with non-gov ern men tal threats as well. So that means we have to look
into the civil ian side and the civil ian data areas because we have to bring that infor ma tion for ward in
order to make the data and the sys tem both respon sive and effec tive.

• Fourth, the sys tem needs to be an enabler. Both Gen eral Jones and Michael Wynne have referred to
the fact that we have large stock piles of  equip ment that are not nec es sar ily being used most effec -
tively. If  the net work does indeed con nect every sol dier, sailor, and air man, every vehi cle, every air -
craft, every space craft, and every ves sel, then you also know the sta tus, the health, and the capa bil ity
of  all of  those oper a tors within that net work. It is crit i cal that the net work be used to man age the
health of  the sys tems that are out there, not just the threat. As you pro vide that infor ma tion, you can
use the data min ing tech niques and some of  the SGI sys tems we have seen to show the trends and
devel op ments of  those envi ron ments, oper a tions, train ing, or han dling that may have an impact on
the use and per for mance of  the equip ment or the indi vid u als who are oper at ing within the net work.

• Fifth, interoperability. It is essen tial that the net work be able to be trans ferred across all forces and all
types of  forces. The fact that one group is net worked or two groups are net worked is not going to be
good enough. If  we need to bring together the mem ber-nations of  NATO, the mem ber-nations of
the EU, and the Part ner ship for Peace coun tries, with all that each nation knows and the under stand -
ing that each nation has, then the net work needs to be avail able to each nation, because that is the
only way that all of  us will get the infor ma tion.
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• Finally, these sys tems need to be afford able. No one nation can develop such a sys tem, no one nation 
can put it forth. And to make sure that the sys tem is ade quately spread among all nations and all par -
tic i pants, we must endeavor to have a pol icy in which local indus tries are used as the key inno va tors
and key install ers on either leg acy sys tems or newly devel oped sys tems. In that way both defense
secu rity and eco nomic secu rity will be brought for ward by the devel op ment of  the net work, because
local indus try and local devel op ment activ i ties as well as the broader devel op ment and main te nance
of  the net work will be ensured.

CON CLUD ING REMARKS

As you work your way through the six ele ments, please under stand that none of  them can stand on its
own. They all need to be debated and reviewed, but it is essen tial that they be con sis tent as we talk about
net work activ i ties. And as we look at the frame work, we must be respon sive and accu rate, but we also
must be all-inclu sive, because a net work that lim its the abil ity of  actors to bring intel li gent deci sion mak -
ing for ward is not an intel li gent net work. There is too much infor ma tion among the mem ber-nations of
our orga ni za tions to develop an exclu sive net work.
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Chapter 19

International Cooperation: What Is the Way Forward?

Ing. Dr. Giorgio Zappa1

H
ow will we go for ward with inter na tional coop er a tion? This is the ques tion, but the answer is
not so clear, par tic u larly from an indus try point of  view. Cer tainly, the easy answer is that
indus try will cap i tal ize on les sons learned to develop the best solu tion for indus trial coop er a -

tion. But this is just the mar ket ing state ment, it is not the real answer to the ques tion. But with the cur rent
phase of  the Iraq war and the new world sit u a tion, it is dif fi cult to know the real answer. When we speak
about the com mon mil i tary needs for the future, includ ing rapid-reac tion, pre ci sion strikes on mov ing
tar gets, speed and syn chro ni za tion among dif fer ent forces, and abso lute air supe ri or ity, the answer is
quite clear. But when you put on top of  that the fact that we need more intel li gence, more diplo macy,
more secu rity in our coun tries as well as in the coun try where we are involved in peace keep ing, then it
seems to me that the risks of  coop er a tion become greater. That is because when you speak about this
kind of  capa bil ity, you need to incor po rate the dif fer ent require ments, pri or i ties, points of  view, and
national inter ests of  all the coun tries and indus tries involved.

ISSUES SUR ROUND ING COOP ER A TION

A major prob lem con cerns the con cept of  net work-centric war fare, which has 15 dif fer ent names for
essen tially the same con cept. The Euro pean Union, the U.S., Aus tra lia, all have dif fer ent terms. That
means we must start a dis cus sion that will give us one name for the one con cept.

Regard ing coop er a tion between gov ern ments in the fields of  intel li gence, secu rity, and diplo macy,
from the indus try point of  view you need some kind of  soft ware shar ing. But it is dif fi cult to imag ine
improv ing coop er a tion between the indus tries with out chang ing the tech nol ogy agree ment between the
Euro pean com mu nity and the U.S. com mu nity. It may be pos si ble to build air craft and sat el lites together,
but in order to define or man age sys tem capa bil ity, it is nec es sary to change the approach.

It is also dif fi cult to imag ine shared activ i ties between the com mer cial, mil i tary, and defense indus tries,
even more than in the past. When you talk about the mil i tary busi ness now, you talk about the secu rity
busi ness, which means you take a dif fer ent approach but have the same capa bil ity. Also, some com pa nies
may be dif fer ent than they were in the past. And now we must not only pro tect our own home lands but
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work toward secu rity in other coun tries. Finally, to pro vide full ser vice, we must pro vide not only logis tics 
but main te nance and other assis tance. It is dif fi cult to pro vide secu rity in other coun tries with out some
kind of  mil i tary assur ance.

CON CLUD ING REMARKS

While it seems pos si ble to make changes to our indus try, I insist that it is still too early to under stand
how the sit u a tion has changed since Sep tem ber 11. I believe we must under stand it in order to change our 
approach to col lab o ra tion. Cer tainly, coop er a tion will increase, because we have all invested a great deal
in home land secu rity and for defense, so for finan cial rea sons we must con nect our capa bil ity and imag -
ine an inter na tional pro gram. And, cer tainly, for Euro pean com pa nies, the pri or ity will be to inte grate
Euro pean capa bil i ties and also to ratio nal ize the expense for invest ing in tech nol ogy to reduce the gap
with the U.S. But if  we want to deal with the prob lem of  ter ror ism world wide, we need to col lab o rate
more. How ever, this is more com pli cated in the new secu rity envi ron ment. The answer to the prob lem
may be very dif fer ent than it was four or five years ago.
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Chapter 20

Defense Cooperation after the Iraq War: All Quiet in the West?

Ingénieur Général de l'Armement Robert Ranquet1

EU-RELATED DEFENSE COOPERATION

M
y speech is going to focus on only one ques tion: Did the war in Iraq have any impact on
defense coop er a tion? As I thought about this ques tion, I took a can did look at one of  the
major actors in defense coop er a tion: The EU. I was struck by the spec tac u lar prog ress it has

made in this field while the Iraq war was unfold ing. Indeed, beyond a tem po rary fresh en ing of  rela tions
between the U.S. and some non-coali tion Euro pean nations, the period since the Iraq war has seen very
impres sive for ward motion in the Euro pean defense area.

For exam ple, we have seen sig nif i cant achieve ments on the ground with the first EU mil i tary oper a -
tion, the ARTE MIS oper a tion in the Congo. We have also seen sig nif i cant prog ress in the con cep tual
field by hav ing the Euro pean secu rity strat egy spelled out for the Union by Javier Solana. We have seen
prog ress in the area of  capa bil i ties with the rather suc cess ful imple men ta tion of  the Hel sinki objec tives
through the Euro pean capa bil ity pro cess (ECAP). We are close to set ting a new, ambi tious, lon ger-term
objec tive with the 2010 Head line Goal. And we have seen con crete efforts to give the EU more cred i ble
mil i tary capa bil i ties better adapted to cur rent require ments for deployability and agil ity with the Bat tle
Groups 1500 con cept.

A very sig nif i cant step taken by the EU to improve its oper a tion is the cre ation of  the Euro pean
Defense Agency, an orga ni za tion through which Euro pe ans can strengthen their capa bil i ties. This
agency, which will be a major part of  the Union’s insti tu tional frame work, will be capa bil i ties driven and
have a crit i cal role in the imple men ta tion of  the 2010 Head line Goal. Under the direct polit i cal lead er ship 
of  the min is ters of  defense, the agency will oper ate in sev eral fields, includ ing:

• Capa bil i ties require ments

• The strength en ing and wid en ing of  arma ments coop er a tion

• Mak ing the Euro pean Defence Tech no log i cal and Indus trial Base more robust and com pet i tive 
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• Defense research and dual-use research under the super vi sion of  the Euro pean Com mis sion

 All of  the prog ress we have made adds up to a pretty good record of  achieve ment for the EU. While
much has resulted from the boost to ESDP momen tum pro vided by the U.K. and France at the St. Malo
Sum mit, the EU is gain ing strong inter nal momen tum as it expands its mem ber ship and devel ops its
fields of  com pe tency.

Cer tainly the shock of  Sep tem ber 11 and the sub se quent oper a tions in Afghan i stan and Iraq were key
ele ments in mak ing lead ers around the world, par tic u larly Euro pean lead ers, more con scious of  the
neces sity to increase their com mit ment to global secu rity chal lenges. In addi tion, hav ing the U.K. in the
uncom fort able posi tion of  try ing to bridge the U.S. coali tion with the so-called Old Europe helped to
make the ESDP devel op ment more accept able to the still-reluc tant U.S.

NATO-RELATED DEFENSE COOP ER A TION

I think it is fair to say that we have seen less momen tum in the capa bil i ties area. Of  course, NATO has
been strug gling to take part in many seri ous and sig nif i cant engage ments on the ground, essen tially in the
Bal kans and in Afghan i stan, and has been build ing the NATO Response Force and pro mot ing trans for -
ma tion through the ACT. But the gen eral impres sion that NATO is still short of  the capa bil i ties it needs
to ful fill extended polit i cal ambi tions is cor rect: State ments made by for mer sec re tary gen eral Lord Rob -
ert son dur ing the last months of  his ten ure were crys tal clear on that point. His suc ces sor, Mr. De Hoop
Scheffer, is now push ing hard to revi tal ize the NATO capa bil i ties-enhance ment pro cess, which we will
evaluate at the Istanbul Summit.

CON CLUD ING REMARKS

When con sid er ing the prog ress made by NATO and the EU, we must remem ber that EU prog ress will 
ben e fit NATO, and that any prog ress made by Euro pe ans in either orga ni za tion will ulti mately ben e fit
both. We can already see this in the capa bil i ties field, for exam ple, in the A400 M pro gram, which will be
the major con trib u tor to future NATO stra te gic air lift capa bil ity. We can also see it in the forces field, for
exam ple, in the EUROCORPS being among the first units to be made avail able to the NRF and picked to
pro vide HQ capa bil i ties for the ISAF in Afghanistan.

Despite the unfor tu nate effects of  the Iraq war, one pos i tive effect is that it is com pel ling nations to
con cretely mea sure their com mit ment to improv ing their indi vid ual and col lec tive defense capabilities.
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Chapter 21

The Technology Transfer Paradox

Mr. Jean-Pierre Maulny1

CHANGES IN THE WORLD ORDER

T
 oday we are in a par a dox i cal sit u a tion regard ing tech nol ogy trans fer, and it is not easy to know
what we need to do with out tak ing this par a dox into account.Before 1989, the world order was
fairly sim ple. We had the West, we had the East, and it was impos si ble to trans fer stra te gic tech -

nol o gies from the West to the East with the COCOM that had been imple mented in 1949. Prior to 1989,
eco nomic glob al iza tion had also not taken place, and there was no sophis ti cated tech nol ogy for global
net work com mu ni ca tion. Dur ing that time we can say that the world was divided in all senses of  the
term—it was a closed world, not an open one.

The world that has emerged since 1989 is not at all com pa ra ble. First of  all, there is the move ment
toward eco nomic glob al iza tion and the devel op ment of  new com mu ni ca tions and infor ma tion tech nol -
o gies. Glob al iza tion is not just a gim mick—the world econ omy and indus try are now inter de pen dent.
For exam ple, the Chair man of  the Armed Ser vices Com mit tee of  the U.S. House of  Rep re sen ta tives
wants to pass leg is la tion known as the “Buy Amer i can Act,” which would pro hibit the U.S. from using
for eign sup pli ers for the U.S. mil i tary. But this would be impos si ble, because Amer i can indus try is no lon -
ger able to build some of  the com po nents that are used in arma ments. U.S. defense man u fac tur ers also
use some Ger man and Jap a nese machine tools and the “Buy Amer i can Act” would require that all U.S.
defense man u fac tur ers use U.S.-made machine tools. It is impos si ble for the U.S. to pro duce machine
tools over night, and it would cost a lot for U.S. man u fac tur ers to do so at a good price. In Europe, we face
the same prob lem, because Euro pean defense manufacturers are dependent on certain U.S. technologies
and com po nents.

In the com mu ni ca tions sec tor, we know that the Internet has rev o lu tion ized every thing. Today, it is
pos si ble to be in con tact with every one in the world and to trans mit data and knowl edge in real time. The
world is decid edly now a cul tur ally and sci en tif i cally open world, not a closed world. Even Al-Qaeda uses
the tools of  the West ern way of  life, with the tech no log i cal capa bil ity to trans fer money and data in real
time. Al-Qaeda is today the sym bol of  our internationalized open world. 
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Both the move ment toward eco nomic glob al iza tion and the devel op ment of  new infor ma tion and
com mu ni ca tion tech nol o gies have been occur ring very rap idly over the last 15 years.

CHANGES IN THE GEOSTRATEGIC LANDSCAPE

The geostrategic sit u a tion is also evolv ing. The year 1989 sig ni fied the vic tory of  democ racy and cap i -
tal ism. Some would say, as George Bush père said, that a new world order was born with the end of  the
East-West con fron ta tion. But the new world is not hap pen ing. The sit u a tion is now cha otic, with out a
clear line of  con fron ta tion between one group of  states and another group of  states. The sit u a tion is
more fluid. For exam ple, Libya was once a rogue state but recently changed its sta tus by reveal ing its
nuclear mil i tary pro gram and then aban don ing it. Another exam ple is Paki stan, a key United States ally
against ter ror ism but a state that cannot be cat e go rized as a secure one in the future.

There is also more flu id ity in what has been termed the West ern camp. NATO is still a real ity but it is
not the real ity it was in 1989. There is sus pi cion between allies, espe cially between France and the United
States. Today France is closer to NATO than it was in 1989, but it is also fur ther from the U.S. than it was
in 1989. The war against ter ror ism is a real war, not the vir tual war that was the East-West con fron ta tion. 

In this con text, the United States has tended to imple ment a ban on tech nol ogy trans fer with the goal
of  main tain ing a tech no log i cal advan tage against the enemy and poten tial ene mies. But the ques tion is
not as sim ple as it was before 1989: Who is the enemy and how can the ban be constructed?

THE PAR A DOX IN TECH NOL OGY TRANS FER

It is at this level that the par a dox begins to take effect. Tak ing into account that eco nomic and indus try
glob al iza tion are tak ing place at the same time as the devel op ment of  new infor ma tion and com mu ni ca -
tions tech nol o gies, it is much more dif fi cult to for bid tech nol ogy trans fers. The ten dency is thus to
strengthen the means of  con trol. But it is dif fi cult to have a clear pol icy on the sub ject because the notion
of  allies is dif fer ent in the United States than it was prior to 1989. For exam ple, we can say that the Spain
of  Aznar was a strong ally of  the U.S. but the Spain of  Zapatero may not be. Sim i larly, France and Ger -
many were not strong allies of  the United States in 2003, but as Nich o las Burns recently said the sit u a tion
is better now. The notion of  what an ally is is highly rel a tive for the United States, and it can change at any
time. So when the United States want to pro hibit tech nol ogy trans fer in a world in which it is very easy to
trans fer tech nol ogy and in which the notion of  an ally can be very rel a tive and con tin gent, the nat u ral
course is to block trans fer even for some com mu nal com po nents and to any type of  state. I do not say
this is a con scious policy for the U.S. today, but I think it is the tendency. 

So the par a dox of  our con tem po rary world is that the nat u ral ten dency of  the United States is to close
the world though the world is nat u rally open. The fact that we do not have an orga nized world—democ -
ra cies and NATO are not part of  an entity with uni fied pol i cies and the rogue states and ter ror ist orga ni -
za tions are not mem bers of  one club or bloc—does not sim plify the situation.

It is my belief  that we cannot remain in this par a dox, that we have to resolve it. We cannot stay in this
par a dox because it is forc ing us to use an inef fi cient pol icy to fight the real threat of  the pro lif er a tion of
weap ons of  mass destruc tion. 

Right now, the gen eral feel ing is that the United States wants to main tain their tech no log i cal supe ri or -
ity because they believe this supe ri or ity is the only real guar an tee for their secu rity. This posi tion is not the
best for two rea sons: For tech ni cal rea sons it cannot be effi cient because it totally con tra dicts the cap i tal -
is tic mod ern world that I described. For polit i cal rea sons, it is not an oppor tune pol icy because U.S. allies
and poten tial allies are its victims.
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I believe that you cannot employ the mech a nisms of  a closed world in a world that is in fact open.
Regard ing tech nol ogy trans fer, you would have to involve the larg est pos si ble num ber of  states in your
pol icy, and this would only be pos si ble if  you strictly lim ited the tech nol ogy that was not desir able to
trans fer. Such a pol icy would deal only with weap ons of  mass destruc tion though it should also
strengthen the means of  con trol ling vio la tions of  trea ties that for bid weap ons of  mass destruc tion. It
also seems that you would have to ver ify whether or not dual-use tech nol o gies were being diverted from
their civil uses.

CON CLUD ING REMARKS

To sum up, I think it is dif fi cult to have a con fron ta tional world within an open world. The prin ci pal
issue is not U.S. unilateralism, but the fact that to obtain sat is fac tory results in an open world one must
con tin u ally nego ti ate. Today, the United States does not nego ti ate; they apply the mech a nisms of  a closed 
world. This is inef fi cient because the more they apply these mech a nisms, the more they sti fle glob al iza -
tion and the devel op ment of  infor ma tion and com mu ni ca tions tech nol o gies, and the harder it becomes
to obtain results. The issue today is not iden ti fy ing threats and ene mies, for of  course Islamic ter ror ism
and states such as North Korea are threats, but the issue is how to man age these threats. The way to do so
is to have broad coop er a tion and to limit the ban on tech nol ogy trans fer to that which is strictly nec es sary.
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Part Four





Chapter 22

Net work-Enabled Capa bil i ties—Issues and Impli ca tions

Dr. Lin ton Wells II1

I
 would like to address three broad areas related to what NATO calls net work-enabled capa bil i ties
and the U.S. refers to as net work-centric war fare: First, trans na tional issues related to net -
work-enabled capa bil i ties, espe cially as they per tain to the trans at lan tic alli ance; sec ond, how to

acquire net work-enabled capa bil i ties in a resource-con strained envi ron ment; and third, the stra te gic
impli ca tions of  net work-enabled capa bil i ties.

TRANSNATIONAL ISSUES RELATED TO
NETWORK-ENABLED CAPABILITIES

Dur ing the work shop we have heard many dis cus sions about the future, focus ing on:

• Global, non-tra di tional threats

• The need for NATO and the EU to engage in unfa mil iar regions, such as the Greater Mid dle East

• The prob lems of  coali tions with chang ing part ners

• The demo graphic and envi ron men tal dimen sions of  secu rity

How ever, we need to be care ful about fore casts. The U.S. Defense Depart ment has some thing called
the Defense Pro gram Pro jec tion (DPP), which looks 10 years beyond the end of  our “Future Years
Defense Pro gram” (FYDP). This year, we will look out to 2021, mainly to make sure that there are no
unaf ford able convergences of  major acqui si tion pro grams dur ing those years. How ever, in the pro cess
of  review ing the DPP, some one noted that the 17 years between 2004 and 2021 are lon ger than those
between the Wright broth ers’ first flight in 1903 and the end of  World War I. In mid-1903 it would have
been hard to fore cast the needs of  mil i tary avi a tion, which few imag ined was pos si ble, in a major war that
few imag ined was com ing.

To test our fore cast ing abil ity in a more cur rent sce nario, let us look back 17 years from this 2004 work -
shop period, to 1987:

1
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• Our land forces were pre par ing for armored war fare in the Fulda Gap.

• Many of  our air craft were being designed for com bat above the inter-Ger man bor der.

• The navy had an objec tive of  600 ships, in part to defend the North Atlan tic sea lanes.

• The mujahedin were regarded as val ued free dom fight ers against the Sovi ets in Afghan i stan.

• There was a strong buffer against the Islamic Rev o lu tion in Iran—his name was Saddam Hussein.

• Almost no one had heard of  the Internet.

It may be that we will improve our fore cast ing skills in the future, but, at a min i mum, this look back
sug gests that the sys tems we acquire now should pro vide us with flex i bil ity.

Net work-enabled capa bil i ties were described as impor tant in the pre sen ta tions made by Gen eral
Kujat, Min is ter Struck, Gen eral Jones, Under Sec re tary Wynne, and oth ers, even in sit u a tions short of
gen eral war. Mr. Cunningham also pre sented an excel lent syn op sis of  essen tial net work char ac ter is tics,
Mr. Lentz reminded us that secu rity must be designed into the net work from the begin ning, and Gen eral
Joulwan admon ished that we must con tinue to pro vide con nec tiv ity and sit u a tional aware ness to exist ing
forces even as we trans form.

In his speech, Gen eral Jones spoke of  four pil lars of  trans for ma tion:

• Fig ur ing out how to incor po rate and use new tech nol ogy

• Devel op ing new oper a tional con cepts

• Reform ing insti tu tions

• Chang ing the way we spend money

Net work-enabled capa bil i ties touch each of  these pil lars. In addi tion, infor ma tion and com mu ni ca -
tions tech nol o gies (and changes in doc trine) can help smaller nations make use ful con tri bu tions to the
Alli ance or to coali tions, so we should design our sys tems for “plug and play.”

Of  the six changes Gen eral Jones called for in his pre sen ta tion, net work-enabled capa bil i ties affect at
least four:

• Mak ing our capa bil i ties more usable

• Improv ing “tooth-to-tail” ratios, espe cially by reduc ing logis tics foot prints

• Improv ing the shar ing of  all kinds of  infor ma tion, not only intel li gence

• Over com ing chal lenges to trans for ma tion

In these areas, there is much to be opti mis tic about. Ear lier we spoke about the trans na tional oppor tu -
ni ties avail able in the Joint Tac ti cal Radio Sys tem (JTRS), and the fact that much of  the U.S. move ment
toward net work-enabled capa bil i ties was being based on web-based tools and com mer cial stan dards. The 
poten tial to incor po rate NATO data stan dards from the Multi-National Interoperability Programme
(MIP) into U.S. approaches also is very excit ing. More over, com mer cial trends are in our favor in that the
cost of  com put ing, stor ing, and com mu ni cat ing is fall ing dra mat i cally, and should con tinue to do so.

How ever, with that said, there also are chal lenges to bring ing net work-enabled capa bil i ties to bear
quickly, and deploy ing them where they are most needed:

Les sons learned from Iraq, which could be applied to many sta bi li za tion oper a tions, sug gest that we
should con sider new approaches in pre-war or pre-deploy ment plan ning if  we are to take best advan tage
of  the net work-enabled capa bil i ties that might be avail able. For exam ple:
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– The civil side in a civil-mil i tary oper a tion has require ments that are just as valid as those of  the mil i -
tary, but because they are not linked with sup port ing doc u men ta tion with strange acro nyms such as
ICDs, CCDs, and TEMPs we often do not pay as much atten tion to their needs as we should.

– Before Oper a tion Iraqi Free dom, human i tar ian assis tance units and disas ter assis tance response
teams had devel oped tools for col lab o rat ing across national and orga ni za tional bound aries in aus tere
infor ma tion envi ron ments that might have been very use ful early in the post-con flict period. How ever,
for a vari ety of  rea sons, they were not adopted, and atro phied accord ingly.

Gen eral Joulwan pointed to the impor tance of  con tin u ing to meet the needs of  the exist ing force,
even as we trans form. Some stud ies have shown that transformational effects can be real ized when as lit -
tle as 8% to 10% of  a force has adopted new tech nol o gies and oper a tional con cepts. This may be so, but
tim ing the intro duc tion of  transformational capa bil i ties and coor di nat ing them with units that have not
yet received the capa bil i ties is crit i cal.

Cul ture must be changed along with tech nol ogy and oper a tional con cepts. For exam ple, faced with
exactly the same infor ma tion, dif fer ent prac ti tio ners may come to quite dif fer ent con clu sions. Dur ing a
Part ner ship for Peace exer cise a few years ago, U.S. mil i tary per son nel and their Euro pean coun ter parts
were shown the same com mon oper a tional pic ture, based on net work-centric prin ci ples. Some U.S. per -
son nel looked at the rich ness of  the dis play as an oppor tu nity for low-level units to self-syn chro nize
with out wait ing for orders from higher ech e lons. Some Euro pean lead ers praised the clar ity of  the iden ti -
cal dis play because it allowed senior offi cers to make more cen tral ized deci sions. And some on both sides
were con cerned that the amount of  infor ma tion avail able to senior lev els would cause them to
micromanage the engage ment.

We need to be clear in our ter mi nol ogy. As noted ear lier, sev eral sim i lar phrases are being used in dif -
fer ent quar ters: Net work-enabled capa bil i ties, net work-centric war fare, net work-centric oper a tions,
knowl edge-enabled war fare. I think that the first three are fully equiv a lent in sub stance, but we need to
make sure that every one under stands what we are talk ing about. More over, fun da men tal con cepts such
as “con trol” (as in “com mand and con trol”) prob a bly need to be rethought in the net work-centric envi -
ron ment.

As Bob Lentz men tioned ear lier, infor ma tion assur ance con cerns are abso lutely crit i cal, and need to
be incor po rated into the design of  net works and net work-centric con cepts from the begin ning.

Finally, we need to make hard deci sions when shar ing infor ma tion in mul ti na tional envi ron ments and
in inter agency sit u a tions in which law enforce ment and pri vate sec tor data may be involved. We need to
move beyond pres ent coali tion net works like CENTRIXS and Grif fin to truly mul ti na tional infor ma tion
sys tems, but this will take hard work both in design ing the sys tems and in con struct ing the infor ma tion
shar ing pol i cies to sup port them.

ACQUIRING NETWORK-ENABLED CAPABILITIES IN
 A RESOURCE-CONSTRAINED ENVIRONMENT

In order to obtain net work-enabled capa bil i ties, we need to take four impor tant steps:

• Lever age com mer cial trends

• Change our busi ness prac tices and TTPs (tac tics, tech niques, and pro ce dures), not just tech nol ogy

• Work together to ratio nal ize resource allo ca tions

• Rec og nize the dan gers and imped i ments, and address them head on.
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Leveraging Commercial Trends

One of  the pio neers of  the Internet rev o lu tion recently offered sev eral insights into trends in com -
mer cial infor ma tion and com mu ni ca tion tech nol ogy. Some high lights included:

Cell phones. In the early 1980s, AT&T com pleted a mar ket fore cast of  the demand for cell phones. It
con cluded that the global mar ket would reach 900,000 phones by the year 2000. In 2003, 500,000,000 cell
phones were sold, a num ber that should reach a bil lion per year in just a few years’ time.

 – The next gen er a tion of  phones being read ied for dis tri bu tion in late 2004 in Japan will have two dis -
tinct pro ces sors, one for the phone and one for com put ing appli ca tions. Although the input/out put
devices for the phones still need work, cell phones and por ta ble com put ers are con verg ing.

– The qual ity of  dig i tal pho tog ra phy built into phones will increase rap idly, threat en ing stand-alone
dig i tal cam eras

– Linux is becom ing the oper at ing sys tem of  choice for the new cell phones, due to cost and sta bil ity.
In a short while, most phones will ship net work ready.

Play sta tions. Pro ces sors opti mized for com puter games cost only a few hun dred dol lars, but they are
pow er ful because they are sub si dized by com puter gam ing rev e nues, which now have sur passed motion
pic ture rev e nues in the U.S.

– The Uni ver sity of  Illi nois recently put together the cards from 600 play sta tions (total cost: Under
$200k) and built a par al lel super com puter that ranked in the top 100 in the world. This power will con -
tinue to grow. The Play Sta tion 3 is expected to ship in 2005 as part of  a full-fledged attack on
Microsoft-based PCs. A Play Sta tion X, with 320 giga bytes of  mem ory, enough to record 320 hours of
tele vi sion video, is under devel op ment. The result is a three-way com pe ti tion/con ver gence among: 

– Win dows, Linux, and Java oper at ing sys tems
– Mobile com put ing with inte gral phone and net work links
– High-per for mance gam ing com put ers.
In the Internet pio neer’s view, it’s not clear which com bi na tions will win, but the net result will be a

pro lif er a tion of  increas ingly pow er ful, net worked sys tems at lower prices.
Embed ded sys tems. The aver age car today has about 100 cen tral pro cess ing units (CPUs), which increas -

ingly are linked via wire less, packet-switched local area net works (LANs). In about five years there will be
400–500 CPUs/car, and each vehi cle will be effec tively a mobile, mas sively par al lel com put ing sys tem.

– Linux also is becom ing the dom i nant oper at ing sys tem for embed ded com put ers.
– Radio-fre quency (RF) sen sors are becom ing ubiq ui tous. Those being man u fac tured by Dust, Inc. (a

spin off  of  a DARPA pro ject) are indic a tive of  new gen er a tions that can wake up, report in, and go back
to sleep to save power or draw energy from the inter ro gat ing RF sig nals. 

– Before long, sen sors will be avail able that have 3- to10-year bat tery lives and that can be scat tered
any where.

This envi ron ment of  “cre ative destruc tion,” in which prod uct cycles are mea sured in months to weeks 
(in com par i son to gov ern ment bud get ing cycles mea sured in years) sug gests that we should build as
much flex i bil ity as pos si ble into our infra struc tures and adopt open stan dards wher ever we can. This is
the approach the U.S. is try ing to take, using browser-based dis plays wher ever pos si ble and mak ing strong 
com mit ments to inter na tional stan dards such as Internet Pro to col ver sion 6 (IPv6) and the com mer cial
soft ware com mu ni ca tions archi tec ture found in JTRS.

Changing Business Practices and TTPs, Not Just Technology

John Cham bers, CEO of  Cisco Sys tems, recently addressed the rela tion ship between invest ments in
infor ma tion and com mu ni ca tions tech nol ogy (ICT) and increases in pro duc tiv ity. He found that com pa -
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nies that had pre ceded their ICT invest ments with busi ness pro cess reengineering had real ized sig nif i cant 
gains in pro duc tiv ity mea sured over sev eral years. How ever, com pa nies that had used only ICT to auto -
mate exist ing pro cesses actu ally expe ri enced reduced pro duc tiv ity. As was men tioned ear lier, we need to
co-evolve doc trine, orga ni za tion, train ing, mate rial, lead er ship, per son nel, and facil i ties (DOTMLPF) to
achieve the full ben e fits of  trans for ma tion.

One senior NATO leader, as well as oth ers, expressed con cern that the increased vis i bil ity into
lower-ech e lon activ i ties that net work-enabled capa bil i ties pro vides will encour age senior offi cers to
med dle and micromanage, poten tially destroy ing junior offi cers’ and non com mis sioned offi cers’ ini tia -
tive. There is no doubt that this is a pos si bil ity, and there have been exam ples in the past in which fleet
com mand ers called bat tle group com mand ers thou sands of  miles at sea to sug gest they adjust their tac ti -
cal dis po si tions. How ever, the poten tial for micromanaging can also be addressed by doc trine, train ing,
and dis ci pline. The Navy has already done this with its Com pos ite War fare Com mander con cept,
wherein author ity for dif fer ent parts of  an engage ment is del e gated to sub or di nate com mand ers; the
approach has evolved into an effec tive one. None the less, there are inter ac tions between lead er ship and
tech nol ogy that need to be under stood and addressed in our train ing envi ron ments.

The con cerns of  Gen er a tion Y, roughly those under 30, also need to be addressed. They come into the 
ser vice, or start work ing for their employ ers, with an expec ta tion of  con nec tiv ity. Look at the way many
teen ag ers today oper ate, with mul ti ple win dows open on their com put ers and mul ti ple chat ses sions
under way simul ta neously. They have con tin u ous sit u a tional aware ness of  which friends are online and
avail able, exqui sitely tai lored cell phone con fig u ra tions, and con tin u ous access to the infor ma tion
resources on the Web. We can learn a lot from them about net work-enabled envi ron ments. But we also
need to be care ful, since this con nec tiv ity is not a “nice-to-have” thing for many of  today’s young peo ple,
but an inher ent part of  their cul ture. As we bring them into gov ern ment employ ment, where this level of
con nec tiv ity may either not be avail able or not allowed because of  clas si fied infor ma tion, we can expect
frus tra tion and push-back.

Working Together to Rationalize Resource Allocations

Gen eral Jones described the excep tional trans for ma tions that have taken place within NATO, espe -
cially since the Prague Sum mit. From the stand point of  achiev ing net work-enabled capa bil i ties, these
include:

• Estab lish ment of  the Allied Com mand Oper a tions (ACO), which sets require ments

• Estab lish ment of  the Allied Com mand Trans for ma tion (ACT), which is the forc ing agent for
change through the devel op ment of  Con cepts of  Oper a tions (CONOPS), exper i men ta tion, and
mod el ing and sim u la tion

Both of  these achieve ments are com ple mented by the work of  the Hague Tech ni cal Cen ter under the
NATO C3 Agency, which is doing net work-centric research, and by NATO’s three cur rent oper a tions
(Afghan i stan, the Bal kans, and the Med i ter ra nean), which offer oppor tu ni ties to intro duce new oper a -
tional con cepts.

But in addi tion to these achieve ments, we should lever age the work of  other part ners, nota bly Swe den, 
which has been at the fore front of  trans for ma tion, and Sin ga pore, which has fenced 1% of  its defense
bud get for trans for ma tion, estab lished a cen ter for mil i tary exper i men ta tion, and appointed a future sys -
tems archi tect. U.S. Stra te gic Plan ning Guid ance has also called for accel er at ing the trans for ma tion to a
net work-centric force.
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All told, these par al lel ini tia tives offer excep tional oppor tu ni ties for ratio nal iz ing invest ments in net -
work-enabled capa bil i ties. By tak ing advan tage of  com mer cial stan dards and data-centric strat e gies, as
well as spe cific ini tia tives such as JTRS and the MIP, we should be able to achieve such capa bil i ties and
improve interoperability even within con strained resources. Mr. Cunningham’s six prin ci ples for net -
works (build to a com mon archi tec ture, estab lish a frame work that is respon sive to oper a tional needs,
main tain trust in activ i ties on the net work, set up the net work as an enabler that allows capa bil i ties to be
used better, pro mote interoperability, and keep interoperability afford able), cou pled with the pre req ui site 
of  address ing secu rity issues dur ing the design phase, also pro mote com mon objec tives.

The future, how ever, is likely to see increased pres sures on secu rity spend ing, not only in Europe but
also in the United States, after sev eral years of  excep tional growth. Clear choices will be offered between
con tin u ing tra di tional invest ments in plat forms and mov ing to place more empha sis on the net work and
its capa bil i ties. We need to make sure that the impli ca tions of  the choices are under stood fully.

Recognizing the Dangers and Addressing Them Head On

What back-ups are needed as we move toward net work-centric solu tions? Recently, for exam ple, a mil -
i tary base had sev eral of  its com puter net works go down, but the phones still worked. If, in the future, the
tele phone sys tems on the base were con verted to Voice Over Internet Pro to col (VOIP), a com mer cial
trend in which phone calls ride over the com puter net work, then the back-up tele phone ser vice might not 
be avail able if  a sim i lar inci dent occurred again. As we take advan tage of  net work-centric trends, we need
to be aware of  what fallback solu tions, if  any, will be needed. As some one put it, how long do we keep fit -
ting sails on the steam ships? 

In order to man age the radio-fre quency spec trum, we need to be aware of  sev eral things: 
New intel li gence, sur veil lance, and recon nais sance sys tems (ISRs) such as unmanned air vehi cles

(UAVs) can col lect enor mous amounts of  infor ma tion. They trans mit it via very-wide-band width
datalinks, some of  which exceed 250 mega bits/sec ond. In addi tion, mobile dig i tized forces will need to
be con nected robustly to exchange infor ma tion on the bat tle field, and advanced tech niques such as “fre -
quency hop ping” may mean that infor ma tion is sent over sev eral dif fer ent fre quen cies in a short period
of  time. All of  this will require access to large amounts of  the radio-fre quency spec trum, and use of  the
spec trum will be much more dynamic than it has been in the past. 

Today, the spec trum is man aged through a series of  fixed allo ca tions of  band width that often vary
between coun tries or regions. In other words, a fre quency band in the U.S. may have one pur pose while in
Europe it could have another. In inter na tional meet ings, such as the World Radio-Com mu ni ca tions Con -
fer ence (WRC), the U.S. and Europe some times find them selves at odds. 

The move ment of  NATO (and poten tially the EU) to a more expe di tion ary pos ture sug gests that
there will have to be close coop er a tion with Alli ance part ners and coali tion mem bers on spec trum use. It
also turns out that there are new tech nol o gies and new pol icy approaches that can facil i tate more effi cient 
use of  the radio fre quency spec trum. We should explore oppor tu ni ties to coop er ate in both pol icy and
tech nol ogy issues in as many of  these areas as pos si ble.

Tak ing advan tage of  com mer cial trends means that we will make more use of  com mer cial
off-the-shelf  tech nol o gies (COTS). Over the next sev eral years, such tech nol o gies are likely to become
more secure through a vari ety of  mar ket pres sures and other incen tives. How ever, mar ket forces are not
likely to make soft ware strong enough to with stand ded i cated attacks by well-funded, per sis tent,
state-spon sored adver sar ies. Accord ingly, there will almost cer tainly be a need for gov ern ment-only solu -
tions (GOTS) to sup port those spe cial func tions that won’t be gen er ated by the mar ket place.
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New tech nol o gies, such as wire less, bring great increases in per for mance and con ve nience. But they
also intro duce vul ner a bil i ties that are real and poten tially seri ous. The risks must be bal anced sys tem at i -
cally against the gains in deter min ing pol icy choices. For exam ple, the DoD recently issued a pol icy state -
ment on the use of  com mer cial wire less. This is a sig nif i cant step for ward, but also con tains impor tant
restric tions, such as the require ment for using strong iden ti fi ca tion and authen ti ca tion, issu ing man dates
con cern ing the use of  approved encryp tion, and pro hib it ing their use in clas si fied envi ron ment. These
restric tions reflect both the oppor tu ni ties the tech nol ogy brings as well as the very real vul ner a bil i ties
asso ci ated with it.

We must address these kinds of  ques tions head on and early, and not sweep them under the rug hop -
ing they will go away. Because they won’t.

STRATEGIC IMPLICATIONS OF NETWORK-ENABLED CAPABILITIES

Issues such as the ones described above too often are con sid ered the prov ince of  tech ni cal spe cial ists.
But they fre quently involve stra te gic issues that deserve seri ous atten tion at min is te rial lev els, for sev eral
rea sons: 

• Infor ma tion and com mu ni ca tions tech nol o gies are enor mously pow er ful. They are chang ing the
very fab ric of  our soci et ies, the way we do busi ness, and the way our young peo ple (our future force
struc ture) think and inter act. Secu rity-force lead ers need to under stand them in a broad polit i cal and
eco nomic con text.

• These capa bil i ties can improve the effec tive ness of  sta bi li za tion oper a tions, espe cially if  intro duced
early.

• Key resource choices need to be made between plat form-centric and net work-centric approaches. 

• Net works are most effec tive when they are as broad as pos si ble; they may there fore cross tra di tional
bound aries between agen cies and even between nations. 

• Many dif fer ent sources of  infor ma tion need to be fused together, but some of  this can’t be done
with out changes in pol i cies or even laws. 

• The U.S. alone does n’t have all the answers to these issues. We need sup port from our Alli ance part -
ners in work ing through solu tions.

CONCLUDING REMARKS

To sum up:
First, infor ma tion and com mu ni ca tions tech nol o gies are tre men dously pow er ful, as noted above.

Their impli ca tions need to be con sid ered in a broad polit i cal, eco nomic, and even dip lo matic con text, not 
just on a tech ni cal basis. 

Sec ond, the intro duc tion of  mod ern infor ma tion and com mu ni ca tions tech nol o gies, even short of
full-fledged net work-enabled capa bil i ties, can have a direct, pos i tive impact on the out come of  sta bi li za -
tion oper a tions. Les sons learned from Afghan i stan, Iraq, and other areas sug gest strongly that con nec tiv -
ity and col lab o ra tion tools should be brought to bear on sta bi li za tion oper a tions within days or weeks
fol low ing the end of  com bat.

• This would allow us to estab lish com mu ni ca tions quickly with key par ties, col lab o rate more closely
with part ners, and pro vide coali tion forces with the same infor ma tion supe ri or ity that they demand
dur ing com bat. More over, hav ing these capa bil i ties is essen tial to the effec tive ness of  indig e nous
secu rity ser vices (because it will improve their com mand and con trol), to enabling the infor ma tion
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flows that are the life-blood of  dem o cratic soci et ies, and for help ing to attract for eign invest ment as
a coun try rebuilds. 

• There fore, while our plan ning in the past has largely focused on com bat oper a tions (Phases II and
III), pre-war plan ning (the so-called Phase I) must expressly address the intro duc tion of  these capa -
bil i ties early in the sta bi li za tion period (Phase IV). This will hap pen only through senior lead er ship’s
involve ment.

Third, the new capa bil i ties will not become avail able unless senior lead ers decide to fund them. In a
resource-con strained envi ron ment, the nat u ral incli na tion will be to pur sue tra di tional plat form-centric
or man power-centric approaches instead of  net work-centric ones. How ever, with out the net works,
troops and stand-alone plat forms will be much less effec tive, interoperability will be impeded, and trans -
for ma tion delayed. But the needed resource allo ca tions won’t be made with out min is te rial-level atten -
tion.

Fourth, the broader net works gen er ally are more effec tive than the smaller ones; in addi tion to serv ing
joint forces, the larger net works also should include coali tion part ners. In fact, some coun tries are choos -
ing to extend their net works beyond tra di tional secu rity estab lish ments to include law enforce ment, intel -
li gence agen cies, and pro vid ers of  open source infor ma tion. In cer tain cases, for exam ple to pro tect
crit i cal national infra struc tures such as power and water, pub lic-pri vate sec tor part ner ships will be
needed. But, again, such cross-agency out reach deci sions require the per sonal involve ment of  gov ern -
ment’s most senior offi cials.

Fifth, what is being shared is a wide range of  infor ma tion, not just intel li gence or mil i tary data. Rules
for col lect ing, pro cess ing, stor ing, and dis sem i nat ing such infor ma tion may involve cul tural, pol icy, and
per haps even legal issues. The estab lish ment of  rules to encour age “need to share” infor ma tion and
elim i nate “hoard ing” demands changes in think ing that can come only from the high est lev els. The need
to design secu rity into new net works from the out set also will not come with out senior-level insis tence.

All of  these issues are tied into the polit i cal fab ric of  the Alli ance, and indeed to its future effec tive -
ness. We in the U.S. don’t have all the answers, and we need your help, feed back, and opin ions as well as
your sup port in imple ment ing these crit i cal trans for ma tions.

The real ity is that infor ma tion and com mu ni ca tions tech nol o gies are hav ing major impacts on soci et -
ies across the globe, and will inev i ta bly affect pol icy and strat egy as well as tech ni cal areas. Net -
work-enabled capa bil i ties reflect the appli ca tion of  these transformational changes in the national
secu rity sphere, and they need to be given seri ous con sid er ation within the nations of  the trans at lan tic
alli ance. I ask that min is ters and other senior per son nel expand their think ing beyond tra di tional
approaches to include these fac tors that are rap idly reshap ing our world. Together we can look for ward to 
an excit ing future of  dra mat i cally increased, usable, net work-enabled capa bil i ties that ben e fit us all.
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Chapter 23

The Transition toward Network-Centric Operations

Mr. John Quilty1

T
he theme of  our work shop is the chang ing global secu rity envi ron ment and the pos si ble
responses to the result ing global secu rity chal lenges. Within that con text, the con cept of  mil i tary 
and broader secu rity trans for ma tion has come up sev eral times. The con cept of  net work-centric 

oper a tions (NCO)—some times referred to as net work-centric war fare or, in NATO par lance, net -
work-enabled capa bil ity—is widely viewed as cen tral to this trans for ma tion.

MOV ING TOWARD NET WORK-CENTRIC OPER A TIONS

The term net work-centric, at its most fun da men tal level, implies that all par tic i pants in a mil i tary oper -
a tion are broadly and interoperably con nected and have full, shared access to the best avail able infor ma -
tion. This notion of  shared sit u a tional aware ness becomes the foun da tion for a range of  cru cial
oper a tional capa bil i ties, includ ing col lab o ra tive deci sion-mak ing, syn chro nized tac ti cal oper a tions, and
tar get ing which reduces to the abso lute min i mum the prob a bil ity of  friendly fire inci dents and col lat eral
dam age. In Amer i can sports terms, it is like “trans form ing” from play ing foot ball, with pre-defined plays
and assigned roles, to play ing soc cer, with dynamic, oppor tu nis tic play enabled by sit u a tional aware ness
on the field. 

Mak ing net work-centric oper a tions func tional requires two things: Build ing an enabling dig i tal infor -
ma tion infra struc ture (the “smart net work”) and then exploit ing that net work, and the rich set of  infor -
ma tion it pro vides, to accom plish mil i tary mis sions. The first, more tech ni cal dimen sion involves
intro duc ing the Internet par a digm into mil i tary oper a tions. The net work is based largely on com mer cial
tech nol ogy, but with addi tional pro vi sions to ensure that the result ing capa bil ity is robust and trust wor -
thy. The exploi ta tion dimen sion, which is oper a tion ally-driven, is often viewed as the intro duc tion of
new and inno va tive ways to exe cute mis sions (e.g., com bat, peace keep ing) with all the deriv a tive impli ca -
tions, includ ing oper at ing in a mode in which infor ma tion flow and, there fore, deci sion mak ing is far less

hier ar chi cal. This con sti tutes a cul ture change, indeed.
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While the NCO con cept arose in the early 1990s in the con text of  what might be called tra di tional war -
fare, its fun da men tal ten ets have been adapted in less tra di tional domains as well (e.g., spe cial oper a tions). 
Prog ress has been vis i ble in recent oper a tions in cen tral and south west Asia. For exam ple, we all saw Spe -
cial Oper a tions sol diers on horse back in Afghan i stan call ing in air sup port from B-52s deliv er ing
GPS-guided muni tions. We also wit nessed the appli ca tion in Iraq of  sat el lite-based net work ing to allow

tac ti cal com mand ers to see the posi tions of  friendly troops in real time (so-called Blue Force Track ing). 
This is not to say that NCO capa bil ity is a mature real ity within the U.S. mil i tary or any where else. It is

to say, how ever, that NCO capa bil i ties are emerg ing in the field and that being con nected and shar ing
infor ma tion in com plex sit u a tions has demon stra ble oper a tional pay off. I would also like to note that
such capa bil i ties are being devel oped in sev eral Euro pean and other coun tries, both within and out side
the NATO alli ance. Although I have referred to U.S. expe ri ences with which I am most famil iar, sev eral
other coun tries have made both intel lec tual and tan gi ble, prac ti cal prog ress in advanc ing NCO con cepts
and capa bil i ties.

So here we have a con cept that is becom ing a real ity across the global secu rity com mu nity and which
(1) inte grates capa bil ity “build ing blocks” pro vided by indi vid ual nations to more effec tively and effi -
ciently sup port the con duct of  Alli ance/coali tion oper a tions, respond ing to Gen eral Jones’ pleas for
what he called “usabil ity”; (2) is cen tral to the notion of  knowl edge-based war fare as artic u lated by Sec re -
tary Wynne and (3) inher ently facil i tates the coop er a tive lever ag ing of  the strength of  national part ners,
as empha sized by Gen eral Naumann and oth ers.
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Chapter 24

Modernizing the Alliance: Benefits and Risks
 Of  a Network-Enabled Capability

Major Gen eral Ruud van Dam1

T
he stra te gic vision for NATO that is cur rently being devel oped by Allied Com mand Trans for -
ma tion and Allied Com mand Oper a tions indicates that future Alli ance oper a tions will be expe -
di tion ary, mul ti di men sional, and effects based. The chal lenge will be for NATO to respond to

the threats of  an increas ingly unsta ble world, par tic u larly asym met ric threats emerg ing from rogue states
and ter ror ist groups. Suc cess requires that the Alli ance inte grate all avail able instru ments of  power, both
mil i tary and polit i cal, and adopt new busi ness prac tices and orga ni za tional con structs to deliver rapid,
deci sive oper a tional and stra te gic out comes out side its tra di tional AOR.

MOD ERN IZ ING ALLI ANCE CAPA BIL I TIES

Allied Com mand Trans for ma tion’s imme di ate focus, work ing with NATO HQ, is to develop a road
map that will mod ern ize joint Alli ance capa bil i ties and enable NATO to cre ate a truly net worked force.
This work requires the exploi ta tion of  mod ern and emerg ing tech nol o gies, par tic u larly in the areas of
infor ma tion col lec tion, syn the sis, and dis sem i na tion; and the devel op ment of  strat e gies to move from
leg acy stovepipe sys tems and busi ness pro cesses to an inte grated, centric envi ron ment. This new way of
doing busi ness will drive rad i cal change through out the mil i tary. Doc trine, cul ture, and orga ni za tional
struc tures will all need to change and tra di tional mil i tary bound aries will need to extend into the civil and
polit i cal are nas.

THE BEN E FITS OF NATO NET WORK-ENABLED CAPA BIL I TIES

NATO net work-enabled capa bil ity is a force mul ti plier that may ulti mately result in real sav ings to our
nations in the area of  defense invest ment. How ever, I encour age you not to focus on sav ings too early,
because then ben e fits will not be deliv ered. In fact we need to invest more money in NATO up front to
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real ize a net worked force that will let us do more with less. Devel op ing a ben e fits case for NNEC and
then a busi ness case (once we get closer to solu tions) are key areas we are address ing within ACT.

NATO net work-enabled capa bil ity is crit i cal to the trans for ma tion of  mil i tary oper a tions within
NATO; we in ACT see it as the main cat a lyst for change. It is the key enabler to infor ma tion supe ri or ity
and improved sit u a tional aware ness, let ting us deliver pre cise and deci sive mil i tary effects with unpar al -
leled speed and accu racy through link ing sen sors, deci sion mak ers, and effectors. When imple -
mented—our ini tial focus is on the NATO Response Force (NRF), which will be a tech no log i cally
advanced, flex i ble, deploy able, interoperable, and sus tain able force of  20,000 troops—it will allow com -
mand ers to con duct mis sions across the spec trum of  oper a tions with greater aware ness, con fi dence, and
con trol. Its abil ity to col lect, fuse, and ana lyze rel e vant infor ma tion in near real time will allow rapid deci -
sion mak ing and the rapid deliv ery of  the most desired effect.

NATO net work-enabled capa bil ity results in:

• A robustly net worked force, which improves infor ma tion shar ing

• Better infor ma tion shar ing and col lab o ra tion result in enhanced qual ity of  knowl edge and shared
sit u a tional aware ness

• Shared sit u a tional aware ness that enables col lab o ra tion and self-syn chro ni za tion and enhances
sustainability and speed of  com mand

• These in turn dra mat i cally increase mis sion effec tive ness, which acts as a force mul ti plier.

Intro duc ing such transformational ideas does not hap pen with out sig nif i cant obsta cles. Many are
refer ring to NATO net work-enabled capa bil ity as a par a digm shift in mil i tary oper a tions, and, as with all
par a digm shifts, there will be resis tance, and hence risks to achiev ing the results we seek.

THE RISKS OF CHANGE

Just what are these risks and how do we mit i gate them?
First, there is a tech ni cal risk—tech nol ogy is a key enabler for NATO net work-enabled capa bil ity and

with out sub stan tial invest ment its poten tial ben e fits will not be deliv ered. Whether we like it or not, we do 
not have a blank sheet of  paper. Con se quently the issue of  how to deal with leg acy stovepipe sys tems rep -
re sents a key chal lenge for NATO to address.

A major area of  con cern is pro vid ing com mu ni ca tions reach and increased bandwith, a con sid er able
chal lenge to national and NATO defense bud gets. We can not afford to throw exist ing sys tems away
because we don’t have the funds to replace them in the near term, so we need to find inno va tive solu tions
to bring about interoperability based on a leg acy envi ron ment. This will require an invest ment in tem po -
rary inter face solu tions.

Sec ond, there is a cul tural risk. As I just out lined, NATO net work-enabled capa bil ity brings with it
changes to war-fight ing meth ods (doc trine); orga ni za tion evolve ment, the devel op ment of  new pro -
cesses for shar ing and using infor ma tion (some of  you may be famil iar with Oper a tional Net Assess ment 
and the Effects Based Plan ning Pro cess); and the move to a default posi tion of  infor ma tion shar ing
rather than infor ma tion with hold ing. All this needs to be achieved within the con text of  joint and coali -
tion oper a tions. Within indi vid ual nations these are huge chal lenges—within NATO, where con sul ta tion 
and agree ment are abso lute, achiev ing these require ments is even more prob lem atic.

How is it to be done? It must be done! How are these largely cul tural changes to be achieved?
First, they will be achieved through the power of  our argu ments, through edu ca tion, through exper i -

men ta tion, and through dem on stra tion. And sec ond, they will be achieved by rec og niz ing that it is going
to take time and we must take a step-by-step approach.
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CON CLUD ING REMARKS

Though ACT has only existed for a few months, in that time we have formed a 20-man NATO Net -
work-Enabled Capa bil ity Inte grated Pro ject Team and held our first NATO Net work-Enabled Capa bil -
ity Con fer ence in Nor folk, Vir ginia, which attracted over 250 senior mil i tary offi cers from across NATO. 
NATO and Part ner nations have begun the pro cess of  learn ing about and under stand ing NATO Net -
work-Enabled Capa bil ity. In 2005 we plan to spend 13 mil lion Euros on this area and have planned over
30 related exper i ments. This is a seri ous focus for ACT, and while the chal lenges are great, fail ure is not an 
option.
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Chap ter 25

The Network Revolution: Why It Is Important

Lieu ten ant Gen eral Johan Kihl1

THE IMPOR TANCE OF TRANS FOR MA TION

T
here are two rea sons for trans for ma tion, and I think it is impor tant to dis tin guish between them.
One rea son, of  course, is the change in our secu rity envi ron ment, the new threats. But the other
one is tech nol ogy devel op ment, which is a separate issue. It is a coin ci dence that both changes

are hap pen ing at the same time, but the need for net work-centric forces has not come about because of
the change in the envi ron ment. How ever the change in the envi ron ment demands a restruc tur ing of  the
armed forces.

What does trans for ma tion mean to us? It means a change in the struc ture of  the armed forces. In the
old days, dur ing the Cold War, we used most of  our money to buy a good deal of  equip ment for engage -
ment sys tems. This was nec es sary; it was essen tial to prove to the enemy that it was never worth attack ing
a small coun try like ours because they would lose a lot more than they could gain.

Today, as we face many uncer tain ties, we need a totally dif fer ent struc ture. And with the help of  tech -
nol ogy, we can now put most of  our money into infor ma tion sys tems and com mand and con trol sys tems, 
and less into engage ment sys tems. We can con nect those three ele ments into a net work that ensures our
infor ma tion supe ri or ity, and we can give infor ma tion to some one who can make a deci sion about it and
who can send in some kind of  engage ment sys tem. If  you have that kind of  net work and can use it in real
time, or very close to real time, then you have an advan tage. Dur ing the Cold War we had addi tional forces 
just in case; today we have just enough forces and that is a big change.

What kind of  forces do we need? What are the demands? We need forces with flex i bil ity and mobil ity.
We need joint forces, espe cially for small states. Exclu sive sys tems are no lon ger via ble in the future. They
must be con nected to each other as one whole sys tem.

A REV O LU TION ARY NET WORK

Though peo ple have been talk ing at the work shop about con nect ing plat forms, we see the sys tem in a
much broader way. We need to look not only at plat forms but at every ser vice you can get from the plat -
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forms; then you can see how much you can use and the way you can use it. In Swe den, we don’t talk about
the mil i tary net work, we talk about the net work. It is a totally new play ing field for the armed forces. But is 
it pos si ble to keep up with the U.S. with this type of  net work? Yes, it is— not in all respects, but that is not
nec es sary for other states. In com mand and con trol it is nec es sary, because then you can talk to each
other.

Interoperability is of  course essen tial. But we are not only talk ing about interoperability with other
nations; we are talk ing about interoperability with other agen cies. We need that in order to be sure we
have home secu rity. The prob lem is not tech ni cal; it is in peo ple’s minds. This is rev o lu tion ary, and peo ple
must real ize that it is a new way of  com mand ing troops, a new kind of  tac tic, a new way to orga nize units
and sys tems. But we need to take part in many more exer cises to be able to han dle it, maybe every day; we
must live in this net work.

A num ber of  peo ple are skep ti cal about this net-centricity. I am not try ing to con vince them, because it 
does not mat ter what you or I think about net work-centric defense; it will be put into use all over the
world. We will all live in infor ma tion-based soci et ies. In fact, most of  us are already liv ing in them, and the 
rest will do so soon. So, no mat ter what we believe, we must accept it. And if  we take advan tage of  it, then
we can be very good actors in the future.
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Chapter 26

Security Challenges of  Netcentricity

Mr. Robert Lentz1

A
t the 2003 work shop we ini ti ated seri ous dis cus sion regard ing the secu rity chal lenges to achiev ing 
netcentricity. I am very hon ored to address this pres ti gious group again on this crit i cal sub ject. To 
begin, I would like to dis cuss the secu rity trends that are likely by 2010: 

• One cyberbug will hit the Internet every five min utes, every hour of  every day; the num ber of  secu -
rity inci dents will swell to 400,000 a year, or 8,000 per week.

• Win dows will approach 100 mil lion lines of  code.

• The aver age PC will cost only $99 but con tain nearly 200 mil lion lines of  code; within that code there 
will be two mil lion bugs.

• Unimag in able com puter power will chal lenge some of  our best encryp tion tech nol ogy.

• Sophis ti cated hacker tools will be widely avail able. 

• There will be another half  bil lion Internet users.

As these trends indi cate, netcentricity is a dual-edged sword. We have heard the tre men dous oper a -
tional advan tages. But the secu rity real i ties are leav ing us at a crit i cal cross roads.

ISSUES SURROUNDING NETCENTRICITY

One of  the con tin u ing real i ties from the 2003 work shop is the eco nomic advan tage of  pur su ing
netcentricity: The force-mul ti ply ing effect and the awe some oper a tional oppor tu ni ties cannot be
ignored. But none of  this will have mean ing if  secu rity issues are not addressed upfront, aggres sively, not
on the cheap, and globally. 

How ever, we cannot assume that this will hap pen. The costs of  add ing secu rity are sig nif i cant if  it is
done after the archi tec ture is locked in, the code is writ ten, the weap ons plat form has been acquired, eval -
u a tion has begun, or, worse, a sat el lite sys tem has been launched. Costs and oper a tional dam age are other
facts of  life of  degraded infra struc ture ele ments, of  which we have only seen a glimpse. 
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Soft ware is the only mod ern tech nol ogy that ignores qual ity until it is tested. There fore the norm is
one defect per every seven to ten lines of  code. How ever, 99 per cent of  suc cess ful cyberattacks are
against known vul ner a bil i ties, and 77 per cent of  these are the result of  design defects. Though
cyberevents are pre vent able, we react to them rather than antic i pate them, and each patch ing of  the sys -
tem costs from one mil lion to four million dollars.

In addi tion, speed is every thing in this busi ness, not only for con duct ing net work-centric oper a tions
but for defend ing the net works. Imple ment ing lay ers of  defense will do no good with out estab lish ing
hor i zon tal rela tion ships both domes ti cally and internationally.

THE NEED FOR NETCENTRIC CAPABILITIES

As we trans form our infor ma tion-assur ance capa bil i ties to enable netcentricity, we need to pro vide
sev eral key ser vices. First, we must ensure authen tic ity by devel op ing reli able cyber-iden ti fi ca tion cre den -
tials that will ensure a per son’s or a com puter’s iden tity with out wor ry ing that an adver sary is try ing to
mas quer ade as some one legit i mate. In addi tion, we must develop interoperable stan dards that bridge all
sec tors, including international partners.

Another key IA ser vice will be “auto ma tion of  priv i lege man age ment.” This ser vice will eas ily pro vide 
end-users with access to nec es sary infor ma tion resources regard less of  where they are located on the net -
work; con versely, it will help the own ers of  the infor ma tion sources man age the increased demand for
access that netcentricity will bring.

Cyberattacks hap pen often and often with great stealth. Crit i cal oper a tional pro cesses must there fore
con tinue to func tion effec tively while under cyberattack. Our infor ma tion-assur ance strat egy is based on
the idea that appro pri ate defenses will stop most attacks. These pro tec tive mech a nisms include phys i cal,
elec tronic, and pro ce dural com po nents as well as capa bil i ties to alert and warn us of  attacks. Because of
their impor tance, such defenses must be kept cur rent dur ing rapid evo lu tions of  tech nol ogy, vary ing
attack strat e gies, and orga ni za tional changes, but it will take sig nif i cant tech ni cal and oper a tional efforts
to make this hap pen. If  an adver sary breaches our protections, we must have the capa bil ity to detect,
contain, and then respond to the attack. 

IA entails high lev els of  sit u a tional aware ness, sig nif i cant ana lyt i cal capa bil i ties to char ac ter ize the
nature and extent of  an attack, the for mu la tion and coor di na tion of  effec tive courses of  action, and the
abil ity to rap idly exe cute approved courses of  action across a global infra struc ture. The tools and pro ce -
dures required to pro tect against and react to attacks in a highly tech ni cal, com plex, multi-orga ni za tional
envi ron ment are correspondingly sophisticated.

But we can not afford to let the wire less rev o lu tion sneak up on us again. How ever, right now, our con -
fi dence in the secu rity of  wire less sys tems is not great. In addi tion, the cost to address wire less trust in a
user-friendly way is very high.

CONCLUDING REMARKS

It is cer tainly a chal leng ing time for the infor ma tion-assur ance com mu nity.
The pace of  real-world oper a tions remains high, and we have forces in harm’s way fight ing ter ror ism

in many places through out the world. But this is an inter na tional team fight. And not only do our mil i tary
oper a tions depend on our suc cess, but in a broader sense the com puter infra struc tures that drive our
econ o mies and ser vice our peo ple also depend on our col lec tive suc cess. We must become orga ni za tion -
ally agile and operationally adaptive.

There fore we must focus more on the pro cesses and capa bil i ties that pro vide prod ucts and ser vices. I
agree that cul tural change is our big gest hur dle. We must re-think and re-imple ment our account abil ity
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because of  the par a digm shift to net work-centric oper a tions. Law enforce ment must also pros e cute
cyberattackers. And we need vig or ous IA dis cov er ies and inven tions, both sci en tific and tech ni cal, to
com ple ment and keep pace with IT inno va tions. Finally, we must do this work together for the great est
effec tive ness and affordability. All of  us must trust the net work and the soft ware; a secu rity expert said
recently that soft ware assur ance is the next Manhattan Project, at a global level.

It is crit i cal for us to know that infor ma tion cannot be exploited or mod i fied, and that the wrong peo -
ple do not have access to our sys tems. We also need to know that the net will be avail able when a deci -
sion-maker needs it. Lastly, when we look the com mander, the CEO, or the pol icy-maker in the eye, and
tell them to trust the net work, we need to know what we are talk ing about.
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Part Five





Chap ter 27

Secu rity in the Black Sea Region

His Excel lency Prof. Ioan Mircea Pascu1

OPEN ING REMARKS

U
nin ten tion ally, I believe, our pro gram is illus trat ing the grow ing gap between evo lu tion ary tech -
nol ogy and static pol i tics. Dur ing ear lier ses sions on tech nol ogy, we saw how rap idly that area is
devel op ing. Then, with the help of  Nick Burns, and now, with this ses sion, we are see ing that

what ever we try to do about tech nol ogy and how ever fas ci nated we might be with it we are back to square
one, which is pol i tics. Unfor tu nately, how ever, pol i tics has not devel oped very much since it was first
employed. These real i ties show us that per haps we should apply inven tive ness and inge nu ity to trans -
form ing pol i tics as well as to tech nol ogy. I am not say ing that we should back off  on tech no log i cal devel -
op ment but per haps that we should start think ing about how tech nol ogy and its devel op ment might help
move the polit i cal arena for ward.

THE IMPOR TANCE OF THE BLACK SEA AREA

 I would like to begin by thank ing my col leagues Vecdi Gonul, Nikolai Svinarov, Gela Bezhuashvili,
Gen eral Skvorzov, and Ambas sa dor Khandogiy for answer ing the invi ta tion to orga nize this panel and to
pres ent to you our national views on the Black Sea, an area that is becom ing increas ingly impor tant and
rel e vant. Geo graph i cally, it is a land locked sea dom i nated by impor tant land pow ers of  the area. Dur ing
the Cri mean War, it was the main area of  oper a tion along with the aters in the Bal tic and East Asia; oppo -

nents were Tur key and Rus sia and the involve ment of  France and Brit ain gave it a Euro pean dimen sion.
When we look at a map of  this area, we see that one of  the accesses to Rus sia is through the Black Sea.

Tur key also has impor tant inter ests because of  its loca tion there. The area actu ally opens toward three
impor tant stra te gic areas: The Bal kans, the Cau ca sus, and the Cas pian Sea, which opens toward Cen tral
Asia, the Mid dle East, and the Gulf. We also have the Dan ube, which is becom ing the water way of  a
united Europe. The sea is also a pas sage way for Cas pian oil and gas for con sum ers in the West and a
source of  value in address ing tra di tional and non tra di tional threats. Con se quently, its cur rent rel e vance

and its impor tance for the fore see able future are sig nif i cant. 
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In addi tion, the area is sig nif i cant to three major actors in inter na tional pol i tics: NATO, the EU, and
Rus sia, because demar ca tion lines are not yet fully crys tal lized. To my mind we need to dis cuss how to
approach and man age the area and its prob lems in order to min i mize its neg a tive poten tial and to max i -
mize com mon access to its prom is ing ben e fits. We must con tinue to coex ist and fur ther develop coop er -
a tive atti tudes in order to guard the sea lanes, deal with non tra di tional threats, and man age the
envi ron ment in the inter ests of  all the coun tries around the sea.

We also need to share intel li gence, either through orga ni za tions or indi vid u als, regard ing ter ror ism,
arms smug gling, drug smug gling, human traf fick ing, and orga nized crime. We must work together to do
every thing we can to stop some of  the major prob lems we have been hear ing about.

Cur rently we have effec tive bilat eral exchanges with other coun tries. We have a good rela tion ship with
Tur key, and BLACKSEAFOR, which started as a coop er a tive effort in the area, now deals with an
increas ingly larger spec trum of  activ i ties in the area. It may develop into an ave nue for inter cept ing
threats and address ing smug gling and other issues, but that is a deci sion that must be made by all the
coastal coun tries. How ever, I believe we are mov ing in that direc tion, and the sit u a tion urges us to
exchange rel e vant infor ma tion.

CON CLUD ING REMARKS

The Black Sea is an area in what we are call ing a com plex emerg ing secu rity region. I pre dict that over
the next sev eral years, Euro pean devel op ment will be cen tered around it. But will we engage in crys tal liz -
ing the vision or will we let things develop on their own, and limit our selves to man ag ing what ever con fig -
u ra tion emerges? I do not expect to get all the answers to all the prob lems today, but we can make a good
start.
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Chapter 28

Black Sea Security: The Turkish Perspective

His Excellency Vecdi Gönül1

T
he new secu rity threats and chal lenges, which are trans na tional in nature, are becom ing much
more diverse and mul ti di men sional in the new global secu rity envi ron ment. Thus, pro vid ing
secu rity for the Black Sea region has become sig nif i cant not only for the coastal states them -

selves, but also for the coun tries and the regional and inter na tional orga ni za tions tak ing part in this wider
geog ra phy—the “wider Black Sea” region.

Much to our sat is fac tion, despite some frozen as well as some ongo ing con flicts in Moldova, Geor gia,
and Azerbaijan, many coop er a tive efforts have con trib uted to pro mot ing peace and sta bil ity in the Black
Sea. Since 1992, trade has soared, sta bil ity has been achieved, and con tact among our peo ples has devel -
oped in this region. 

REGIONAL AND INTER NA TIONAL COOP ER A TION

When new chal lenges started to emerge in the Black Sea region, Tur key relied first and fore most on
regional and inter na tional coop er a tion and sol i dar ity. The Bal kan Sta bil ity Pact, the South east Europe
Defense Min is te rial Ini tia tive, and The Black Sea Eco nomic Coop er a tion (BSEC) were all ideas fully sup -
ported by Tur key. Over time the coastal states of  the Black Sea have devel oped a com mon under stand ing
that they must pool their efforts for both the secu rity and the pros per ity of  the area. This com mon way
of  think ing has resulted in BLACKSEAFOR and the Black Sea Eco nomic Coop er a tion Orga ni za -
tion—excel lent exam ples of  how regional coop er a tion can be fos tered by inten si fy ing our efforts to cope 
with the newly emerg ing chal lenges. 

The Black Sea Eco nomic Coop er a tion Orga ni za tion and BLACKSEAFOR emerged as the man i fes -
ta tions of  the will of  all the regional coun tries. These coun tries’ aim was to shape the region’s pres ent and
future through their own united efforts. We con tinue to think that the secu rity of  the Black Sea should be
han dled first by the coastal states through the exist ing mech a nisms in the region. 
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Espe cially since the end of  the Cold War, Tur key’s bilat eral rela tions with Black Sea coun tries have
devel oped sig nif i cantly. We have signed 23 dif fer ent agree ments and pro to cols with Black Sea littorals,
replac ing the mis giv ings of  the past with a cli mate of  friend ship and mutual trust. 

Tur key also signed in 2001 a joint action plan with Rus sia for coop er a tion in Eur asia. With this plan,
both coun tries took up the task of  con trib ut ing fur ther to strength en ing peace, sta bil ity, democ racy,
human rights, and sus tained devel op ment in Eur asia. Dur ing the Turk ish Prime Min is ter’s visit to
Ukraine in April of  2004, Tur key also signed a joint action plan with Ukraine, begin ning new coop er a tion
with spe cial empha sis on the Black Sea region. 

Tur key’s rela tions with Bul garia and Roma nia have also devel oped fur ther since the end of  the Cold
War era. We look for ward to increas ing coop er a tion and sol i dar ity with these new allies against the chal -
lenges that lie ahead. Tur key has also con sid er ably improved rela tions with Geor gia fol low ing the col -
lapse of  the Soviet Union. 

TRANS POR TA TION AND ENVI RON MEN TAL ISSUES

A sig nif i cant secu rity dimen sion of  the Black Sea area is its stra te gic posi tion as a tran sit cor ri dor for
energy resources. In addi tion to the huge amount of  Rus sian oil reach ing the Black Sea, the Cas pian
region’s oil out put has also been increas ing. How ever, heavy tanker traf fic in and out of  the Black Sea and
par tic u larly in the Turk ish Straits—where 135 mil lion tons of  oil have been trans ported, a num ber that is
expected to increase by at least 50% by the year 2010—is caus ing seri ous con cern for Tur key. Pro tect ing
the envi ron ment as well as ensur ing the health, safety, and secu rity of  the local pop u la tion are our main
con sid er ations. 

In pur suit of  that goal, I would like to high light the impor tance of  the Baku-Tbilisi-Ceyhan oil-pipe -
line pro ject, which will divert 50 mil lion tons of  oil from the Black Sea ter mi nals to pipe line sys tems
annu ally. We are aware of  the need for new alter na tive crude oil trans por ta tion sys tems as well as pipe line
sys tems that bypass the Straits. 

RESOLV ING CON FLICTS AND FIGHT ING TER ROR

As far as polit i cal prob lems go, we must admit that the wider Black Sea region is unfor tu nately not
with out them. The South Cau ca sus, one of  the sub-regions of  the Black Sea basin con nect ing Europe to
Cen tral Asia, mer its par tic u lar atten tion: The Abkhazia and Nagorno-Karabakh con flicts are main
sources of  insta bil ity in the region, and have waited more than a decade to be peace fully solved. We
believe the region will become a major trans port and trade cor ri dor for the move ment of  oil, gas, goods,
and ser vices to and from world mar kets, and insta bil ity there may affect not only secu rity in the Black Sea
but also the entire Euro-Atlan tic area. Tur key believes that it is time for major play ers in the region to pur -
sue more active pol i cies to solve these frozen con flicts. 

The recent esca la tion of  ten sion between Tbilisi and Adjara lead er ship has also been a cause of  great
con cern for Tur key, but we are happy to be see ing a reduc tion of  ten sion in the area. 

In addi tion to work ing to solve these frozen as well as ongo ing con flicts, the Black Sea littorals should
also con sol i date their efforts to fight trans na tional ter ror, orga nized crime of  all sorts, and the pro lif er a -
tion of  weap ons of  mass destruc tion in the region in a syn er getic way. To that end, we began “Oper a tion
Black Sea Har mony” on March 1, 2004, mainly in the west ern Black Sea, to surveil and patrol the Istan bul 
Strait approaches and to trail sus pected ships. We have also orga nized a Black Sea Polit i cal Con sul ta tion
meet ing in Ankara to dis cuss the modal i ties of  its use in con stab u lary tasks in the Black Sea. 
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CON CLUD ING REMARKS

It is Tur key’s belief  that increas ing bilat eral coop er a tion in the Black Sea region, cou pled with
enhanced mul ti lat eral instru ments, will have a pos i tive impact on peace, sta bil ity, and the well being of  the 
entire region. Fac tors such as shared his tory, sim i lar tra di tions and cul tures, a com mon com mit ment to
democ racy and a free mar ket econ omy, and the desire for sov er eign equal ity among the coun tries of  the
Black Sea region con sti tute the pre req ui sites for fac ing the chal lenges of  the twenty-first cen tury.
Regional and inter na tional coop er a tion are of  greater impor tance than ever before for cop ing with the
threats and chal lenges of  the new century. 
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Chapter 29

Bulgaria's Policy for Southeastern Europe

His Excellency Nikolai Svinarov1

I
 would like to begin by empha siz ing that Bul garia’s regional pol icy in south east ern Europe (SEE) is
based on active engage ment, coop er a tion, con fi dence build ing, and good-neigh bor rela tions. In its
capac ity as an EU negotiating mem ber and a NATO mem ber, my coun try believes that regional

coop er a tion is an essen tial vehi cle for facil i tat ing the acces sion of  every SEE coun try to the Euro pean
and Euro-Atlan tic insti tu tions. Regional coop er a tion, no mat ter how suc cess ful, can not and should not
be regarded as a sub sti tute for full-fledged inte gra tion. The best option is to inte grate the Bal kan coun -
tries into the Euro pean and Euro-Atlan tic struc tures. This is true because the sta bil ity of  the SEE coun -
tries guar an tees the sta bil ity of  Europe. 

By extend ing invi ta tions to Bul garia, Roma nia, and Slovenia, NATO enlarge ment south ward dem on -
strated a pol icy of  inte gra tion rather than exclu sion. Thus, our coun tries’ return to the Euro pean main -
stream was insti tu tion al ized in an effi cient and cost-effec tive man ner. We are con fi dent that Bul gar ian,
Roma nian, and Slovenian mem ber ship in NATO is form ing a stable security foundation. 

From a geostrategic point of  view, NATO enlarge ment is not only strength en ing the Alli ance’s south -
ern flank but con trib ut ing to the orga ni za tion’s enhanced impact on Black Sea region pro cesses. At the
same time, the three Black Sea NATO mem ber-coun tries, Bul garia, Roma nia, and Tur key, are increas ing
the capac ity of  the Alli ance to directly influ ence the strength en ing of  secu rity in the Black Sea area and
pro ject greater secu rity and sta bil ity through out neighboring regions.

Bul garia joined NATO ready and will ing to make an effec tive mil i tary con tri bu tion and deter mined to
fill in rather than expand the capa bil ity gap between North Amer ica and Europe. We believe this is exactly 
where regional secu rity arrange ments within the SEE coun tries may have an imme di ate impact. An out -
stand ing exam ple of  the interoperability among SEE mil i tar ies and of  over com ing the Cold War leg acy
and ste reo types is the cre ation of  the Mul ti na tional Peace Force South East Europe (SEEBRIG).
SEEBRIG is one of  the few suc cess sto ries and an out stand ing dem on stra tion of  multinationalism as the 
orga niz ing prin ci ple for regional secu rity in south east ern Europe. It adds a new dimen sion to defense
diplo macy in terms of  mil i tary coop er a tion within the frame work of  the South East European Defense
Ministerial process.
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Another suc cess story is the Black Sea Naval Coop er a tion Task Group BLACKSEAFOR, a very seri -
ous step ahead in the efforts of  all par tic i pat ing coun tries to cre ate a new image for our region. The orga -
ni za tion is impor tant because: It marks a unique regional effort toward col lec tive action on defense and
secu rity mat ters, begins an impor tant regional ini tia tive for gen er at ing secu rity based on regional
resources, gives the coun tries involved the oppor tu nity to man i fest and better pro tect their national inter -
ests, and out lines a change from nar row regional think ing to a much more uni ver sal approach to secu rity
and defense prob lems in the entire Euro-Atlantic zone.

The Black Sea Eco nomic Coop er a tion, the Doc u ment on Secu rity and Con fi dence Build ing Mea sures 
in the Naval Field in the Black Sea, and BLACKSEAFOR are very much part of  the pro cess of  increas ing 
the geostrategic impor tance of  the Black Sea region. From their birth to the pres ent day, these ini tia tives
have worked to revive coop er a tion in the Black Sea region by fur ther strength en ing exist ing trade rela -
tions and pro mot ing civil soci ety and a mar ket econ omy. Bul garia enjoys very good bilat eral, tri lat eral,
and mul ti lat eral rela tions with the coun tries in the region. Our secu rity pol icy is aimed at help ing to
strengthen con fi dence and secu rity, con tinue the reform pro cesses, and estab lish and build dem o cratic
insti tu tions and pro mote the rule of  law. My coun try is ready to share its expe ri ence as well as actively
con trib ute to the further development of  these processes. 

In that con text, the Black Sea region’s great eco nomic poten tial should not be regarded as pos si ble
stra te gic com pe ti tion but def i nite stra te gic coop er a tion. As each state defines its stra te gic inter est in the
region it will become imper a tive to find bal ance among these inter ests by turn ing them into focal points
of  con struc tive eco nomic and political goals. 

My coun try firmly believes that the suc cess ful Bal kan coop er a tion ini tia tives could serve as mod els for 
the Greater Black Sea region secu rity coop er a tion. BLACKSEAFOR, together with the expe ri ence
gained by the SEE nations from SEDM and SEEBRIG, PfP, and MAP form a solid basis for our coun -
tries to work together to achieve secu rity, sta bil ity and pros per ity for the nations in the Greater Black Sea
region. This is of  par tic u lar impor tance since look ing into per spec tive the Greater Black Sea region is
becom ing more and more an impor tant geostrategic ele ment in the war against inter na tional ter ror ism
and asym met ric threats as well as orga nized crime and ille gal trafficking of  people, drugs and arms.

Those of  us who live in Europe’s south ern neigh bor hood are drawn together by the vir tue of  our
shared Euro-Atlan tic val ues and inter ests. Thus, we are bound in a com mon com mit ment to a better
future. The dual NATO/EU enlarge ment east ward is the key to let ting free dom, oppor tu nity, and pros -
per ity flour ish in our neigh bor hood. This forum is the right place to dis cuss and for mu late new secu rity
ini tia tives for our region and I am hope ful that this will happen. 
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Chapter 30

A Common Vision for the Black Sea Region

His Excellency Gela Bezhuashvili1

L
et me begin by con grat u lat ing our col leagues whose coun tries have joined the Euro pean Union
and NATO. Their suc cess will encour age other aspir ing states to find their own place in the Euro -
pean fam ily. Geor gia believes that the wider the con fines, and the closer the peo ple within them,

the more secure the world will be. There fore along with its own efforts to achieve sta bil ity and NATO
interoperability, Geor gia is encour aged by the EU’s and NATO’s enlarge ment to the south east ern part of  
Europe. We aspire to be included in these wider con fines because we are a Euro pean nation and share our 
his tory, cul ture, and val ues with other Euro pe ans.

COM MON CHAL LENGES AND A COM MON APPROACH
TO MEET ING THEM

The begin ning of  the twenty-first cen tury is char ac ter ized by new threats and new chal lenges to global
secu rity. These chal lenges demand new solu tions and full-fledged pre ven tive mea sures. How ever, it is
obvi ous that it is impos si ble to make the Euro-Atlan tic area secure with out incor po rat ing into the global
secu rity sys tem those regions that were here to fore referred to as on the periph ery. Pres ent risks such as
ter ror ism know no bor ders, and anti ter ror ist cam paigns must include those regions and states that pre vi -
ously received lit tle atten tion. The new secu rity land scape in Europe requires a com mon under stand ing
of  the joint chal lenges we face and joint efforts are needed to develop pre ven tive measures to reduce the
threats.

Because the Black Sea states are pieces of  the same geostrategic puz zle, they must be part of  a com -
mon secu rity frame work. The area must also be rec og nized as a region of  par a mount impor tance regard -
ing secu rity guar an tees for the Euro–Atlan tic com mu nity; NATO’s enlarge ment as well as the pos i tive
new arrange ments between NATO and Rus sia, NATO and Ukraine, and NATO and Geor gia are already 
pro vid ing it with a new security dimension.
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BLACK SEA FUNC TION AL ITY

Because of  recent devel op ments, the Black Sea is no lon ger a sea of  con fron ta tion—part ner coun tries 
now share it. In fact, the sea has been trans formed from a land locked area, with lim ited inter na tional
trans ac tions, to an open sea that is a cen ter of  eco nomic inter ests and an impor tant trans por ta tion cor ri -
dor at the cross roads of  Europe, the Mid dle East, and Cen tral Asia. The Black Sea has regained its his -
toric func tion as one of  the great Silk Road routes.

Through the Black Sea region, Cas pian oil and gas resources now flow to Europe and other world
mar kets, mak ing sig nif i cant con tri bu tions to the secu rity of  world energy sources. As a trans-Cau ca sian
trans por ta tion cor ri dor, the sea also pro vides access to new regional mar kets and pro motes the devel op -
ment of  the trans con ti nen tal communications network. 

THE NEW SECU RITY DIMEN SION

As NATO expands east ward, it is inev i ta bly approach ing the Black Sea’s east ern coast. Up until now,
Roma nia and Bul garia have been con sid ered Europe’s gate way to the east, but now the Black Sea coun -
tries are the new fron tier for the Alli ance and the Union. In fact, the south east ern part of  the Black Sea
region can be thought of  as a kind of  fil ter that can pro tect Europe from trans na tional threats, including:

• The spread of  ter ror ism

• Smug gling of  drugs and weap ons (con ven tional as well as nuclear)

• Ille gal human traf fick ing 

• Ille gal migra tion

By extend ing coop er a tion to the coun tries in our region, NATO and the Euro pean Union will gain
strong and reli able part ners on their east ern flanks. Those part ners can help Europe solve many dif fi cult
issues as well as open up new mar kets and new oppor tu ni ties. In other words, fur ther inte grat ing the
Black Sea area into the Euro pean com mu nity can cre ate a win-win sit u a tion for all con cerned par ties. The 
Alli ance and the Union should move fur ther into the south east ern Black Sea region.

Because threats of  a trans na tional nature can not be fought by sep a rate coun tries alone, com mon chal -
lenges must be addressed with close coop er a tion as well as the full involve ment of  the com mu nity of
nations. By stand ing together, and by mak ing the Black Sea region a front-line part ner, all of  us can be net
con tri bu tors to last ing Euro pean sta bil ity and pros per ity. 

COOP ER A TION INI TIA TIVES

Black Sea coun tries already know that shar ing inter ests increases our chances for suc cess. And despite
our affil i a tions with dif fer ent alli ances and polit i cal-mil i tary orga ni za tions, Tur key, Rus sia, Geor gia,
Ukraine, and the Bal kans share con cern for the Black Sea, mak ing the sea a link rather than a gap between
us. Cur rently BLACKSEAFOR and the eco nomic ini tia tive BSEC are work ing toward enhanc ing peace
and sta bil ity in the region as well as pro mot ing coop er a tion among the Black Sea states. There is also
inten sive coop er a tion with the North Atlan tic Treaty Orga ni za tion through a num ber of  its pro grams
and ini tia tives, and we are firmly on our way to inte grat ing with both European and Euro-Atlantic
structures. 

Geor gia was also the first of  the CIS coun tries to take part in an Indi vid ual Part ner ship Action Plan
(IPAP), a new NATO ini tia tive that brings aspir ing coun tries closer to Alli ance mem ber ship. At the same
time the NATO-Rus sia Coun cil and NATO-Ukraine coop er a tion have given us a solid base for new ini -
tia tives to pro mote peace and sta bil ity not only in Europe but through out Eur asia as well. The Wider
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Europe Neigh bor hood Ini tia tive is an oppor tu nity for our region to help develop a secure and friendly
neigh bor hood, and Geor gia is unequiv o cally deter mined to become a member of  this project. 

THE NEED FOR A COM MON VISION

Estab lish ing and devel op ing a com mon strat egy for the Black Sea region is one of  the great chal lenges
of  a wider Europe. But it is essen tial that we have a com mon under stand ing and a com mon vision of  our
region’s future. The states in our region should expand coop er a tion under the frame work of  exist ing
regional orga ni za tions, or go even fur ther and launch a new for mat for coop er a tion that will help estab -
lish a com mon approach to the goals we are all striv ing to reach. Based on the per spec tive of  Euro pean
and Euro-Atlan tic insti tu tions, a com mon vision will also be a pow er ful stra te gic tool for con trib ut ing to
sta bil ity and pros per ity in the South Cau ca sus as well as the entire Black Sea region. While respon si bil ity
comes with mak ing such a con tri bu tion, Georgia is ready to take on the challenge. 

CON CLUD ING REMARKS

I would like to close by say ing again that only with com mon efforts and close coop er a tion will we be
able to build a more secure, more sta ble Europe for the gen er a tions to come. By invest ing in the suc cess
of  Black Sea regional coop er a tion we can pos i tively affect the entire Euro pean secu rity struc ture. My
region has greatly matured, and it is high time not only to con sider its capa bil i ties but also time to take
con crete steps toward incorporating them.
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Chapter 31

Building Security in the Black Sea Region

Ambas sa dor Volodymyr Khandogiy1

I
t goes with out say ing that secu rity is one of  the key fac tors in sta bil ity and pros per ity in every coun -
try in every region of  the world; its impor tance can hardly be over stated. How ever, there are regions
whose impor tance goes far beyond the coun tries belong ing to them, and the Black Sea area is one of

those. For Ukraine, it pro vides the only mar i time route to the Med i ter ra nean and other world oceans and
gives us the oppor tu nity to diver sify our energy sup plies.

COOP ER A TIVE EFFORTS IN THE BLACK SEA REGION

The stra te gic poten tial of  the Black Sea, which is vital for Ukraine’s inde pend ence, can be fully uti lized
only if  con di tions there ensure regional sta bil ity and secu rity. That is why Ukraine, from the very begin -
ning of  its inde pend ence, has played an active role in devel op ing coop er a tion in this region in sev eral
areas, includ ing the mil i tary. 

One of  the most impor tant ini tia tives in that effort is the doc u ment that pro vides naval con fi dence-
and secu rity-build ing mea sures in the Black Sea, as well as mech a nisms for coop er a tion. Par tic i pat ing
states con sider this doc u ment a key ele ment in the devel op ment of  coop er a tion in the region. In the first
assess ment meet ing, orga nized in Vienna by Bul garia in Decem ber 2003, rep re sen ta tives of  the par tic i -
pat ing states under lined the impor tance of  infor ma tion exchange accord ing to pro vi sions of  the doc u -
ment. Such exchange involves infor ma tion on com mu ni ca tion chan nels, naval forces deployed within
the zone of  appli ca tion, large planned national naval activ i ties, and so on. In the area of  coop er a tion
between navies, I would like to point out that the first annual tac ti cal con fi dence-build ing naval exer cise,
GALATHEA 2004, was hosted by Bul garia between May 23 and June 4, 2004.

Although the doc u ment has not been in place for long, it is a good exam ple of  effec tive coop er a tion.
Of  course, there is still much to be done, but we are cer tain that tasks that are car ried out accord ing to the
doc u ment will ben e fit each par tic i pat ing state as well as the region as a whole. We believe the Black Sea

naval con fi dence- and secu rity-build ing mea sures will make a tan gi ble con tri bu tion to Euro pean secu rity.
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BLACKSEAFOR

BLACKSEAFOR, a unique insti tu tion, has also proved its effec tive ness and become instru men tal in

strength en ing secu rity not only in the Black Sea region but in the entire Euro-Atlan tic area. Since it was

estab lished in 2001, BLACKSEAFOR, or the Black Sea Naval Coop er a tion Task Group, has become an
active and essen tial tool of  coop er a tion among par tic i pat ing states. Work ing com mit tees have dem on -
strated their abil ity to imple ment their tasks prop erly. In order to main tain a high level of  interoperability
with navies of  the par tic i pat ing states, Ukraine takes an active part in BLACKSEAFOR activ i ties. For
instance, we pro posed con duct ing a search-and-res cue train ing exer cise that would sim u late an oper a tion 
to assist a sub ma rine in an emer gency. This pro posal was agreed to by the rep re sen ta tives of  the navies of  
the lit to ral states at a meet ing of  COMBLACKSEAFOR in April 2003 in Bul garia.

Ukraine has also pro posed the pos si bil ity of  cre at ing a per ma nent com mand cen ter that could be
oper a tional not only for the period of  time BLACKSEAFOR is active but for the whole year. In our view, 
this cen ter would be very use ful if  a naval coop er a tion task group is asked to per form tasks beyond the
acti va tion period. A per ma nent com mand cen ter would also con trib ute to the interoperability and stan -
dard iza tion of  our naval units. In addi tion we think it is impor tant to update exist ing com mu ni ca tion sys -
tems by estab lish ing com mu ni ca tion net works between units and head quar ters. This would make data
exchange eas ier and faster.

MEET ING THE NEW THREATS

All of  the above ini tia tives are par tic u larly impor tant since recent events have shown that we must be
pre pared to meet the new asym met ric threats and chal lenges that are emerg ing in the inter na tional secu -
rity field. The Black Sea region has no immu nity in this respect. But the ques tion is, Do we have the
proper mech a nisms to respond? We can not exclude the pos si bil ity that attempts will be made to seize a
trade ves sel or a pas sen ger ship to smug gle arms or to con duct ter ror ist acts. There are seri ous regional
secu rity chal lenges from sep a rat ist move ments in the area, such as ille gal drug trade, arms sales, and ille -
gal migra tion, includ ing traf fick ing in human beings. But our coop er a tion in the Black Sea region should
not be lim ited to the res o lu tion of  these prob lems and the development of  military cooperation.

The fun da men tal issue is that we will never achieve secu rity in the Black Sea region if  we exclude cer -
tain coun tries in the region from the main stream of  Euro pean and Euro-Atlan tic inte gra tion. We are
abso lutely cer tain that the ulti mate fate of  the Black Sea region should not be lim ited to bridg ing Europe
and Asia. All inter ested coun tries in the region should be given an oppor tu nity to become an inte gral part
of  a new Europe and the new Euro-Atlan tic secu rity struc ture.

 NATO and EU enlarge ment will deeply affect the polit i cal and eco nomic sit u a tion in our region, but
fur ther enlarge ment of  these orga ni za tions is inev i ta ble; it is the only way to enhance sta bil ity and
well-being in this part of  the world. In this con nec tion, I would like to men tion a new ini tia tive that is now 
being elab o rated in Euro-Atlan tic think tanks. The idea is to form a new group of  like-minded coun tries
to pur sue com mon objec tives, includ ing their Euro-Atlan tic ambi tions. We believe that this is a step in
the right direc tion and hope to be able to sup port this inter est ing ini tia tive. I would also like to men tion
GUAAM, an emerg ing polit i cal and secu rity frame work for a num ber of  coun tries, which can play a spe -
cial role in strength en ing coop er a tion in the Black Sea region in regard to respond ing to new chal lenges.
One of  the ini tia tive’s main tasks is to expand its geog ra phy and ensure sup port for activ i ties both within
the region and beyond. In con clu sion, I would like to stress that, as impor tant as it is alone, the Black Sea
region is a part of  the wider Euro-Atlan tic secu rity area. And the secu rity of  the Black Sea area states,
both eco nomic and polit i cal, can be assured only through exist ing global mech a nisms.
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Chapter 32

Black Sea Security: The Russian Viewpoint

Colonel General Alexander Skvorzov1

R
us sia sees the cre ation of  a coher ent sys tem for coun ter ing actual chal lenges and threats as a uni -
ver sal way to ensure secu rity in any region of  the world, includ ing the Black Sea. Such a sys tem
should match the vital inter ests of  each state, pro vide inter na tional sta bil ity, and sus tain devel op -

ment over the lon ger term. 
And while there are many dif fer ent approaches to cre at ing such a regional secu rity archi tec ture, one

point is clear: Until the con cerns of  all regional states, includ ing the Rus sian Fed er a tion, are duly taken
into account, the secu rity of  the Black Sea region can not be effec tively ensured. We are work ing from this
view point as we develop rela tions with other states; look ing to the south is one of  our priorities. 

THE NEED TO INCLUDE THE RUS SIAN VIEW POINT

As we dis cuss the issues, we wel come the desire of  this work shop that rep re sen ta tives of  a broad
range of  coun tries be included. It is also impor tant that the opin ion of  the rep re sen ta tives of  the armed
forces of  the Rus sian Fed er a tion be heard. It is per plex ing to us that an inter na tional “expert” con fer ence 
on Black Sea secu rity was held in Bratislava on May 7-8, 2004, under the aegis of  the George Mar shall
Foun da tion, with out Rus sian rep re sen ta tion. Along with spe cial ists from the U.S. and other NATO
mem ber-states, the min is ters of  for eign affairs from Bul garia, Geor gia, Moldova, Roma nia, Tur key, and
Ukraine were invited, and issues regard ing mil i tary and polit i cal coop er a tion relat ing to the Black Sea and
the Cau ca sus were dis cussed. But rep re sen ta tives of  one of  the big gest Black Sea states, Rus sia, were not
invited to the con fer ence. 

Many experts believe that to hold meet ings of  this kind with out Rus sian par tic i pa tion is illog i cal, and
that it would have been oppor tune to invite Rus sians to the Bratislava meet ing. By not pro vid ing Rus sian
rep re sen ta tives with the oppor tu nity to attend the work shop, our side has devel oped rea son able doubts
as to the inten tions of  the work shop’s orga niz ers, espe cially regard ing the inten tion of  tak ing Rus sia’s
stra te gic con cerns in the region into account. 
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ADDRESSING THE NEW CHAL LENGES

Rus sia is deeply con vinced that the prob lems regard ing the use of  force in the mod ern world can only
be addressed by strength en ing the core role of  the United Nations and that of  inter na tional law. It is only
by doing so that we can pro vide an effec tive answer to mod ern chal lenges and threats. Today the Black
Sea region, as well as the entire Euro pean con ti nent, must con tinue its fight against trans na tional threats,
includ ing extrem ism and ter ror ism, orga nized crime, nar cot ics and human traf fick ing, weap ons smug -
gling, and money laun der ing result ing from criminal activ i ties.

Rus sia sup ports inter na tional efforts aimed at cop ing with the new chal lenges. We stand for a decrease
in mil i tary force within a sys tem of  col lec tive secu rity for the Euro pean con ti nent. We also sup port using
polit i cal mea sures to pre vent and set tle cri ses and urge inter na tional coop er a tion, includ ing in the
military area.

MECHANISMS TO ENSURE BLACK SEA SECU RITY

The Black Sea region secu rity efforts that we are dis cuss ing at this work shop rep re sent, in our view, a
clas sic model of  regional secu rity. The eco nomic and inte gra tion suc cesses as well as polit i cal sta bil ity
con firm that it is an effec tive model based on time-tested inter na tional law and unique mul ti lat eral agree -
ments. It goes with out say ing that the Black Sea should remain a region of  coop er a tion and openness. 

One of  the key and most author i ta tive inter na tional doc u ments reg u lat ing navy activ i ties and, con se -
quently, sta bil ity and secu rity in the region is the Montreux Con ven tion of  1936. I would like to take this
oppor tu nity to express my grat i tude to Tur key, which has been guar an tee ing for many decades reg u lar
and strict com pli ance with this instru ment by the Black Sea and out-of-region states. While the con ven -
tion does not pre vent the pos si bil ity of  large groups of  out-of-region com bat ships appear ing in the
Black Sea basin, it does put time lim its on vis its by small squads and sin gle ships of  no more than 21 days.
By lim it ing the waters only to navy ships of  the Black Sea states, these states enjoy peace and sta bil ity. We
all know the unfor tu nate cir cum stances that can arise when large units of  mil i tary force appear on peace -
ful shores, dis re gard ing any con cerns or tra di tions except their own—rela tions are sharply aggra vated
and the situation is destabilized for many years to come.

In the opin ion of  the Rus sian Fed er a tion, the Montreux Con ven tion of  1936 is one of  the major guar -
an tors of  peace and tran quil ity in the Black Sea area. There fore we should not only care fully abide by it
but pro tect it. It is unthink able that geo graph i cally remote coun tries should move Black Sea states to a
sec ond-class role.

Another effi cient inter na tional legal instru ment that takes into account mod ern chal lenges and threats 
to secu rity is BLACKSEAFOR. As you know, this legal instru ment reg u lates the activ i ties of  naval ships
from Bul garia, Geor gia, Roma nia, Rus sia, Tur key, and Ukraine and is aimed at ful fill ing many of  the tasks 
agreed upon by all the par ties. BLACKSEAFOR was con ceived and launched as a frame work for ensur -
ing regional sta bil ity and secu rity and for devel op ing inter-state cooperation and dialogue.

This mul ti na tional naval group can also be used under extraor di nary cir cum stances in the Black Sea.
Its tasks can include search-and-res cue, human i tar ian oper a tions, removal of  sea mines, eco log i cal mon i -
tor ing, joint exer cises, and good will vis its. Accord ing to Arti cle 7 of  the agree ment, BLACKSEAFOR
may also be used in peace-mak ing oper a tions under the UNSC or OSCE man date if  these orga ni za tions
make a request. BLACKSEAFOR pro vides a unique approach to ensur ing sta bil ity and secu rity in the
Black Sea. It is the first legal instru ment to pro vide for the exchange of  mil i tary data related not only to
land com po nents of  national armed forces but to their marine component as well. 

Because naval forces are com pa ra ble to and, regard ing their mobil ity, fre quently supe rior to, heavy
land forces, it is our opin ion that includ ing naval activ i ties in the Black Sea frame work of  con fi -
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dence-build ing mea sures is a log i cal, nat u ral way to build up the pan-Euro pean secu rity sys tem. Doing so
could set an exam ple for sim i lar activ i ties in other “hot” regions. 

CON CLUD ING REMARKS

I would like to con clude by say ing that the cur rent mech a nisms for ensur ing secu rity in the Black Sea
region are func tion ing suc cess fully and do not require revi sion. But there is still great oppor tu nity to
develop addi tional con fi dence-build ing mea sures, to increase coop er a tion in mil i tary and mil i tary-tech -
ni cal areas, and to address chal lenges and threats, eco log i cal prob lems, nav i ga tion issues, and joint
search-and-res cue needs. Our coun tries have a rich his tory of  friendly rela tions and com mon polit i cal
and eco nomic inter ests regard ing the Black Sea region, and great poten tial for coop er a tion. We should
make this poten tial real ity by con fi dently strength en ing our relationships and keeping them open.
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Chapter 33

Russia and the New Security Landscape

Am bas sa dor Dr. Franz Cede1

S
ince we met in Berlin, ten coun tries have joined the EU. Ear lier in 2004, NATO admit ted seven
Cen tral and East ern Euro pean nations as new mem ber-states of  the Atlan tic Alli ance. The polit i -
cal, eco nomic, and stra te gic sig nif i cance of  these devel op ments can hardly be over es ti mated. They

con clude a pro cess that was trig gered by the dis so lu tion of  the War saw Pact and the end of  the Soviet
Union, and con firm the West ern reori en ta tion of  these coun tries that for more than 50 years were the
sat el lite states of  the Soviet Union or, as in the case of  the Bal tic States, were treated as an inte gral part of
the Soviet Union. The inte gra tion of  these coun tries into Euro pean and trans at lan tic secu rity struc tures
is a sea change of  the great est order.

 Under the lead er ship of  Pres i dent Putin, Rus sia has adjusted to the new real i ties in Europe with
remark able pro fes sion al ism and a keen sense of  prag ma tism, given the fact that the East ern Euro pean
coun tries’ mem ber ship in the EU and NATO meant in sub stance that Mos cow had to say good bye for -
ever to the idea of  forg ing a spe cial rela tion ship with its “near abroad” in Cen tral and East ern Europe.
Ukraine, Belarus, and Moldova and most of  the for mer War saw Pact and COMECON coun tries are now 
inte grated into West ern insti tu tions on the basis of  bind ing norms of  inter na tional law.

PAST BARRIERS TO ACCEPTING THE NEW SECURITY LANDSCAPE

Why was it so dif fi cult for Rus sia to accept the new secu rity land scape in Europe? I should like to iden -
tify three main rea sons: The psy cho log i cal fac tor, the loss of  super power sta tus, and the vested inter ests
of  the mil i tary-indus trial com plex. 

The Psychological Factor

For the polit i cal and mil i tary estab lish ment, which is still dom i nated by those who spent most of  their
pro fes sional lives in the for mer Soviet Union, NATO is still mainly seen as a mil i tary bloc led by the U.S.
and directed against the secu rity inter ests of  Rus sia. The par a digm change in inter na tional rela tions has
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not yet sunk into the minds of  these peo ple, and NATO’s mil i tary oper a tion against the Milosevic regime
has done a lot to con firm their neg a tive atti tude.

“Lost Empire” Status

Another rea son behind the dis sat is fac tion of  Rus sia’s rul ing class toward NATO’s east ward expan sion 
can be found in the fact that, unlike the for mer Soviet Union, today’s Rus sia can no lon ger shape the des -
tiny of  those coun tries that belonged for more than two gen er a tions to its sphere of  influ ence in Europe.
This real iza tion, that the polit i cal order that was estab lished in the wake of  World War II is def i nitely
gone, has not been easy for the Rus sian lead er ship to digest. The dis so lu tion of  the Soviet Union meant
the end of  world-power sta tus for Mos cow. Although the per ma nent seat in the Secu rity Coun cil and the
main te nance of  a nuclear arse nal con tinue to ensure Rus sia’s sta tus as a great power, Rus sia had to accept
that she could no lon ger play in the same league as the U.S., which remains the only global super power.

The Vested Inter ests of  the Mil i tary-Indus trial Com plex

The over sized Rus sian armed forces and their con tin gent arma ment sec tor are faced with an iden tity
cri sis. The changes in the inter na tional secu rity land scape that resulted from the polit i cal trans for ma tions 
in Europe have not yet led to a fun da men tal reform of  the Rus sian mil i tary. The stra te gic con cept of  the
Rus sian Fed er a tion in fact still applies to a war in which the deploy ment of  huge armies and mas sive mil i -
tary hard ware would be needed. For those hold ing posi tions of  power in the Rus sian armed forces, it
goes with out say ing that a reform of  the army in response to the new chal lenges would dimin ish their
influ ence and per haps even lead to the loss of  their jobs. No won der they are hav ing a hard time acknowl -
edg ing the new secu rity threats and NATO’s rapid adjust ments to them.

STRENGTHENING RUSSIA-NATO TIES

Against this back ground it seems that Pres i dent Putin’s pol icy regard ing the east ward enlarge ment of
NATO and the EU is a wise one. As he over came dif fi cul ties at home and found via ble solu tions to the
prob lems that resulted from the enlarge ment pro cess, he was still able to safe guard, against all odds a
coop er a tive rela tion ship both with the U.S. and Europe. Despite the divi sive Iraq con flict and the neg a -
tive fall out from Allied Force, the NATO-led oper a tion against the Fed eral Repub lic of  Yugo sla via in
1999, we con tinue to see the res to ra tion of  nor mal and busi ness like rela tions between Rus sia and its
Euro-Atlan tic part ners. Pres i dent Putin has not made NATO’s exten sion to the east a bone of  con ten -
tion, and has accepted the recent EU enlarge ment in a way that takes into account Rus sia’s inter est in
main tain ing healthy rela tions with the U.S. and its Euro pean part ners. The strength en ing of  the Rus -
sia-NATO frame work as well as the way in which Rus sia-EU rela tions are being con ducted give fur ther
evi dence of  the impor tance both sides attach to mutual coop er a tion.

CON CLUD ING RE MARKS

In the book “NATO-Rus sia, Between Coop er a tion and Con fron ta tion,” an Aus trian ana lyst
described the del i cate devel op ment of  the NATO-EU rela tion ship. It is my assess ment that we are going
in the direc tion of  coop er a tion. This was illus trated to me when Pres i dent Putin sent his new for eign
min is ter, Sergei Lavrov, to par tic i pate in busi ness like and con struc tive talks at NATO on April 2,
2004—the very day when an emo tional flag-rais ing cer e mony took place at NATO head quar ters to
salute the seven new East ern Euro pean mem ber-states. This augurs well for the future.
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Chapter 34

Rus sia’s Rela tions with the United States and Europe

Mr. Markus Meckel, MdB1

E
ver since the col lapse of  the Berlin Wall in 1989 and the col lapse of  the Soviet Union in 1991, it
has been our under stand ing that rela tions with Rus sia are key to secu rity in Europe—there can
be no secu rity in Europe with out or against Rus sia. That was the basis for the CSCE’s Char ter of

Paris in Novem ber 1990 as well as for the NATO-Rus sia Found ing Act in 1996.
Pres i dent Putin has made some prog ress in sta bi liz ing the sit u a tion in Rus sia. For exam ple, the coun -

try has seen sig nif i cant eco nomic growth of  some 7% dur ing the last four years. It has also ser viced its
exter nal debt and improved its credit rat ing. Work ers and pen sion ers are paid reg u larly, instead of  wait ing
for months as they did under Mr. Yeltsin. While much of  this suc cess is due to favor able oil prices and
increased exports, it boosted Pres i dent Putin’s pub lic stand ing and brought him a land slide vic tory in the
March 2004 elec tions.

HIS TOR I CAL DEVELOPMENT

Sep tem ber 11 was a turn ing point for Rus sia’s rela tion ship with the West, and with NATO and the
United States in par tic u lar. Although still a major power mil i tarily, Rus sia now lacks polit i cal and eco -
nomic weight. Putin’s aim is to restore Rus sia to its for mer great ness and impor tance in world pol i tics, but 
this will require mod ern iza tion of  its polit i cal and eco nomic struc tures. Pres i dent Putin has real ized that
such work can only be achieved by expand ing coop er a tion with the United States and the EU. He saw
Sep tem ber 11 as an oppor tu nity to rede fine Rus sia’s rela tion ship with the United States and NATO and
to bring about a rad i cal change in the direc tion of  Rus sian for eign and secu rity pol icy. NATO reacted to
this sit u a tion pos i tively by cre at ing the NATO-Rus sia Coun cil in May 2002 and by con tin u ing to inten sify 
con sul ta tions in this for mat ever since.

Today, how ever, we are fac ing com mon threats:
1. For quite some time Rus sia has seen the spread of  Islamic fun da men tal ism and sep a rat ist move -

ments in the south, endan ger ing the ter ri to rial integ rity of  the Fed er a tion. Sep tem ber 11 made clear that
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inter na tional ter ror ism is a com mon threat and that effec tive inter na tional coop er a tion is needed to
coun ter it.

2. The pro lif er a tion of  weap ons of  mass destruc tion (WMD) is a poten tial dan ger to all of  us. We need 
to strengthen the nuclear nonproliferation regime and pro vide for effec tive inspec tions and sanc tions for
non com pli ance. Rus sia, with its vast stock piles of  nuclear mate rial and a net work of  tech no log i cal coop -
er a tion, will be a key player in these efforts. To this end, the G8 launched an ini tia tive in 2002 to finance
the safe guard ing of  Rus sian nuclear stock piles with U.S.$20 bil lion over ten years.

3. We also have a com mon inter est in deal ing with regional con flicts and insta bil ity, such as in the Bal -
kans, the Cau ca sus, and Cen tral Asia. I regret that Rus sia with drew its con tri bu tions to SFOR and KFOR
in 2003, the only seri ous joint action between NATO and Rus sia. But Rus sia con tin ues to sup port oper a -
tions in Afghan i stan with intel li gence and tran sit.

Stra te gic coop er a tion on these issues is nec es sary. But unfor tu nately the com mon threats do not
always trans late into com mon approaches for deal ing with them. We are con front ing sev eral major prob -
lems in our rela tion ship.

POSSIBLE CAUSES OF TENSIONS

While Rus sian crit i cism of  NATO enlarge ment sub sided in recent years, prior to that time it was
harshly attacked as an expan sion ist pro ject endan ger ing Rus sian secu rity. In the run-up to the acces sion
of  seven new mem bers, con cerns were voiced again, in par tic u lar against estab lish ing per ma nent U.S.
bases on the ter ri tory of  new mem bers and against the Bal tic coun tries. The U.S. was also crit i cized for
not respect ing the mod i fied CFE (Con ven tional Forces in Europe) Treaty, which sets lim its on troop
deploy ments. But the Bal tic states can only join after the treaty has been entered into force. The main rea -
son that states have not rat i fied the treaty is that Rus sia has failed to ful fill its com mit ments to re-deploy
troops. At the OSCE’s Istan bul Sum mit in 1999, Rus sia pledged to with draw troops from the
Transdniestr Region of  Moldova and from Geor gia unless the local gov ern ment agreed to an exten sion
by the end of  2002. But since then lit tle prog ress has been made on either count. 

Rus sia’s crit i cism may have some thing to do with the con tra dic tions in Rus sian stra te gic think ing.
Whereas Putin’s national secu rity strat egy of  2000 empha sized domes tic insta bil ity and threats to secu -
rity, the cur rent mil i tary doc trine is still designed to fight the bat tles of  the Cold War. Fur ther more, some
seri ous domes tic chal lenges are yet to be accepted. The neg a tive demo graphic trend is endan ger ing
future devel op ment, espe cially in the Far East, and the low birth rate (under 1%) and the rapid spread of
AIDS (over a mil lion peo ple are infected) paint a hor ri fy ing sce nario. All of  this may neg a tively affect
Rus sia’s future inter na tional role.

How ever, most of  the prob lems in our rela tion ship with Rus sia are actu ally related to domes tic devel -
op ments in that coun try. Crit i cism of  mas sive human rights vio la tions in Chechnya was toned down as
part of  the joint fight against ter ror ism but became more vocal again both in the EU and in the United
States towards the end of  2003. The EU called upon Rus sia to stop the dis ap pear ances and the wide -
spread abuse at the hands of  secu rity forces, to improve access for human i tar ian aid, and to seek a peace -
ful solu tion to the con flict. Because of  the prob lems Rus sia was down graded to a “poten tial” stra te gic
part ner in the final ver sion of  the EU Secu rity Strat egy in Decem ber 2003. 

SKEPTICISM OVER CONCENTRATION POWER

Pres i dent Putin seems to have made some prog ress toward instat ing the rule of  law (he called it the
“dic ta tor ship of  laws”) by reas sert ing the author ity of  the cen tral gov ern ment over the regions and busi -
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ness oligarchs. But in an attempt to cre ate a strong state he may have dam aged the frag ile roots of  democ -
racy in Rus sia, under min ing the hope for com mon bonds with the West:

• He gained full con trol of  the elec tronic media when the last inde pend ent sta tion, NTW, was taken
over by Gazprom and the edi to rial board was changed.

• The chief  exec u tive of  Yukos was arrested in autumn 2003 after pledg ing finan cial sup port to oppo -
si tion par ties and start ing nego ti a tions to sell a sig nif i cant stake in his com pany to Exxon Mobil or
another for eign com pany with out con sult ing the Kremlin. It may be true that Mr. Khodorkowsky
bene fited from the wild and nontransparent pri vat iza tion pro cess in the early 1990s, and that he and
other oligarchs should be held respon si ble for any ille gal activ ity. But the pro ceed ings against him
raise seri ous con cerns about the respect for legal due pro cess and the inde pend ence of  the judi ciary.

• Last but not least, Pres i dent Putin per fected his design of  “directed democ racy” with the stun ning
suc cess of  his par ties, United Rus sia and Home land, in the Decem ber 2003 Duma elec tions. The
only two dem o cratic oppo si tion par ties, Yabloko and the Union of  Right-Wing Forces, failed to
unite and were marginalized. In his desire for con trol, Pres i dent Putin may have gone even fur ther
than he actu ally wanted to, try ing to co-opt sev eral key lead ers of  oppo si tion par ties and civil soci ety
for his pres i den tial advi sory bod ies. But his monop o li za tion of  power puts him at odds with the
basic val ues of  his part ners in the West. There is now grow ing doubt that Pres i dent Putin will be able
to estab lish a func tion ing mar ket econ omy with out any checks and bal ances in the polit i cal sphere,
because any such sys tem will be open to cor rup tion and nep o tism. Con sid er ing the strength of  some 
of  the oligarchs in the busi ness world and in orga nized crime, this is a real dan ger. And it may neg a -
tively affect part ners in Europe and the U.S. as Rus sia con tin ues to inte grate into the global mar ket.

RECENT POS I TIVE STEPS

There are, how ever, some encour ag ing signs in rela tions with Rus sia. After sev eral months of  bit ter
accu sa tions, Rus sia and the EU agreed to extend the Part ner ship and Coop er a tion Agree ment of  1997 to
the 10 new mem ber-states. The EU also granted Rus sia better mar ket access for some steel and agri cul -
tural and nuclear-energy prod ucts in order to pre vent the dis rup tion of  tra di tional trade rela tions with
Cen tral and East ern Euro pean coun tries. In addi tion, the tran sit of  goods between the Rus sian main land
and Kaliningrad was guar an teed, and visa-free-travel was offered as a long-term pros pect.

But the reg u la tion of  tran sit to and from Kaliningrad is insuf fi cient to deal with the prob lems of  that
area. The enclave is in dan ger of  becom ing a hot bed of  pov erty, infec tious dis eases, and orga nized crime.
Unless Rus sia and the EU both seri ously com mit them selves to pro mot ing eco nomic devel op ment in
Kaliningrad, the region will fall fur ther behind, not only in com par i son to neigh bor ing Poland and Lith u -
a nia but also with the rest of  Rus sia. If  the cur rent trend were reversed, Kaliningrad could become an
impor tant exam ple of  stra te gic coop er a tion between Rus sia and the EU.

CON CLUD ING REMARKS

It is impor tant that we con tinue to iden tify areas of  com mon inter est and engage in prac ti cal coop er a -
tion with part ners in Rus sia. The fight against ter ror ism will not suf fice as the basis for long-term fruit ful
coop er a tion. Energy pol icy has been sug gested by many as one poten tial com mon stra te gic inter est. Rus -
sia is the larg est pro ducer of  oil and gas in the world as well as one of  the big gest export ers out side
OPEC. Since both the U.S. and the EU want to reduce depend ence on fos sil fuels from the Mid dle East,
Rus sia is seen as a key part ner.
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The coun try, how ever, needs sig nif i cant invest ments and tech no log i cal inno va tion in order to
improve oil explo ra tion, drill ing, and trans port through pipe lines. For eign inves tors and part ners will
need to play a key role in the mod ern iza tion pro cess. But so far no stra te gic agree ment has been reached.
One of  the rea sons may be that the inter ests of  the EU and the U.S. con flict, since they are com pet ing for
access to scarce resources. The EU, apart from secur ing safe oil sup plies, would like to improve energy
effi ciency and address the prob lem of  cli mate change by lur ing Rus sia into sign ing the Kyoto Pro to col.
The U.S seems to be pri mar ily inter ested in secur ing large oil sup plies to coun ter the upward pres sure on
prices. Pri vate busi nesses may have their own inter ests and not desire polit i cal inter ven tion. 

But the key fac tor prob a bly is that nei ther side trusts the other enough to agree to stra te gic inter de pen -
dence. We do not know whether we want to rely on a Rus sia whose direc tion we are not cer tain of—
whether it will sta bi lize or col lapse. And the Rus sians prob a bly fear that they will be taken advan tage of  in
any kind of  long-term deal. In addi tion to all of  that, both the Euro pean Union and the trans at lan tic rela -
tion ship are under go ing a period of  fun da men tal change.

Espe cially for Euro pe ans, prag matic coop er a tion with our Rus sian neigh bor is imper a tive. We need to
pro mote democ racy and the rule of  law in Rus sia and speak out if  our views dif fer from those of  the Rus -
sian gov ern ment. Only in that way can we find out whether there is a meet ing of  hearts and minds and
whether our rela tion ship can develop into one of  true stra te gic part ner ship.
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Chapter 35

Russia's Response to Terrorism: The Need
For a New Approach

Dr. Andrei Piontkovsky1

A
fter the lat est ter ror ist attack in Mos cow, we are again hear ing pro pos als to bring back the death
pen alty. There are calls to “Torch them with a red hot iron” and to “Go to the end.” There are
demands for apply ing the prin ci ple of  col lec tive respon si bil ity to entire eth nic groups (which in

mass con scious ness means “Beat up the blacks”). On the first page of  our larg est-cir cu la tion news pa per
we see a father, whose son died in the lat est trag edy, say ing, “I now want to kill all of  them, any place I see
them.” We can only feel sym pa thy for this grief-stricken man. But with calls to “Go to the end" we are
again try ing to oblit er ate from our mem o ries the fact that we have already “gone to the end” more than
once, and that we have already torched every thing we could. We are for get ting that we have already
applied the death pen alty in advance, as a pre ven tive mea sure, against tens of  thou sands of  peace ful fel -
low cit i zens. We are also for get ting that on the other side there are undoubt edly quite a few peo ple who
are say ing about us Rus sians, “I now want to kill all of  them, any place I see them.” With out under stand -
ing these real i ties it is impos si ble to grasp the true nature of  the ter ror ism that threat ens us or to find
effec tive defenses. 

META PHYS I CAL TER ROR ISM

In its twentieth-cen tury form, ter ror ism was usu ally a means to an end, a tool for achiev ing con crete
polit i cal goals. In doz ens of  armed con flicts, sep a rat ists such as the IRA or the Basques used ter ror along
with other meth ods to win inde pend ence or auton omy from a cen tral gov ern ment. But in the twenty-first 
cen tury we are con front ing a new phe nom e non, which I would con di tion ally call “meta phys i cal ter ror -
ism.” This new form of  ter ror ism, prac ticed mainly by rad i cal Islamists such as Al-Qaeda, does not even
pres ent spe cific demands, such as the release of  a pris oner or the inde pend ence of  a region. As a mat ter
of  prin ci ple it sim ply denies West ern civ i li za tion the right to exist, and seeks its total destruc tion.
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That dis tinc tion is cru cial. For a long time we con fronted a Chechen inde pend ence move ment that in
spe cific sit u a tions some times used ter ror as a means to an end. But the chal lenge fac ing us now is one of
meta phys i cal ter ror ism, and to a large extent it is we our selves who have brought that chal lenge into
being. We have con stantly repeated that we are fight ing not Chechen sep a rat ism but inter na tional ter ror -
ism, and this has finally become a self-ful fill ing proph ecy. Thanks to the meth ods that we have used in
this war, we have turned almost the entire pop u lace of  Chechnya into our ene mies. We have cre ated a
huge reserve of  liv ing bombs, des per ate peo ple ready to carry out the plans of  world wide meta phys i cal
ter ror ism.

Con sider what our head of  state said right after the metro explo sion: That Rus sia does not nego ti ate
with ter ror ists but destroys them. It seems to me that this phrase reveals pre cisely his lack of  under stand -
ing of  the type of  ter ror we now con front. His word ing would have been per fectly “a propos” (though
debat able) if  the author i ties had received a phone call from some “lib er a tion front” right after the explo -
sion, declar ing, “It was we who blew up the sub way. If  you do not carry out such and such demands
within two weeks, we will blow up some thing else. We pro pose that you nego ti ate with us.” But for a long
time there have been no such com mu ni ca tions, so the words of  our head of  state make no sense. And the
ter ror ists’ answer to his words has sim ply been silence—the mean ing of  which is, “We do not nego ti ate
with Rus sians, we blow them up in their metro.” 

Of  course we can tell our selves if  we like that we do have a mes sage from the ter ror ists: The Euro pean 
par lia ment’s res o lu tion call ing on us to nego ti ate. If  we seri ously believe that, let’s torch the Euro pean
par lia ment with a red hot iron. 

THE NEED FOR A NEW GOV ERN MENT APPROACH

Let me sug gest a thought that may be par a dox i cal. The clas sic ene mies with whom we have long
fought, the Chechen sep a rat ists led by Maskhadov and the like, have objec tively become our allies in the
fight against global ter ror ism—because global ter ror ism is now destroy ing, first and fore most, Chechnya 
itself. We can still try to sep a rate Chechen sep a rat ism from global ter ror ism; as a polit i cal task this is far
from unsolv able. But nobody in Chechnya who is offer ing any kind of  con crete pro posal, includ ing
Maskhadov, is now insist ing on full inde pend ence. In gen eral the words “inde pend ence” and “territorial
integ rity” have sim ply lost their mean ings in the face of  the trag edy that has befallen both the Chechens
and our selves. The only thing that makes sense now is a rad i cal change in our gov ern ment’s treat ment of
the Chechen pop u lace, a full halt to the abuses being com mit ted by the fed eral armed forces and the
Kadyrov gun men, and a will ing ness to nego ti ate with any one who is not con duct ing ter ror ist attacks
against peace ful cit i zens. 

There is one more fear some aspect of  this prob lem. All of  these calls to “Beat the blacks” and so on
are trig ger ing a self-per pet u at ing cycle of  vio lence and ter ror extend ing far beyond the bor ders of
Chechnya. We started this war to keep Chechnya Rus sian; what we are achiev ing is to turn Rus sia into
Chechnya. 
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Chapter 36

Responding to the Current Challenges

Ambas sa dor Jean De Ruyt1

THE CHAL LENGES OF THE CUR RENT ENVI RON MENT

O
ur topic—the broad con cept of  secu rity for the twenty-first cen tury—is a very ambi tious one.
In intro duc ing the panel and as the only rep re sen ta tive from the United Nations, I would like to
out line how we in New York approach this issue which in the United Nations is debated every

day. The post-Cold War envi ron ment is one of  increas ingly open bor ders and easy com mu ni ca tions, with 
aeroplanes, mobile phones and the Internet reach ing the most remote areas of  the world. This cre ates
increas ing inter de pen dence in trade, invest ments, and energy resources. A threat to the envi ron ment in
one part of  the world can be a threat for the entire planet; dis eases spread instantly, migra tions, orga nized
crime, and ter ror ism are a chal lenge for every soci ety. In such an envi ron ment, a secu rity fail ure even in a

remote place in Africa can affect the most pro tected soci et ies in Europe or the U.S. 
The prob lem is that this inter de pen dence is developing at a time when inequal i ties among our soci et -

ies are grow ing instead of  dimin ish ing. The open ing up of  the world has not nec es sar ily brought our civ i -
li za tions closer to each other. On the con trary, dif fer ences tend to gen er ate clashes: Cul tural dif fer ences
gen er ate mis un der stand ings, and inequal i ties gen er ate frus tra tion and resent ment, which can eas ily trans -

late into aggres sion or ter ror ist activ i ties. 

INSTRU MENTS TO MEET THE CHAL LENGES

This is the sit u a tion in which we find our selves: A very open world where mis un der stand ings due to
cul tural dif fer ences and inequal i ties have an increas ingly destabilizing effect. 

We must address this com plex sit u a tion, but we cannot use the tra di tional tools of  for eign and defense 
pol icy because these threats are com plex, global and can often be addressed only (remotely) far away

from our national bor ders. I have iden ti fied four pos si ble instru ments which might help us face them:
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1. The first is the devel op ment of  sol i dar ity at the world level. We must address the issues of  pov erty,
inequal ity, edu ca tion, health care, the pro mo tion of  democ racy and the rule of  law, ful fill ing the
committments of  the Millenium Dec la ra tion adopted by the lead ers of  the world in the year 2000. 

2. The sec ond instru ment is pre ven tive action. Many cri ses can be dif fused if  they are addressed in
time with the tools of  pre ven tive diplo macy. Actions of  this type can be car ried out by neigh bor ing coun -
tries, by regional orga ni za tions, the Euro pean Union, the UN or non-gov ern men tal orga ni za tions. 

3. The third instru ment is mil i tary inter ven tion. Pre ven tive diplo macy as well as man age ment in a cri -
sis zone often require the use of  force. All our mil i tar ies are cur rently adapt ing their means to be able to
par tic i pate in pre ven tive actions and peace enforce ment oper a tions.

4. The fourth instru ment is the con clu sion of  uni ver sal trea ties, those which estab lish prin ci ples and
val ues at the world level, those which orga nize the pro tec tion of  our envi ron ment and also trea ties to face 
new chal lenges like the spread of  weap ons of  mass destruc tion and ter ror ism.

CON CLUD ING REMARKS

I believe that multilateralism is the key word when it comes to fac ing the global threats of  the
twenty-first cen tury. These threats can only be addressed by col lec tive action with mul ti lat eral tools.
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Chapter 37

 Global Responses to the 21st Century Challenges

His Excellency Linas Linkevicius1

T
 oday we live in a very dan ger ous world, where we have to expect the unex pected. The enemy we
face is a far more unpre dict able one than we have ever had. His cause is not ide ol ogy or pol i tics,
but hatred and destruc tion, and he will not hes i tate a moment to obtain weap ons of  mass

destruc tion. I would like to raise a few ideas about how the global com mu nity should respond to these
chal lenges of  the twenty-first cen tury.

THE NEED TO TAKE ACTION

A good secu rity con cept must out line clear goals, eval u ate threats, and indi cate means for erad i cat ing
those threats. But do we really need a new con cept? We already have clear goals: Com bat ing ter ror ism and 
the pro lif er a tion of  WMD, pre vent ing eth nic blood shed, and strength en ing democ racy across the globe.
We know where the threats come from: Rogue regimes, fail ing states, reli gious hatred, frozen con flicts,
and so on. We also know what we have to do to deal with these prob lems. What we need now is action, not 
reflec tion, not new con cepts, not food-for-thought papers. The Madrid bomb ings were another wake-up 
call to Euro pean lead ers. But while the trag edy of  Sep tem ber 11 led to the defeat of  the Taliban regime in
Afghan i stan, will we remem ber March 11 as the day ter ror ism defeated Europe? We all know what hap -
pened when Europe ignored the threat of  Fas cism back in the 1930’s, and we must not make the same
mis take again.

 We do not lack resources—we lack effi ciency. We have devel oped a lot of  good con cepts, for exam ple, 
the EU’s Head line Goal for 2010, but the first one has not yet been prop erly imple mented. It is good to
have ambi tious plans, but good plan ning must take into account the rea son able allo ca tion of  assets. On
the one hand, small coun tries such as Lith u a nia seek to pool resources in order to avoid unnec es sary
dupli ca tion. On the other hand, we can not keep tear ing our selves apart and devot ing all of  our peo ple,
time, and money to ana lyz ing an ever-grow ing num ber of  new ini tia tives. Per haps we should con sider
declar ing a mor a to rium on the cre ation of  new con cepts until we man age to imple ment exist ing ones. 

We can not fight real threats with paper con cepts. What we lack is the polit i cal will to take rad i cal steps
that may be ahead of  their time. The UN peace keep ers were unable to stop geno cide in Srebrenica, but
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what was right in that sit u a tion—to abide by exist ing inter na tional law or to defend inno cent peo ple at
any cost? NATO inter vened in Kosovo with out a clear UN res o lu tion and saved many lives, but this year
we com mem o rate the tenth anni ver sary of  the geno cide in Rwanda, where 800,000 peo ple were mur -
dered in 100 days. Are we ready to pre vent that from hap pen ing again? We must finally admit that while
we live in the twenty-first stcen tury we still do not have a reli able, legal inter na tional cri sis-man age ment
mech a nism for respon sive deci sion-mak ing pro ce dures and capa bil i ties. We have many inter na tional
orga ni za tions, but in most cases these orga ni za tions can act only when it is too late. 

REVAMP ING INTER NA TIONAL INSTI TU TIONS 
FOR BETTER COOP ER A TION

We must rethink the over all frame work of  inter na tional insti tu tions. The UN does not pro vide global
secu rity the way it is expected to—the Secu rity Coun cil, which has the supreme author ity to pre serve
inter na tional secu rity, vetoes peace keep ing ini tia tives more often than it endorses them. But reform ing
the UN would not be suf fi cient: Only the com bined efforts of  nation-states and sev eral insti tu tions—the 
UN, NATO, the OSCE, and the EU—can bring peace, secu rity, and well-being to the world. Only by
work ing together can the UN, NATO, and the EU bring the Mid dle East Peace Plan back to life. The
Greater Mid dle East Ini tia tive must grow beyond dia logue to a wide net work of  rela tion ships and part -
ner ships among dif fer ent insti tu tions and states. 

DEVEL OP ING PEACE PLANS

Europe is not yet whole, free, and at peace. We must admit to our selves that the iso lat ing strat egy being 
used on Belarus has failed and must be adjusted. We can not expect pos i tive changes within a coun try by
iso lat ing it from the out side world. Com bined efforts by the UN, NATO, and the EU paid off  in the Bal -
kans, and these orga ni za tions could take a sim i lar approach to the South Cau ca sus, another trou bled
region close to EU bor ders. We must draft an exten sive peace plan for this region before it is too late.
Instead of  iso lat ing fail ing states we must reach out to them, and help them turn into states of  suc cess.

In addi tion to dip lo matic cri sis-pre ven tion efforts, we must also be ready to use mil i tary force pre emp -
tively. We can not afford a strat egy of  react ing to threats of  the kind we face today. Using con ven tional
mea sures against non-con ven tional threats will not work—we sim ply can not deter ruth less fanat ics with
con ven tional forces. We must be one step ahead of  our enemy if  we are to suc ceed. This means hav ing
expe di tion ary forces carry out pre emp tive actions (we do need a world police force).

CAR RY ING OUT PEACE-BUILD ING OPER A TIONS
AT THE SAME TIME AS MIL I TARY OPER A TIONS

As a Min is ter of  Defense, I must ask myself  what the role of  the mil i tary should be in ensur ing human
secu rity and pro vid ing civil defense. The armed forces can remove Taliban-like regimes but can they win
peace and estab lish a con sti tu tional order? As we are learn ing in Iraq, to pre vent post-con flict anar chy,
civil ian cri sis man age ment and peace-build ing efforts must take place at the same time as mil i tary oper a -
tions. A good exam ple is the sit u a tion in Afghan i stan, where a NATO peace keep ing force pro vides secu -
rity and order while pro vin cial recon struc tion teams work with local author i ties to rebuild the coun try. 

MOV ING FROM NATIONAL SECU RITY TO HUMAN SECU RITY

We must change our mindset and remove the notion of  national bor ders from our per cep tion of  secu -
rity. Mod ern threats do not tar get bor ders—they erase bor ders. Ter ror ists do not tar get ter ri tory or state
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sov er eignty—they tar get peo ple. There fore we must shift our focus from national secu rity to human
secu rity, the secu rity of  each and every human being. Eco nomic depri va tion, water and food short ages,
orga nized crime, cor rup tion of  state bureau cracy—these are the old causes of  what we call the new
threats. As long as human life and wel fare are at risk, new failed states, new Husseins, and new bin Ladens
will emerge. 

USING COL LEC TIVE ACTION

We need to find col lec tive solu tions to trans na tional threats. I am happy to see that NATO is deal ing
more often with secu rity prob lems in a col lec tive way, through air polic ing, the NATO Response Force
(NRF), Allied Ground Sur veil lance (AGS), and mul ti na tional logis tics, to name some of  the most impor -
tant allied pro jects. I would like to express sin cere grat i tude to Bel gium, Den mark, the United King dom,
and Nor way for pro vid ing air force assets for the air-polic ing mis sion above the Bal tic States. It is a great
indi ca tion that the spirit of  col lec tive ness within NATO is stron ger than ever. 

FUR THER STRENGTH EN ING NATO–RUS SIA RELA TIONS

NATO–Rus sia rela tions pres ent another good exam ple of  our abil ity to trans form our think ing. The
for mer ene mies now sit at one table and make com mon deci sions in some 20 work ing groups. Of  course, 
there is always room for improve ment in tak ing con crete steps for ward. For exam ple, a Rus sian peace -
keep ing bri gade assigned to NATO oper a tions would be a real break through into the kind of  coop er a -
tion that is needed in the twenty-first century. NATO and Rus sia could also con sider launch ing a
com mon train ing pro ject in Kaliningrad. Lith u a nia is ready and will ing to play an active role in fur ther
strength en ing this part ner ship. 

THINK ING AND ACT ING GLOB ALLY

I do believe that small coun tries such as Lith u a nia can make a dif fer ence in today’s world. Threats to
peace and secu rity con cern each and every nation— size does not mat ter. Small states must start think ing
and act ing glob ally: If  we make the right deci sions and adapt our mil i tary to the new envi ron ment, we can
nar row the capa bil ity gap between the U.S. and Europe. Usabil ity of  forces in inter na tional oper a tions
must become the buzz word in our defense plan ning. For exam ple, one day Lith u a nia may find itself  in a
sit u a tion in which a sub stan tial part of  our armed forces is deployed in a region far away. Though some
say that mod ern sol diers are no lon ger glo ri ous heroes, defend ers of  the moth er land, I ask you, what can
be more heroic than to risk one’s life fight ing for the peace and wel fare of  another nation?

CON CLUD ING REMARKS

While we talk about the uncer tainty of  the global secu rity envi ron ment, the trag edy of  Sep tem ber 11
was in fact the end of  the world as we knew it. Since then the world has changed, and our think ing regard -
ing global secu rity must change accord ingly. But let me fin ish my remarks on an opti mis tic note: Saddam
Hussein is a war pris oner, Col o nel Quaddafi wants to dis arm, India and Paki stan are hold ing peace talks,
Iraq will soon have a dem o cratic gov ern ment, and, last but not least, Afghani chil dren can play foot ball
again. I hope these are only the first signs of  how the global secu rity order will look like in the twenty-first
cen tury. But to get there we need to act and we need to act now. 
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Chapter 38

A Broader Concept of  Security for the 21st Century

Mr. Marc Perrin de Brichambaut1

I
 would like to use as my start ing point the issue that Min is ter Struck high lighted—the global nature
of  pres ent and future secu rity issues, their mul ti ple dimen sions, and the need for broad coop er a tion
among nations to deal with them.

TRANSFORMATION AND SOCIAL CHANGE

An anal y sis of  our secu rity prob lems, the risks and threats, sug gests that they derive largely from accel -
er ated trans for ma tion and the mod ern iza tion of  soci et ies. These pro cesses bring remark able ben e fits
regard ing eco nomic growth as well as improve social con di tions within an increas ingly inter de pen dent
global econ omy. How ever, they also cre ate con sid er able ten sion within and among soci et ies. These ten -
sions, both domes tic and inter na tional, are likely to inten sify in the com ing decades because inter re la tion -
ships are strong and grow ing.

Any vision of  secu rity, there fore, must start from an under stand ing of  the dynam ics of  social change
within every soci ety, in all its com plex ity. The first step is to care fully assess the sit u a tion in each case and
try to see where the forces at work are lead ing.

For instance, in the field of  nonproliferation, states are moti vated by a vari ety of  cul tural, social, and
polit i cal fac tors: The needs of  regimes to assert them selves at home, regional ambi tions, defend ing
against per ceived exter nal pres sure, and self-esteem.

STRATEGIES FOR TRANSFORMATION

A con tin u ing anal y sis of  the dynam ics of  soci et ies raises the ques tion of  how the com mu nity of
advanced nations can encour age, facil i tate, and reward evo lu tions that allow the orderly and peace ful
trans for ma tion of  each soci ety, accord ing to its own dynam ics, toward a sit u a tion that meshes with the
uni ver sal val ues that all soci et ies seek: Human rights, eco nomic devel op ment, health, edu ca tion, and par -
tic i pa tion in gov ern ment. Incor po rat ing these val ues is basi cally the respon si bil ity of  each soci ety; out -
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side involve ment can result in shock and rejec tion, and direct inter fer ence is trau matic. Yet because of
self-inter ests and the need for col lec tive sol i dar ity, live and let live is not an option.

Deter min ing which sort of  strat egy the more advanced nations should use regard ing the Near and
Mid dle East is now on the table. The U.S., after sup port ing the sta tus quo for years, has shifted to a strat -
egy of  actively trans form ing the soci et ies in the region. It is now ded i cat ing to this ambi tious endeavor
con sid er able polit i cal atten tion, resources, and man power, but it is encoun ter ing seri ous res er va tions and 
even hos til ity. Par a dox i cally the U.S. is using a UN doc u ment writ ten by Arabs to argue in favor of  the
need for change and reform.

The extreme dif fi cul ties expe ri enced so far show how unpre dict able a strat egy of  active trans for ma -
tion can be. The mod ern iza tion pro cess in this region needs time, as well as broad sup port and accep -
tance by a large major ity, to make its effects felt.

The EU is fol low ing its own slower strat egy in the region and does not have the same type of  com mit -
ment. It is empha siz ing devel op ment assis tance and polit i cal and cul tural coop er a tion in a broad dia -
logue—the Bar ce lona pro cess. But ulti mately only coop er a tion between the EU and the U.S. to define
and imple ment strat e gies and their coop er a tion in the field of  global gov er nance incor po rat ing the UN
and other mul ti lat eral tools can make spon sor ing orderly change via ble. Until that hap pens, there are
going to be many sources of  insta bil ity as well as a large demand for the main tool of  pre ven tive and cura -
tive action, because it is the only tool avail able.

USING MILITARY FORCES

Mil i tary forces are clearly the prin ci pal response com po nent of  states that are will ing to act; they are
the most effec tive tool avail able on short notice to sup port nation build ing. They are also likely to be in
high demand, but they will need to be com ple mented and used wisely because of  their cost. This will be
par tic u larly true for Euro pean coun tries, which for soci etal and cul tural rea sons are less will ing to bear
the bur den of  high-inten sity mil i tary action. These coun tries will be con tent to let the United States deal
with the brief  peri ods of  high-inten sity war fare, which have occurred once every four years in the recent
past. Only a few Euro pe ans will be capa ble of  and will ing to work with the U.S. in the ater cri ses.

Indeed the trend is already vis i ble: Euro pean coun tries are now act ing in coali tion, within NATO or
the EU, or are greatly involved inde pend ently in sta bi li za tion oper a tions around the world. These coun -
tries are cur rently deploy ing almost 70,000 troops on far-flung mis sions: 14 per cent of  the United King -
dom’s ground forces and 5 per cent of  Poland’s and Por tu gal’s. The trans for ma tion of  all of  Europe’s
ground forces will increase the abso lute num ber and rel a tive ratio of  forces that can be pro jected and
pro vide them with the equip ment appro pri ate to the sit u a tion.

Three require ments derive from the cur rent trends regard ing forces needed by Euro pean coun tries,
bear ing in mind that an unpre dict able secu rity envi ron ment requires flex i bil ity and respon sive ness.

Infan try

Because sta bi li za tion and pre ven tion require boots on the ground, sheer num bers will con tinue to
mat ter. The trans for ma tion pro cess will lead to a larger num ber of  avail able troops because of
professionalization and train ing.

Euro pean nations should aim at being able to con tin u ously deploy 125,000 troops, 15 per cent of  their
ground forces. This will come at sig nif i cant cost because some of  these forces will need to be at high
readi ness and be projectable, requir ing expen sive sup port (U.S. per son nel costs have grown by 17 per cent 
in 7 years). Today’s mis sions are not low tech, and con trol ling space and vio lence requires sophis ti cated
equip ment.
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Intelligence

Per form ing com plex sta bi li za tion duties will require a good under stand ing of  local sit u a tions as well
as con tin u ous mon i tor ing; both are needed in order to effec tively com bat the for mi da ble capa bil i ties
avail able to the forces of  dis rup tion and destruc tion. Ter ror ist modes of  actions can be pre vented only
through relent less human and tech no log i cal search oper a tions and, when nec es sary, destroy oper a tions.
Good intel li gence capa bil i ties will be par tic u larly cru cial for those Euro pe ans who are close to areas of
dis cord and whose soci et ies are vul ner a ble. The civil ian-mil i tary dimen sion is also essen tial to sup port
the pro cesses of  sta bi li za tion and nation build ing.

Interoperability

It is clear that we must work coop er a tively in var i ous frame works— interoperability affects not only
com mu ni ca tion but many other dimen sions, includ ing struc tures, train ing and exer cises, and being able
to work together. We must pre pare in advance a num ber of  key inter faces between dif fer ent kinds of
forces.

The U.S. is in a class by itself  when it comes to using infor ma tion tech nol ogy and cre at ing sophis ti -
cated Net work Centric Warfare capa bil i ties. These fast-evolv ing new capa bil i ties are very elab o rate but
not always acces si ble to oth ers, nor are they always rel e vant to the con crete needs of  a given the ater. The
U.S., there fore, must build into its new infor ma tion sys tems usable inter faces that allow part ners and
allies to plug in eas ily.

Euro pe ans must work hard to become interoperable among them selves. NATO is the tool for mak ing 
this hap pen, although it has not proved fully effec tive in the past. Euro pe ans also must learn to com bine
the civil ian and mil i tary tools at their dis posal to pur sue sta bi li za tion and nation build ing. And both
Amer i cans and Euro pe ans must learn to work with other coun tries that are likely to pro vide a sig nif i cant
part of  the man power involved in sta bi li za tion. Non-U.S., non-EU coun tries have pro vided the 70,000
troops now deployed by the UN through out Africa. Struc tures and inter faces will need to be designed to
work with them.

CON CLUD ING REMARKS

In sum mary, for Europe to assist in the orderly trans for ma tion of  soci et ies so that long-term global
secu rity can be insured, we will need the effec tive sup port of  sub stan tial mil i tary forces to pro mote sta bil -
ity and nation build ing. While this work is already well advanced, it needs con tin u ous and con stant ded i -
cated effort.
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Chap ter 39

The Security Threat and its Political, Military, 
Technological and Industrial Responses

Mr. Jean-Louis Gergorin1 

L
et me start by say ing that, as a first-time par tic i pant in this Work shop, I am impressed by its qual ity 
and free spirit. In my speech, I would like to con cen trate on three issues: The cur rent secu rity
threat, the polit i cal-mil i tary response, and the tech nol ogy and indus try response. The points will

be dis cussed below.

THE THREAT

For most deci sion mak ers in Europe, and despite what lead ing jour nal ists put for ward as pub lic opin -
ion, I see no major dif fer ence with the U.S. assess ment of  the threat. We are indeed in a sit u a tion very
com pa ra ble to that at the begin ning of  the Cold War. We are fac ing a major enemy—a loose coali tion of
Islamic rad i cal ter ror ists with the poten tial to use weap ons of  mass destruc tion in the long term—and a
war that will prob a bly last for years if  not decades. Exactly as in the Cold War, we must face this threat
with a global response.

How ever, there is one major dif fer ence between Euro pe ans and Amer i cans that has not been empha -
sized. It is the fact that there are two ways to fight an enemy: One is to neu tral ize him by kill ing him or
arrest ing him, the other is to neu tral ize him by con vert ing him or reduc ing his con stit u ency. If  we look at
the first three years of  the Cold War, between 1947 and 1950, when the United States and Pres i dent Tru -
man decided to respond to the Soviet chal lenge against Tur key and Greece and to the Com mu nist chal -
lenge in West ern Europe and Asia, we see that the reac tions of  the “found ing fathers” of  the West ern
Alli ance, Pres i dent Tru man, Gen eral Mar shall, and Sec re tary Acheson, were both mil i tary and polit i cal.
NATO was cre ated, the rear ma ment of  U.S. forces was begun, and the mil i tary build-up was restarted. At 
the same time, there was the Mar shall Plan and a num ber of  activ i ties that were under taken, some times
covertly, by U.S. intel li gence agen cies to sup port dem o cratic move ments in West ern Europe—social
dem o cratic move ments and social-dem o cratic non-com mu nist trade unions.
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The net result of  this activ ity was that, from 1947 to 1950, the num ber of  what I would call Com mu -
nist sym pa thiz ers in the major polit i cal bat tle field of  West ern Europe sig nif i cantly decreased and the
strength of  Com mu nism was sharply reduced. This was a major achieve ment and it was fur ther devel -
oped by the eco nomic rebuild ing of  Europe and Euro pean inte gra tion, with the full sup port of  the
United States.

If  we now look at the first approx i mately three years of  the new world war against Islamic ter ror -
ism—from Sep tem ber 11, 2001, to May 2004—we see that the exact reverse has hap pened. After an ini -
tial mil i tary suc cess, we are not doing extremely well mil i tarily, and find our selves in a stale mate; even
though we are pre vail ing some what in Afghan i stan, we are in a bad sit u a tion in Iraq. Polit i cally, things are
far worse. Accord ing to polls the Pew Research Cen ter has taken, as well as to anal y ses that have been
con ducted in France, the U.K., and Tur key, not to men tion in the Arab, Islamic, and Asian worlds, the
num ber of  those sym pa thetic to rad i cal Islam in the Mus lim world has dra mat i cally increased. For rea -
sons that we all know, the sit u a tion fur ther dete ri o rated in May and June of  2004. We are fac ing a major
chal lenge that we must abso lutely respond to. Things will only get worse if  we don’t.

THE POLIT I CAL-MIL I TARY RESPONSE

I believe that there is no better orga ni za tion than NATO to face these threats because NATO is an alli -
ance that is both polit i cal and mil i tary. Its suc cess is well estab lished and it is enjoy ing even greater legit i -
macy since it inte grated the new East ern Euro pean democ ra cies that were freed from Com mu nism. This
inte gra tion, by the way, is a per fect exam ple of  why NATO is suc cess ful. It is suc cess ful because it is
based on mul ti lat eral con sen sus, some thing that is very impor tant in terms of  legit i macy although it is
some times hated in Wash ing ton. It is a con sen sus that does not pre vent NATO from being effec tive, as
was dem on strated in Kosovo. So NATO is the best solu tion, espe cially since the con cept of  the “coali -
tion of  the will ing,” which was so fash ion able in Wash ing ton two years ago, has been found to quickly
turn into the “coali tion of  the unwill ing” when things go wrong. What is hap pen ing now with the coali -
tion of  the will ing in Iraq clearly dem on strates that this is not the right way to pro ceed.

TECH NOL OGY CALL AND INDUS TRY RESPONSE

It is fairly clear that we are fac ing a major trans for ma tion in the art of  war. I am espe cially grate ful to
Dr. Wells for giv ing one of  the great est exposes on net work-centric capa bil i ties and what they mean.
How ever, with due respect, I must dis agree with Dr. Wells on one point that is often men tioned by U.S.
pre sent ers: It is the notion that what is hap pen ing will fur ther rein force the tech nol ogy dom i nance of  the
U.S. I do not believe that this is entirely true. We are build ing toward net work-centric war fare but we
should not for get about net work-centric ter ror ism (NCT). In fact, Sep tem ber 11 was an exam ple of  net -
work-centric ter ror ism using crude but effec tive net work-centric capa bil i ties, includ ing the Internet and
mobile phones. NCT will get worse with the devel op ment of  very advanced com mer cial tech nol o gies.

 Sec ond, I think that Euro pe ans are abso lutely able to inno vate in the net work fields, as dem on strated
by their suc cess in a vari ety of  com mer cial net work-ori ented tech nol o gies or soft ware tech nol o gies. We
can see the suc cess in Europe of  Nokia, of  SAP, of  var i ous telecom com pa nies, of  Dassault Sys tems in
CATCAM, clearly dem on strat ing that we are not lag ging. We have only one tech nol ogy that goes back
and forth between Asia, Europe, and Amer ica. In plat forms, Euro pe ans have also dem on strated that
they are not lag ging at all in their work on sat el lites, heli cop ters or air craft, both com mer cial and mil i tary.

Yet there clearly is a fund ing gap, and we must do better and har mo nize better. This is why I am per -
son ally in favor of  a far more pow er ful Euro pean defense agency than the one that is cur rently being
planned, though it is a first step.
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There is also another point: Just as Amer i cans must accept that they can not win wars if  they do not win 
the bat tle of  the minds in the Islamic world, they must under stand that they will not con vince Euro pe ans
to fully accept a totally inte grated defense mar ket if  there is not a two-way street, if  the tech nol ogy lim i ta -
tions that cur rently exist are not lifted. These lim i ta tions par a lyze effec tive trans at lan tic coop er a tion.
How ever, when we do suc ceed in over com ing these lim i ta tions, as was the case recently with the Air -
borne Ground Sur veil lance Sys tem—an impor tant pro ject for NATO in this new era—we see many
good pros pects. So I believe that Wash ing ton must make efforts to keep a more open mind toward
Europe regard ing tech nol ogy trans fer and tech nol ogy coop er a tion. At the same time, Euro pean nations
need to accept, ratio nal ize, and elim i nate waste and, as soon as they can, increase their bud gets.
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Chapter 40

The Balkans, Afghanistan, and the
Control of  Nuclear Armaments

Ambassador Jaromir Novotny1

OPENING REMARKS

I
t is dif fi cult to speak on the last day of  the work shop, when almost every thing has been said. We have 
heard how suc cess ful we are in the Bal kans, how smoothly NATO and EU enlarge ment are pro -
gress ing, how the gen eral sit u a tion in Europe is quite good, how coop er a tion between the West and

Rus sia is on the right path, how the sit u a tion in Iraq is not ideal but will be better, and how we are doing
well so far in Afghan i stan. I would like to make some remarks that go in a slightly dif fer ent direc tion. 

CURRENT ISSUES IN THE BALKANS

I do not agree that we are truly suc cess ful in the Bal kans. What have we achieved after more than 15
years of  engage ment? Yes, the peo ple of  Bosnia, Kosovo, and Ser bia have stopped kill ing each other, and
this is a suc cess. But what else have we achieved? We have not solved the basic prob lem: the state hood of
these ter ri to ries has not been defined. We have cre ated two inter na tional pro tec tor ates (Bosnia and
Herzegovina, and Kosovo) and one arti fi cial state called Ser bia and Montenegro, which their inhab it ants
do not like. We have given them dead lines to solve their prob lems, but they have all been post poned. And
Bosnian pol i ti cians, like their coun ter parts in Kosovo and Ser bia and Montenegro, are now going ahead
only because of  heavy pres sure from the inter na tional com mu nity.

The last eth nic riots in Kosovo have shown us what Kosovars think about human rights. The inter na -
tional struc tures in Kosovo were sur prised and com pletely unpre pared for the erup tion of  atroc i ties.
Kosovo is actu ally gov erned by local mafia orga ni za tions, and the soci ety there is one of  the most cor rupt 
in the world. To make mat ters even worse, the inter na tional orga ni za tions in Kosovo are becom ing more
and more cor rupt as well.

What is the future for Kosovo? What are we pro pos ing to its inhab it ants? Are the peo ple there still part 
of  Ser bia and Montenegro, which, accord ing to all valid U.N. res o lu tions, they are? Is Kosovo a ter ri tory
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with spe cial sta tus, dif fer ent cur rency, a dif fer ent sys tem of  tax a tion and law, pro tected by the U.N. and
on the path to inde pend ence? Or will Kosovo be united with Alba nia? Nobody is pre pared to define its
future sta tus.

Bosnia and Herzegovina is another dif fi cult sit u a tion. It is an inter na tional pro tec tor ate that con sists
of  two state enti ties (per haps three—what is the sta tus of  Brcko?) and three national enti ties. The Dayton 
Agree ment froze all its prob lems, mak ing the main obsta cle to prog ress the rela tion ships inside. This
pro tec tor ate is also cor rupt at all lev els of  soci ety.

There, as well as in Kosovo, the very frag ile peace can not be sus tained with out huge finan cial sup port
from the inter na tional com mu nity and with out a vis i ble mil i tary pres ence. How long will our coun tries be 
ready to pay for it?

Ser bia and Montenegro were forced together. The dead line for solv ing the prob lems of  their being
together is 2005. But in the time they have had so far, noth ing has hap pened. They have two dif fer ent eco -
nomic sys tems, and they use two dif fer ent cur ren cies. Next year shall we give them another dead line? We
are not solv ing the prob lems, we are only post pon ing the solu tions with more dead lines. In fact we are
pre serv ing the sta tus quo. But for how long?

THE “FOR GOT TEN WAR” IN AFGHAN I STAN

Afghan i stan looks to me like a for got ten war. Karzai has con trol only over Kabul and only dur ing the
day. War lords con tinue to keep their pri vate armies. Drug pro duc tion is at a record level, with an esti -
mated value of  U.S. $25 bil lion. Do we have this amount of  money to replace the war lords’ profits? Some
are say ing that nobody is rich enough to buy Afghan i stan. The war lords are on your side only until the
moment they are paid, and if  some body offers them more, they will be loyal to him.

THE NEED FOR NUCLEAR ARMAMENT CONTROL

It is a great par a dox that the nuclear arma ments con trol mech a nism has been the only vic tim of  the
end of  the Cold War. At the close of  the 1990s, nuclear states other than the U.S. and Rus sia had only 5
per cent of  the  nuclear arse nals. Today they have 20 per cent, and dur ing the next 10 years they will have 60 
to 70 per cent.  But no one is inter ested in this. No one is count ing how many nuclear play ers we have now.
The pub lic was much more inter ested in this issue 10 years ago, but now it is not. And the U.S. and Rus sia
aren’t inter ested in each other’s arse nal either. Their inter est is on the same level as France’s inter est in the
nuclear arse nal of  the U.K. But both pow ers, the U.S. and Rus sia, will have to ren o vate, change, and mod -
ern ize their nuclear arse nals dur ing the next few years, because, due to their age, they are becom ing obso -
lete.

Today we have no effec tive inter na tional agree ment that acts as a nuclear arma ments con trol mech a -
nism. And if  we can not sat is fac to rily solve the prob lems of  the nuclear pro grams of  North Korea and
Iran, then we can expect to see an erup tion of  efforts to obtain nuclear arms, from Japan to Saudi Ara bia.
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Chapter 41

Future Wars: Meeting the Challenges

Dr. Werner Fasslabend1

OPEN ING REMARKS

W
ithin the notion of  a broader secu rity pol icy, I think that wars, due to the demo graphic explo -
sion and to cli mate change, will have the high est pri or ity in the future. And these wars, which
will depend on goals, resources, and, of  course, tech ni cal stan dards, will be led in dif fer ent

ways. For me, the ques tion of  who will start the war is the begin ning of  an answer. I see two major groups: 
States and non-gov ern men tal orga ni za tions such as tribes or dif fer ent eth nic groups, and espe cially pri -
vate war orga ni za tions. Al-Qaeda cer tainly was a break through in the lat ter, because it went from a
regional stage to a global one. I believe we will be con fronted by sim i lar phe nom ena in the future.

What can we do? I assume that in the future we will have five or six, or at least three and a half, real play -
ers on the global stage, and that the rela tion ship among them and their regional influ ences will be not only 
impor tant but deci sive as to whether or not we will have peace. The ques tions of  regional order and
global order are there fore cru cial for us.

SIG NIF I CANT WORLD HOT SPOTS

But every one will have prob lems. For China, the prov ince of  Xinjiang, the China Sea, East ern Sibe ria,
and the coun try’s pre dom i nance in south east Asia are all very impor tant, but the most impor tant topic
will cer tainly be Tai wan. Why? Because this is pos si bly a hot spot between the inter ests of  the United
States and the inter ests of  China. Bring ing Tai wan back home to China would mean, on the one hand,
that the belt of  islands and pen in su las between the United States and the Asian main land would be inter -
rupted, so there is cer tainly some Amer i can inter est in hold ing Tai wan in the U.S. zone of  influ ence.
Prob a bly this is a ques tion of  time and involves the ten dency toward inde pend ence, but which ever side it
goes to, Tai wan, in my view, will be the hot test spot dur ing the next 20 or 30 years.

Regard ing India, prob a bly Satish Chandra can tell us much more. But there will be new threats as I see
it, not only because of  cli mate change or a demo graphic explo sion, but also because of  the ques tion of
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who will influ ence South east Asia. Of  course the sit u a tion in India is not iso lated, but will cor re spond to
the sit u a tion of  the fast-ris ing Chi nese power.

Rus sia will also have prob lems. I will not say much about them, but a new one will involve East ern
Sibe ria. The so-called unequal trea ties from the Nineteenth cen tury and the demo graphic explo sion in
China, together with cli mate change, will bring this ques tion to the front. You can imag ine that some thing 
will hap pen if  you real ize that every year, even with the one-child rule, the pop u la tion of  China increases
by between 30 and 35 mil lion peo ple; within two years China increased its pop u la tion more than the
whole pop u la tion of  France. Com pare that with the 150 mil lion Rus sians in the vast Rus sian empire.

The Mid dle East will cer tainly remain another big prob lem, and the out come will depend on what the
United States is able to do there. But I want to warn you about think ing this is an Islamic ques tion. This is
not an Islamic ques tion. It is just the con se quence of  geog ra phy and an issue of  some regional coun tries
hav ing major power and the Islamic states being unable to form a gen u ine power. If  we build a pic ture of
an Islamic threat, then we will get one and we will not be able to han dle it. We will lose it, I am abso lutely
sure. I think we must spend a good deal of  time think ing this over.

MEET ING THE CHAL LENGES

How can we min i mize the risk? Of  course, we must estab lish some thing like a global order sys tem, at
least a struc ture. We must define the “in-between states” because there is a bank of  small and slightly
larger coun tries in-between the big pow ers. We must also define the most sen si ble points to con cen trate
on and we must try to take clear steps to define the pri or i ties.

The ques tion of  the Mid dle East is the high est pri or ity for me at the moment, and when you get right
down to it you see that it is, in real ity, a ques tion of  a few square miles in Pal es tine—which side they will
go to. But this issue does not only threaten the secu rity of  the United States, Europe, and the Mid dle East
itself, but it may be deci sive as to whether the United States keeps or loses its world dom i nance. I under -
line every word Gen eral Naumann said, and believe that we have to make these facts even clearer. And we 
have to act deci sively.

At pres ent, the most impor tant thing is to not give pri vate war orga ni za tions like Al-Qaeda a chance.
What I mean by that is that the big gest dan ger is polar iza tion, polar iza tion within the Arab and Islamic
soci et ies. In the short term you can only go to the cells and wipe them out, but in the long term you have
to go to the roots and find the rea son why, the back ground of  the prob lem. Polar iza tion will give pri vate
war orga ni za tions more strength; one of  their major goals is to polar ize soci ety and in that way get financ -
ing and recruit forces. We must not give them this chance. First, we must inte grate all the minor i ties in our
home land, in the United States and in Europe, and next we must coop er ate inten sively not only with the
gov ern ments but spe cific soci et ies in coun tries in which pri vate war orga ni za tions play a role.

CON CLUD ING REMARKS

In con clu sion, I see a polit i cal win dow in 2005. The year after the Amer i can pres i den tial elec tion could
be the year we get a least one step fur ther in the Mid dle East. I hope we will man age to find some solu -
tions that will be deci sive for the next 10 or 15 years.
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Chapter 42

An Indian Perspective on Global Security

Gen eral Ashok Mehta1

I
 will try to give an Indian’s per spec tive of  the devel op ments fol low ing Sep tem ber 11, includ ing the
global fight against ter ror and the sit u a tions in Afghan i stan and Iraq. The ques tion must be asked: Is
the world a safer place nearly three years after Sep tem ber 11? The answer is no. Sri Lanka’s Rohan

Gunaratne, an expert on counterterrorism, says that Oper a tion Endur ing Free dom, that is, the war in
Afghan i stan, merely dis persed Al Qaeda and the Taliban. It made the United States and Europe secure
only until the Madrid bomb ings of  March 11, 2004.

The dan ger of  ter ror ism is wide spread. In the “Pat terns of  Global Ter ror ism” report of  2003, India
was named the big gest vic tim of  ter ror ism, fol lowed by Colom bia, Saudi Ara bia, and Paki stan. The arc
of  insta bil ity stretches from Pal es tine to Paki stan, and there are many ter ror ist groups. Al Qaeda is just
one com po nent, in addi tion to the other auton o mous groups that are part of  the Inter na tional Islamic
Front (Jehad), which was estab lished in 1998. Prom i nent among them are Lashkar e Taiyyaba and Jaish e
Mohammad, which oper ate in Kash mir. Regret ta bly, due to a lack of  coop er a tion and coor di nated action 
against the Jehad, the Jehadis are win ning the war. Even more regret ta bly, very lit tle has been done to
address the root causes of  ter ror ism.

In March of  2004, Oper a tion Moun tain Storm, in Paki stan’s south Waziristan, showed the mul ti na -
tional char ac ter of  the ter ror ist con glom er ate.Uighur Chi nese, Chechens, Uzbeks, Al Qaeda mem bers,
Taliban mem bers, and oth ers were cap tured, but there are many more ter ror ists holed up, wait ing to be
taken out. The good news is that Al Qaeda is still not in pos ses sion of  fis sion able mate rial to use in a
nuclear bomb.

India under stands the com plex i ties of  the sit u a tion in Afghan i stan. Many great games have played out
there—for at least three cen tu ries Brit ain and the Soviet Union have tried to pac ify that ungov ern able
coun try with out suc cess. This time around, the U.S.-NATO effort seems to be more sus tained and com -
pre hen sive. I wish them good luck, but I believe that the claims made in this con fer ence that two-thirds
of  Afghan i stan is sta ble are rather exag ger ated. The noted jour nal ist Thomas Fried man thinks that
Afghan i stan is on ste roids. War lords are oper at ing freely and tam ing the tribes is not going to be easy.
While India is involved in the coun try’s recon struc tion, the pro vin cial recon struc tion teams oper at ing
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under NATO aus pices are likely to be put to a severe test. Fur ther, the elec tion sched uled for Sep tem ber
2004 is rather opti mis tic.

I have had the honor of  writ ing a book calledWar Dis patches, Oper a tion Iraqi Free dom, which was
pub lished recently. In the book I note that there are three parts to the mil i tary oper a tions there: The secret 
war before the war, the real war (Oper a tion Iraqi Free dom), and the war after the war, the cur rent phase
of  fight ing. The U.S.-led coali tion forces car ried out a bril liant con ven tional oper a tion to bring down
Saddam, but they ignored the sta bil ity phase. Shock and awe won the war but lost the hearts and minds
cam paign. And while U.S. forces excel in hi-tech wars, they do not do so in low- inten sity con flict, a point
that the U.S. mil i tary must fac tor in dur ing its ongo ing trans for ma tion.

In regard to this point, I’d like to cite the last para graph of  the post-script to my book: “In Novem ber,
Com mander-in-Chief  George Bush made a sur prise visit to pep up the defeated morale of  the U.S. sol -
diers in Bagh dad. But some ques tions remained: The size of  resid ual coali tion forces and their rela tion -
ship with the pro vi sional gov ern ment; who would look after U.S. stra te gic and eco nomic inter ests in Iraq
and the region; what would be the impact of  an accel er ated U.S. trans fer of  power on its lon ger-term
goals in the Gulf  and the Mid dle East; would this abridged strat egy forced by elec toral com pul sions
hold?; would the UN carry the can? What ever the revised pri or i ties in Iraq between find ing WMD,
Saddam, democ racy. and Iraqi self-rule, the U.S must not be seen to be quit ting or fail ing.” 

All of  this is play ing out now. In addi tion, there are two other prin ci ples for sta bil ity oper a tions that
must also stay in play dur ing the cur rent war in Iraq. They are using pro por tion ate/min i mum force and
hav ing good faith. 

One of  the key les sons learned from the wars in Iraq and Afghan i stan is that there are lim its to what
the mil i tary alone can do. There fore we need alter na tive strat e gies. The days of  mass maneu ver ing and
all-out wars are over. From the pan o ply of  mil i tary capa bil i ties, we need to iden tify what is usable.

There is also a need to rede fine mil i tary vic tory or suc cess. A deci sive out come in the war in Afghan i -
stan and in Iraq has been insuf fi cient to shape the desired polit ico-mil i tary objec tives. Part of  rede fin ing
vic tory must inev i ta bly include a reex am i na tion of  the whole con cept of  inter ven tion and nation build -
ing. The lit mus test of  suc cess ful inter ven tion must be that you achieve a better end state than you had
before the inter ven tion.

India is the world’s larg est pro vider of  peace keep ers. At pres ent there are Indian peace keep ers in
Eritrea, Congo, Leb a non, and, soon, Sudan. India’s posi tion on Iraq is that if  there is an explicit UN man -
date for troops in Iraq and a request for them from the Iraqi gov ern ment, then India would con sider that
request. How ever, there is an all-party res o lu tion in force, agreed to in July 2003, not to get involved in
Iraq. But sev eral issues have changed since then to enable India to recon sider: The real ity on the ground,
the need to help Iraq (the Indian mil i tary trained the Iraqi mil i tary from 1972 to 1991), and the need to
main tain our com mit ment to the UN and the U.S.

A word about India’s rela tions with the out side world. India is in the unique posi tion of  increas ing its
stra te gic rela tions with the EU, the U.S., Rus sia, and, soon, China. There is also talk of  ties between
NATO and the Indian mil i tary. I would like to end my pre sen ta tion with these few points:

• We need more of  the UN, more inter na tional laws, and more human rights.

• Multilateralism, or, as the EU says, effec tive multilateralism, must be our pass word. This is not the
time to go it alone. Inter na tional coop er a tion and tak ing coop er a tive secu rity mea sures are the paths
to fol low. There fore, I encour age you to spare a thought for global inter ests con cur rent with your
national self-inter ests.

• The abuse of  Iraqis by coali tion sol diers is as dev as tat ing as a sui cide bomb. What ever we do in Iraq
must be accept able to the peo ple of  Iraq. 

190 Gen eral Ashok Mehta



Chapter 43

Stra te gic Con cepts for the Iraq War, Con flict in the Mid dle
East, and the Global Strug gle Against Ter ror ism

Gen eral Klaus Naumann1

S
ince I am a speaker who no lon ger holds any office, I have to be frank. I am going to leave aside the
Iraq War, which the coali tion forces con ducted mil i tarily in a truly superb man ner and in which the
U.S. armed forces par tic i pated in net work-centric oper a tions and dem on strated to the world what

infor ma tion dom i nance cou pled with effec tive engage ment can achieve. I am going to leave aside the cri -
sis-man age ment phase that pre ceded the war, in which we saw more polit i cal mis man age ment on both
sides of  the Atlan tic than ever before, dam ag ing NATO more than any thing else in its 55-year his tory. I
am also going to leave aside the fact that plan ning for the post-war period was poor, to say the least, and I
will refrain from pro vid ing an out sider’s advice on how to han dle the sit u a tion in Iraq, as so many retired
peo ple do these days, includ ing some in this coun try. My point of  depar ture is going to be that all of  us
have a com mon inter est in sta bil ity in Iraq, and hence we have a com mon respon si bil ity to pre vent civil
war and the dan ger of  Iraq becom ing a fail ing state. I will con cen trate on the mid term, that is, the period
that will fol low the elec tions that are fore seen. How ever, I want to note that the next few months may be
the most dif fi cult yet, since there will be no Iraqi gov ern ment that can claim to rep re sent the peo ple of
Iraq and there will be a secu rity arrange ment in place that many Iraqis will see as a con tin u a tion of  the
occu pa tion regime.

A COM PRE HEN SIVE APPROACH TO SECU RITY 
IN THE GREATER MID DLE EAST

What I am going to do is offer some ideas on a com pre hen sive approach to the three aspects of  this
panel’s topic: Iraq, the Mid dle East, and global ter ror ism.

Let me begin with three pre lim i nary remarks:
1. The ter ror ism the world is now con fronted with was nei ther trig gered by the U.S.-led war nor by any

other polit i cal or mil i tary action of  the US Gov ern ment. Its roots are deeply seeded in rejec tion of  our
West ern way of  life, respect for human rights, the rule of  law, and reli gious free dom, which the ter ror ist
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lead ers see spread ing in a world that is inter con nected by mod ern com mu ni ca tion. They see their islands
of  ide ol ogy, their sys temic and self-pro duced inabil ity to reform, under attack, since com mu ni ca tion no
lon ger allows them to manip u late their fol low ers.

2. None of  this ses sion’s three issues can be looked at in iso la tion, and none can be solved with out
prog ress in the other two.

3. The stra te gic issue is to defeat ter ror ism and to sta bi lize the Greater Mid dle East. Iraq and the Mid -
dle East are oper a tional issues within this frame work.

There fore the task Amer i cans and Euro pe ans have to take on is a highly com plex one that may require
the efforts of  a gen er a tion or so. To this end one will need a clear and con vinc ing vision to win the last ing
sup port of  the nations involved.

Any one who wishes to develop a stra te gic con cept should first have a clear per cep tion of  the ter ror -
ism that con fronts Amer i cans and Euro pe ans alike.

It is a new form of  ter ror ism that is the num ber-one dan ger for all of  us. It is bru tally destruc tive and
aims at our most vul ner a ble spot: Our civil soci et ies and our highly vul ner a ble infra struc ture. It is a form
of  ter ror ism that pays no respect to any rules or laws and that is deter mined to use lim it less, extreme vio -
lence to achieve its aim: To force us to sur ren der. I am there fore con vinced that we have not yet seen the
cli max of  ter ror ism and that we will see fur ther esca la tion of  vio lence.

No coun try should believe that it is safe from ter ror ist attacks, but as we defend our soci et ies we have
to strike a bal ance between pro tec tion and the pres er va tion of  cit i zens’ indi vid ual lib er ties. The objec tive
of  our oppo nents is to enforce the end of  the so-called glob al iza tion, of  free soci et ies and the rule of
human rights, which they see as a deadly threat to their islands of  ide ol ogy and reli gious zeal. They see
them selves as under attack by the free flow of  infor ma tion that char ac ter izes post-mod ern soci et ies, and
they know that they can not pro tect their islands of  ide ol o gies in an increas ingly inter con nected world.
They there fore embarked on an exis ten tial fight, which means that there is but one answer for us: We
must never sur ren der. Any con ces sion to these ene mies will be seen by them as an invi ta tion to esca late
and to con tinue. They know what some in our coun tries have failed so far to under stand: That this is a
global con flict in which they have but one chance to win, and that is by sep a rat ing the U.S. from Europe
and the few other coun tries that share our val ues and con vic tions.

Our response, there fore, must be unity; we must be resolved to resist while simul ta neously pre pared to 
extend a help ing hand to address the polit i cal, eco nomic, and soci etal roots of  ter ror ism. This means that
we need more than just mil i tary means in our tool box. We also need to have a strat egy that is tai lored to
the region from which ter ror ism is most likely to spread—the Greater Mid dle East, a region of  incred i ble 
diver sity that is closer to Europe than to the U.S. and which is of  vital inter est to both enti ties.

The trans for ma tion of  the Greater Mid dle East is the cen tral chal lenge of  our times. There we must
com bat pre ven tively the rea sons for ter ror ism; in fact, nowhere is a fun da men tal shift in West ern strat egy
more nec es sary than in this region if  we are to con front the forces that cre ate the dan ger ous nexus
between ter ror ism, failed states, rogue regimes, and weap ons of  mass destruc tion. Such a shift requires
end ing the dou ble stan dard that has led both Euro pe ans and Amer i cans to down play or ignore the pur -
suit of  democ racy and human rights in the region for the sake of  so-called sta bil ity, which was often
noth ing more than the pres er va tion of  eco nomic inter ests.

It is time for the NATO nations to put them selves squarely on the side of  build ing human rights, civil
lib er ties, and mar ket reforms, not just in so-called rogue states but also in “mod er ate” coun tries such as
those on the Ara bian pen in sula and in Egypt and the Lev ant. This, how ever, must never mean impos ing a
West ern-made con cept on a region of  incred i ble diver sity.
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THE ISRAELI-PAL ES TIN IAN CON FLICT

We need to under stand that the cen tral issue is the con flict between Israel and the Pal es tin ians—we
need to forge a peace that gives Israe lis secu rity and Pal es tin ians dig nity. Nei ther the Arabs nor the Israe lis 
nor the NATO nations can afford to con tinue the fight ing between the Israe lis and the Pal es tin ians. Peace 
must be based on a for mula of  land for peace, that is, on the two-states approach, and with an under -
stand ing that there will be no last ing sta bil ity in the Mid dle East with out a set tle ment with Iran and sta bil -
ity in Iraq.

The only coun try that can move the peace pro cess for ward is the United States. But the U.S. has lost
cred i bil ity in the Mus lim world, and recent reports of  intol er a ble mis be hav ior on the part of  some Amer -
i cans may have ruined Amer ica’s rep u ta tion for quite some time to come. Nev er the less, another attempt
must be made to prove to the Pal es tin ians that they will live in their own state and that not every thing pro -
posed by Jeru sa lem will sim ply be accepted by the West. On the other hand there must never be the slight -
est doubt in any body’s mind that the right of  Israel to exist as a Jew ish state in the Mid dle East is not
nego tia ble.

For all of  these rea sons, Iraq is a con cern to all NATO nations, regard less of  whether or not they sup -
ported the war. Euro pean allies and the EU must there fore under stand that they need to back the U.S.,
which likely will increase the chances for suc cess. But to allow con sen sus to develop, NATO will need
time, and the U.S. must under stand that being backed does not mean that they can exe cute any step they
decide on with out proper con sul ta tion, and that being backed will never mean that NATO is under U.S.
com mand.

WORK ING WITH NATO, THE U.S., AND THE EU

The NATO nations, there fore, should focus on a stra te gic ini tia tive focused on the Greater Mid dle
East, and should launch it by mak ing a gen u ine offer of  dia logue. Such dia logue could take advan tage of
NATO’s extant Med i ter ra nean Dia logue as well as take into account the les sons learned from PfP. But it
must be more than a GME PfP. If  it were noth ing more than a remake, then it would be seen as another
attempt to impose a West ern-made con cept on the region or as a barely veiled excuse to use the GME
focus as a rem edy to heal the trans at lan tic rift. 

Most of  the nations in the Greater Mid dle East look at NATO as a syn onym for the U.S., and they do
not trust the U.S. They also tend to for get that it is their own sys temic inabil ity to reform that has pro -
duced their back ward ness. There fore the U.S. and Europe must work together and develop a con cept for
the region with the peo ple from the region.

The first step in devel op ing such a con cept could be to extend a hand of  friend ship to the Mus lim
world, invit ing reform ers from the region to coop er ate with the NATO nations to develop and tai lor
con cepts that take into account the her i tage of  the nations con cerned as well as the aspi ra tions of  those
who wish to see the rule of  human rights. Such an effort will require ded i cat ing more sub stan tial
resources, intel lec tual as well as finan cial, to sup port reform in the Greater Mid dle East, and it is for this
rea son that I believe NATO would be the right place to take on such an effort. NATO has a frame work
through which we can bring to bear the exper tise as well as the resources of  the U.S. and Europe. In
NATO we might be able to com bine hard and soft pol i tics, since we will need them both, and pro duce
secu rity in its south ern and south east ern periph ery. We could elim i nate the rea sons for con flict and ter ror 
through a com bi na tion of  aid and dia logue and orches trated inter na tional pres sure on the rul ing elites to
reform.

This brings me to the sec ond leg of  a com pre hen sive NATO strat egy. Peace set tle ments often need
accom pa ny ing sta bi li za tion efforts, and no orga ni za tion is better placed than NATO to pro vide these,

Stra te gic Con cepts for the Iraq War, Con flict in the Mid dle East, and the Global Strug gle Against Ter ror ism 193



although it means com mit ting forces for rather time-con sum ing deploy ments. NATO should shift its
main empha sis to this region and offer to be the guar an tor of  sta bil ity there if  the nations in the region
wish it to do so.

Because of  the nature of  the new ter ror threats, pre ven tion and reac tive sta bi li za tion oper a tions no
lon ger suf fice to main tain peace, pre vent armed con flict, and defeat ter ror ism. NATO must there fore
have the polit i cal resolve and the mil i tary capa bil ity to inter vene proactively out side the NATO Treaty
Area, in order to keep the risks at a dis tance from allied ter ri tory and fight ter ror ism on its home turf. In
that way NATO might be able to pro vide deter rence to some extent and to act deci sively when all other
options no lon ger prom ise suc cess.

 A NEW VISION FOR NATO

What I have in mind, then, is a new vision for NATO, a NATO con cept for the Greater Mid dle East
which I would not call Harmel but would be another two-track approach: Con flict pre ven tion through
dia logue and coop er a tion and secu rity on NATO’s periph ery through, if  nec es sary, armed inter ven tion
and post-con flict sta bi li za tion oper a tions. This approach would be a gen er a tional effort like the gen er a -
tional effort that brought the con fron ta tion in Europe to an end. But it would be of  such mag ni tude that
it could never be accom plished by a coali tion of  the will ing. What would be needed is an alli ance that
would rally behind the bold vision, and which would be much more than the sum of  spe cific ini tia tives,
like Afghan i stan. Our more inward-look ing nations, how ever, may need to be con vinced by a vision
before they might be will ing to com mit resources and to see such an effort through. There fore, NATO
might be well advised to begin think ing now of  such a com pre hen sive vision for the fight against ter ror -
ism and for peace in the Greater Mid dle East in order to be pre pared for the call that may come in 2005
from an elected Iraqi gov ern ment.
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Chapter 44

Coping with Conflicts and Challenges

 The Rt Hon Bruce George, MP1

OPEN ING REMARKS

W
 e have dis cussed at enor mous length a wide vari ety of  threats and risks and, to my amaze ment, 
almost all of  them begin with the let ter C. We have chal lenges for the chang ing world in a com -
plex envi ron ment, we have the clash of  civ i li za tions, chem i cal (as well as bio log i cal and radio -

log i cal) weap ons, cli mate change, either too much or too lit tle CO2, the chasm divid ing Europe and
North Amer ica regard ing capa bil i ties, cop ing with the chal lenge of  defense cuts, and Can ada was men -
tioned along with a resur gent China, and the ques tion of  whether there should be a big ger coali tion in
Iraq. In addi tion we have talked about doing better in post-con flict recon struc tion, cri sis man age ment,
and coun ter-pro lif er a tion. There are also the dan gers of  Al-Qaeda, which can be spelled with a C, as well
as the threats in Chechnya, the Cau ca sus, and the Cas pian Sea region. We have also talked about the need
for better con nec tiv ity of  infor ma tion sys tems and com mu ni ca tions, the fail ures of  coun ter-ter ror ism,
and the dan gers of  cyber-ter ror ism, and, the big gest dan ger of  all, Mr. Chandra’s chick ens. 

I would now like to address a few iso lated ele ments of  what I think was a superb col lec tion of  pre sen -
ta tions on Iraq and the Mid dle East.

THE ISRAELI-PAL ES TIN IAN CON FLICT

Al-Qaeda forces are clearly manip u lat ing the cri sis in Pal es tine and Israel: They have no direct inter est,
they are cap i tal iz ing upon it. Even though peo ple are tell ing us that there is no link between Pal es tine and
Israel and the gen eral fight against ter ror ism, don’t believe it. You know there is. The jux ta po si tion of
Israel, Pal es tine, and Iraq delegitimizes the United States and the United King dom and makes any pro -
posed solu tion seem improb a ble. So I am count ing the time to the pres i den tial elec tion in the United
States in the hope that the U.S. gov ern ment, be it Repub li can or Dem o crat, will feel freed from its con -
spic u ous sub ju ga tion to the will of  the Israeli gov ern ment. Now, please don’t think I am anti-Semitic, I
am really not. I want to see an Israel that is safe and secure, but I do not see how that is incom pat i ble with
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an inde pend ent secure Pal es tine. I just hope that when the elec tion is over and an agenda can be recon sti -
tuted, we will remem ber the road map that does not begin with C and that must not be neglected. Devel -
op ments in south ern Israel must be con sis tent with the gen eral imple men ta tion of  the road map to which 
the U.S. is sup pos edly a party. Surely this is the appro pri ate way to pro ceed, and I hope diplo macy will
ultimately pre vail.

ACCESS TO AMER I CAN MAR KETS

Most peo ple at this work shop are involved one way or another with the mil i tary. Clearly forces must be 
well equipped, prop erly con fig ured, and prop erly funded. I heard the elo quent plea from France for more 
access to Amer i can mar kets. I would be more con vinced if  the French defense mar ket was as open as the
mar ket they wish to see in the United States. But here is one plea, and it is not a plea for the Brits. There are 
two types of  allies, allies with a cap i tal A and allies with a small a. Allies with a cap i tal A are con stant, they
are there with you when the going gets tough and even when deci sions are being made that are stu pid.
Allies with a small a pick and choose which con flicts they get into. But what irri tates me about not just Mr. 
Hunter’s “Buy Amer ica” act, which is truly absurd although one can excuse him because per haps an elec -
tion is com ing, is the fact that it is ludi crous not to believe that if  the United States wishes to export, then
it must allow imports.

I think the French and the Amer i cans have much in com mon—no won der they were allies in the late
eighteenth cen tury—and that is the desire to keep the mar ket as closed as they can pos si bly keep it. We are 
pretty stu pid: We are open to any body, but even worse than Hunter’s act, we are call ing on oth ers for the
ITA waiver. Ludi crous! It is one thing to not be nice to your fair-weather allies, but not being nice to your
real allies is unac cept able. Really, we are talk ing about trans mit ting unclas si fied doc u ments. We are not
even get ting that in the United King dom. So I think the U.S. has a lit tle bit to pon der in the months ahead.
I have no anx i eties about the exec u tive, but who ever said no one is safe while the leg is la ture is in ses sion
clearly had the U.S. Con gress in mind.

CON VINC ING OUR POP U LA TIONS OF THE THREAT

When it comes to deal ing with ter ror ism, the mil i tary has an impor tant role. The Blair gov ern ment
pro duced a white paper that said our mil i tary strat egy should be to pre vent, to con tain, to deter, to coerce, 
to dis rupt, to defeat and destroy other con ven tional and ter ror ist oppo nents. But the fight against ter ror -
ism is not exclu sively, not largely, a mil i tary activ ity. It is a soci etal activ ity and that is why the pop u la tion
must be con vinced that there is a threat. Now you may have done that in the U.S., but I hear end lessly
from peo ple in my coun try that the threat of  ter ror ism is a fab ri ca tion, it is a “wind up,” as we say, it is an
illu sion that allows the gov ern ment to assume greater and greater power. Well, we have to do more to
con vince peo ple that, as the gov ern ment end lessly says in the U.K., a seri ous attack is not likely, it is inev i -
ta ble. And in that fight some com pro mises on human rights, whether you like it or not, regret ta bly will
have to be made.

COOR DI NAT ING RESOURCES

Unless you can coor di nate the activ i ties of  cen tral, regional, and local gov ern ments, unless you have
con nec tiv ity, and unless you have a gov ern ment that says and thinks in a col lec tive way and does not sim -
ply reflect the bal ance of  democ racy within that sys tem, you have to do better. We have to get the police
better trained, we have to make intel li gence more effec tive, we have to get the pri vate secu rity indus try
better involved in what we call the wider police fam ily. And since the prin ci pal tar gets of  ter ror ism are
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com mer cial in nature, then we must put more respon si bil ity on secu rity man ag ers and the direc tors
respon si ble in large and small enter prises, and com pa nies will have to play a bigger part in defending
themselves.

ISLAMIC EXTREM ISM

For my last point, I would like to say that all along we have had in our minds that the prin ci pal threat is
not Rus sia, it is not smug gling—they are both prob lems but they are not insu per a ble prob lems. The
prob lem we face is Islamic extrem ism and that is some thing that we have not been very well pre pared for,
not as well as we ought to have been. There have been 1,400 years of  strug gle between Islam and
non-Islamic states: The peri ods of  Islamic hege mony and the peri ods in recent years of  West ern hege -
mony. And there are many causes of  Islamic extrem ism. 

But their extrem ism is not their strength, it is their weak ness. They rep re sent failed states, they rep re -
sent coun tries, as the UN said recently, that find it very dif fi cult to run their econ omy, expe ri ence cor rup -
tion, have a lack of  expe ri ence, improp erly use indig e nous resources, exclude 50% of  the pop u la tion, i.e.,
women, from involve ment in deci sion mak ing. And so I think that one of  the first things that should be
done is for peo ple to start look ing in the mir ror and won der ing where their fail ures are in addi tion to see -
ing where we have con trib uted in the past or the pres ent to those evils that are befall ing Islamic states.
There are, as I said, con nec tions between Iraq, Israel, and Pal es tine and I think we ought to remind peo ple 
that it was the United States and NATO that sup ported Mus lim peo ple in Bosnia, Mac e do nia, and
Kosovo. They for get that. They also for get that the United States vir tu ally defeated the United King dom,
France, and Israel over the issue of  the Suez Canal. So the United States’ record in deal ing with Islam is
not as neg a tive as some peo ple would see it.

It is very impor tant that we become more suc cess ful—we have been mis er a bly unsuc cess ful—in con -
vinc ing the so-called Arab street, because they have griev ances against their own gov ern ments. It is rather 
ironic and unfor tu nate that the Islamic gov ern ments that are fully in sup port of  the war against ter ror ism
are gov ern ments that them selves are almost ille git i mate, that are closed gov ern ments that deny access to
their own peo ple. The chick ens are com ing home to roost in Saudi Ara bia, and if  they do not mend their
ways pretty swiftly it will be to their pro found dis ad van tage and even more pro foundly to our dis ad van -
tage. So we have to lis ten, not suc cumb, not engage in a pro cess of  appease ment; if  Arabs or Mus lims
scream, we can not drop to our knees and say, What do you want? We can not do that, but we have to show
that there is no clash of  civ i li za tions, that there is a great deal in com mon between our civ i li za tion and
their civ i li za tion and that maybe we can contribute more, if  they wish it.

I was in Alge ria recently but before that I knew lit tle about Alge rian his tory. Almost 2,000 peo ple were
killed in their civil war, and the elec tions were sto len by the mil i tary in 1991 when Islamic extrem ists won
it. Then, twelve years later, they had one of  the best-con ducted elec tions I have ever seen, and I am a pro -
fes sional observer of  elec tions because of  my role in the OSCE par lia men tary assem bly. So I truly think
that Mus lim coun tries can become civil soci et ies—Malay sia, Indo ne sia, best of  all, Tur key, Morocco,
with the begin ning of  reform with the young king, Alge ria, with the reforms by Pres i dent Bouteflika, Jor -
dan, which was sur rounded by cri ses but now shows evi dence of  a bur geon ing democ racy.

So let’s not entirely give up hope. Let us hope that one day Uzbekistan, Kazhakstan, and Kyrgystan will 
con tinue the pro cess of  democ ra ti za tion. Let us try to rekin dle that inter est, though not in our exact style
of  democ racy—it is ludi crous to assume that you can sim ply trans fer a set of  polit i cal struc tures and a
polit i cal cul ture to a region that has not expe ri enced them. But we need to encour age Islamic states in the
prin ci ples of  jus tice, integ rity, and tol er ance, and it would help if  we show a lit tle more of  those things
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our selves. We should encour age a grad ual asso ci a tion with more mod er ate Islamic forces, and we should
per haps do far more than we have been doing.

In his pre sen ta tion, for mer Indo ne sian pres i dent Habibie said that Islam is com pat i ble with democ -
racy and with sci en tific improve ment. Here is a man who is a sci en tist, an engi neer, a ratio nal ist, and a
devoted Mus lim who became pres i dent for a short time, and in his mind he can rec on cile civil soci ety and
an Islamic state. He believes that one can be ratio nal, sci en tific, and Mus lim. Now, there are not many
peo ple like that around, and those that are must be encour aged.

CON CLUD ING REMARKS

I believe we are in a dan ger ous sit u a tion in the world, but I believe there is also much good that we have 
for got ten. Things are better now than they were. For exam ple, when we talked about the Black Sea, I did
not see many prob lems there. Rus sia, I hope, is democ ra tiz ing, and Bul garia and Roma nia are now allies.
A lot of  good is hap pen ing, but we must deal with Islamic fun da men tal ism. Whether or not you agree
with the Amer i can/Brit ish action in Iraq, it is no time to gloat, it is no time to say those bastards deserved
it, let us see if  we can gain from the wreck age. It is in the inter est of  us all, those who are there and those
who are not, to help the Allies move towards extri cat ing them selves admin is tra tively and polit i cally. I
hope that by 2005 we will see a gov ern ment that will have some ele ments of  rep re sen ta tion and that will
be a lit tle more dem o cratic. And I think it is in all of  our inter ests, the UN, NATO, the Ger mans, the
French, the Span ish, the Chi nese, every body, that, despite the many fail ures we have had, when the pro -
cess fin ishes it is more right than wrong.
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